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Abstract

Transactions have been rigorously defined and exten-
sively studied 1n the database and transaction pro-
cessing literature, but hittle has been said about the
handling of the requests for transaction execution In
commercial TP systems, especially distributed ones,
managing the flow of requests 1s often as important
as executing the transactions themselves

This paper studies fault-tolerant protocols for man-
aging the flow of transaction requests between chents
that 1ssue requests and servers that process them We
discuss how to implement these protocols using trans-
actions and recoverable queuing sysiems Queuing
systems are used to move requests rehably between
chents and servers The protocols use quemng sys-
tems to ensure that the server processes each request
exactly once and that a client processes each reply
at least once We treat request-reply protocols for
single-transaction requests, for multi-transaction re-
quests, and for requests that require interaction with
the display after the request 1s submitted
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1 Introduction

A transaction 1s a umit of work, performed on shared
data, which preserves atomaty (1 e, all-or-nothing),
seriahzability, and durability Transactions have been
nigorously defined and extensively studied in the
database and transaction processing (TP) hterature
[Bernstein et al 87] By companson, only a few ar-
ticles explain how to handle requests for transaction
execution [Gray 78, McGee 77] This emphasis in the
hiterature does not reflect the relative importance of
the problems In commercial TP systems, especially
distributed ones, managing the flow of requests 1s of-
ten as important as executing the transactions them-
selves

This paper studies (1) protocols for rehably man-
aging the flow of transaction requests, and (2) 1m-
plementations of those protocols that use recoverable
queuwing systems A queue 1n a TP system serves
as an intermediary between a client and server A
chent enters a request into a queue that 1s served
by the desired server A server obtains the re-
quest by removing it from the queue Queuing fa-
cihities are embedded 1n many existing TP systems
[DEC 88, McGee 77, Wipfler 87]

A queue manager (QM) 1s a type of database sys-
tem It stores queue elements, which are usually un-
interpreted by the QM (1e, the QM doesn’t know
that they represent requests) The QM may support
content-based retmeval of the elements Operations
on elements may be performed within a transaction,
and must therefore be recoverable

A QM 1s also a type of commumication system, since
1t moves messages between processes that run asyn-
chronously It allows for indirect commumication be-
tween processes, that 1s, these processes do not di-
rectly bind to one another to communicate, but in-
stead, each binds to a queue This indirect communi-
cation can mask process failures, by allowing commu-
nicating processes to execute and fail independently
For example, a process that enqueues a request can
communicate with one that executes the request even
if they are not both operational simultaneously In-
direct commumcation via queues can also mask com-



munication faillures if a chient enqueues 1ts requests
to a local queue, and penodically moves 1ts local re-
quests to the remote 1nput queue of a server process,
then the server appears to provide a rehiable service to
the client even 1if the chent and server nodes are fre-
quently partitioned by communication faillures These
features improve availability and efficiency

Queues facilitate baich input of requests Requests
can be captured rehiably in a queue, and processed
later 1n a batch Queues also provide load sharing
Since many processes can dequeue requests from a
single queue, this automatically shares the workload
among these processes Moreover, queues provide a
buffer that mitigates the effects of bursts of requests

The purpose of this paper 1s to present fault-
tolerant protocols for managing the flow of transac-
tion requests, and to show how to implement these
protocols using queuing systems The paper 1s orga-
nized as follows Section 2 presents an overview of
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cess requests 1n a fault-tolerant manner Section 3 de-
fines the chent’s model of fault-tolerant request-reply
processing Section 4 describes a queue abstraction,
which 1s used 1n Section 5 1n a system model that
implements the chent’s model Section 6 extends the
model to requests that execute as a sequence of trans-
actions Section 7 extends 1t to support cancellation
of requests Section 8 treats interactive requests, in
which the clhient provides input to the request while
the request 1s executing Section 9 discusses related
work, 1ncluding the queuing facilities offered 1n com-
mercial systems Section 10 discusses implementation
1ssues Section 11 1s the conclusion

2 Reliable Request-Processing

A request 1s a data structure (e g , a record) that de-
scribes some work that the system should perform
Typically, a user interacts with ¢ client program to
prepare a request (e g , by filing 1n a form), and then
the client sends the request to a server for processing
The server processes the request by executing one or
more transactions After 1t fimshes processing the re-
quest, the server may send a reply back to the chent,
which dehvers it to the user

The chent typically doesn’t need to access shared
updatable data Therefore, in a distributed system,
1t often runs 1n a “front-end” process close to the
user’s display, where processor cycles are inexpen-
sive and interactive feedback 1s easy to attain The
server typically needs access to a shared updatable
database, often a large one Therefore, 1t executes
on a large “back-end” system, which 1s accessible to
many chents Since the client and server reside 1n dif-
ferent processes, often on different processors, inter-
process communication primitives are needed to ex-
change requests and replies

If ordinary messages are used to move requests and

rephies between clients and servers, then an untimely
system failure (e g, when the request or reply 1s in
transit) may cause either the request or the reply to be
lost The chent may be unable to determine whether
the request or reply has been lost Moreover, since
many requests are not idempotent, the client cannot
resubmit the request unless 1t’s sure that the onginal
request hasn’t been and won’t be processed But de-
termiming the state of the request 1s difficult If the
chient and server don’t carefully maintain this state
on stable storage, 1t may be impossible

In principle, we can solve the problem of untimely
failures by having the clhient execute the sequence
{send a request, receive the reply, process the reply}
within a transaction In practice, there are two prob-
lems some chents execute on systems that don’t sup-
port a transaction mechamism or don’t support one
that’s compatible with the server’s mechamsm, and
processing the reply may be slow, which creates con-
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hold until the transaction commits We can solve the
latter problem by only executing {send a request, re-
ceive the reply} within a transaction But 1f the client
fails after receiving the reply and before processing 1t,
the reply may be lost

We can improve matters by executing the clhient’s
sequence as three transactions and using two recover-
able queues as intermediaries between the client and
server — a client queue and a server queue (We use
the word queue for compatibility with commercial
TP terminology It’s a misnomer, since these queues
are often not FIFO ) To send the request to a server,
the chent executes a transaction that enters the re-
quest 1nto the appropnate server’s queue To process
a request, the server starts a transaction, removes an
element from 1ts queue, “executes the request,” enters
a reply 1nto the client’s queue (if a reply 1s desired),
and commuts To process a reply, the chient starts a
transaction, dequeues the reply, and after it has fin-
1shed processing the reply (e g , the user acknowledges
having seen the reply on the display), commts Note
that the reply processor (e g, user) 1s just another
“resource manager” that participates in the transac-
tion

Each enqueue and dequeue operation executes
within a transaction If the invoking transaction
aborts, the operation 1s undone This enables the sys-
tem to cope with failures of chents and servers If the
clhent fails while submitting a request, the request 1s
forgotten, so there 1s no danger that a partial request
1s submutted If the server fails while executing a re-
quest, all of 1ts database updates are undone and the
request 1s returned to the server’s queue for repro-
cessing If the client fails while processing a reply, the
reply 1s returned to the client’s queue, so the chent
can reprocess the reply after recovery Overall, this
approach avoids the resource contention of the one-
transaction approach, but still requires a client to use
transactions

113



We can eliminate the client’s transactions alto-
gether by regarding it as a fault-tolerant sequential
program That 1s, 1t sends (1 e, enqueues) a request
and receives (1 e , dequeues) a reply outside of a trans-
action At recovery time 1t determines the last non-
1dempotent operation 1t executed before the failure
and reconstructs its internal state that was current
when 1t 1ssued that operation Since the chent wants
the system to execute 1ts request exactly once, the
operation “send-the-request” 1s not i1dempotent So
if the clhient loses connectivity with the system, when
communication 1s restored the chent must determine
whether the system received the last request that 1t
sent A queue can help here, since the chient can tell
whether the request was enqueued It can also help by
making “receive-the-reply” idempotent, by retaiming
the reply until the chent says to delete 1t (1 e, even
after the chient has dequeued 1t) A queue can even
help with checkpointing If the chent’s state 1s small,
the chient can piggyback 1ts state with 1ts enqueue and
dequeue operations, the queue manager can log this
chent state along with the queue operation, thereby
performmng the client’s checkpoint This, 1n essence,
1s the solution developed 1n this paper

Notice that the chent accesses queues outside of a
transaction, while the server accesses queues within
transactions In this sense, the queue 1s a gateway
between the non-transaction world of front-ends and
the transactional world of back-ends

3 Client Model

A non-interactive request 1s a request which, after
being submitted by a chient, 1s processed without fur-
ther input from the client The Client Model consists
of a chent and a system From the chient’s viewpoint,
the chient submits a request to the system, the system
processes the request and sends a reply, and the chent
recerves the reply and processes 1t !

Before sending any requests, the client must con-
nect to the system While connected, the chient offers
requests, one-at-a-time The system processes each
request and sends a reply to that request before 1t
processes the next request Each request imphatly ac-
knowledges that the client has received and processed
the reply to the client’s previous request When the
client has no more requests to offer, it disconnects
from the system

The chent attaches a request-id (md) to each re-
quest In response to the Connect operation, the sys-
tem returns two rids — the nd of the last request 1t
received from the client, and the rnid of the request
that corresponds to the last reply 1t sent to the clhient
After recovening from a failure, the client can use these

1Some applications don’t need a reply They are not
treated here, but our model could be modified to handle
them
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Rereceive

Receive
Disconnect

Figure 1 Clent’s State Transition Diagram for
a Non-Interactive Request

rnds to resynchromze with the system, that 1s, 1t can
determine whether to (possibly again) send the next
request or (possibly again) recerve the next reply

The Client Model is summarnized in fig 1 by a state
transition diagram, and 1n fig 2 by a client program
The chent sees a non-interactive request pass through
two states Reg-Sent (the client has sent a request),
and Reply-Recvd (the chent has received the reply,
and may enter a new request) A Connect operation
puts the client into a Connected state, from which 1t
branches to Req-Sent or Reply-Recvd, depending on
the nds returned by the Connect A Disconnect op-
eration causes the chent to break 1ts connection with
the system

The chent’s interface to the system consists of five
operations

o s-rid, r-rid, ckpt = Connect(chent-1d) Connect
the client to the system If the chent has not
executed a Disconnect since the last time 1t ex-
ecuted Connect, then Connect returns the nds
associated with the last Send and Receive 1t ex-
ecuted (s-rid and r-rid respectively) It also re-
turns the value of the ckpt parameter of the last
Receive operation executed by the chent

o Disconnect(chent-id) Disconnect the client from
the system

e Send(r, s-md) Send a request r with nd s-md to
the system When this returns, the request and
nid have been stably stored

e p = Recewe(ckpt) Return the next reply p for
that chent The client may put some checkpoint
information 1n the ckpt parameter (see the Con-
nect operation above)

e p = Rerecewe() Return the reply that was re-
turned by the last Receive executed by the chent

If the client conforms to the above model, then the
system makes the following guarantees, despite fail-
ures and recoveries

e Requesi-Reply Matching — Each reply 1s the re-
ply for the corresponding request



Client (user-i1d) o
s-rad, r-rid, ckpt = Connect(client-id),
1f ( not(s-rid = NIL) and
not(s-rid = r-rid) )
{ reply = Receive(ckpt),
process the reply 1},
1f ( not(s-rad = NIL) and
(s-rid = r-rad) and
(client didn’t process reply) )
{ reply = Rereceive(),
process the reply };
Whale (there’s work to do)
{ construct request and s-rad,
Send(request, s-rid),
/* construct ckpt parameter */
reply = Receive(ckpt);
process reply },
Discomnect(client-1d) }

Figure 2 The Client Program for a Non-
Interactive Request

e Ezactly-Once Request-Processing — The system
processes each request exactly once The sys-
tem may process the request by unsuccessfully
attempting to execute the request, and then re-
turning a reply that indicates that fact, the reply
1s a promise that 1t will not attempt to execute
the request any more

o At-Least-Once Reply-Processing — The chent
processes each reply at least once

The value of Request-Reply Matching and Exactly-
Once Request-Processing 1s obvious To examine At-
Least-Once Reply-Processing, consider the clhient’s be-
havior at connect time If the client receives a non-
NIL s-rid and a non-NIL r-nd and they match, then
1t must determine whether 1t should process the reply
again There are several cases to consider

First, suppose “process reply” 1s an atomic oper-
ation and the client can detect whether 1t processed
the reply Then the chent processes the reply exactly
once Exactly-once 1s important if reply processing 1s
not idempotent, e g, 1f 1t involves printing a ticket or
dispensing cash This 1s easy if the output device 1s
testable, meaning that the chent can read the state
of the device, such as the next ticket to be printed
[Pausch 88] The chent reads the state (e g , the ticket
number) before receiving the reply, and uses that state
as part of the ckpt parameter in the Receive If the
client or chient-system communication fails, then when
the client reconnects, 1t can compare the device’s state
with the ckpt value returned by Connect If they don’t
match, then 1t knows the reply was already processed
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Now suppose that processing the reply 1s not atomic
and/or the client cannot detect whether 1t already
processed the reply In this case, if we want to ensure
that each reply 1s processed at-least-once, then the
chent should assume that 1t didn’t process the reply,
and 1t should process the reply again If reply pro-
cessing 1s idempotent, then this 1s acceptable For ex-
ample, 1f the chent 1s communicating with a display,
and the user supplies a umque 1d for each request,
then the client can display the 1d with each reply and
the user can detect and ignore duplicate replies If
this 1s not acceptable (e g, if reply processing 1s not
1dempotent), then other techniques are needed (e g,
ask someone to find out if the reply was already pro-
cessed, or regard lost replies as acceptable)

4 Queue Operations

We will implement the chent model of the previous
section using a queue abstraction In this section, we
describe the abstraction, for the most part without
motivation We limit our attention to features that
are needed for the Client Model in Section 3 and other
models described later 1n the paper (The abstraction
would be incomplete for a full-function queue manager
product ) We use the abstraction to implement the
Client Model 1n Section 5

Most features of the abstraction are in existing
products However, we believe the persistent regis-
tration and operation tag features described here are
new

Queue operations are all-or-nothing and are ser-
alizable with respect to each other If invoked from
within a transaction, a queue operation obeys trans-
action semantics

4.1 Objects

A gqueue 1s a stable memory area that contains el
ements (Some systems also offer volatile queues,
which we do not discuss here ) Each element has a
unmque element identifier (eid)

A gueue repository1s a set of queues Repositories
are disjoint Each queue has a name that 1s unique
within 1ts repository Each repository has a system(or
network)-wide unmique name

Data definition operations are needed to create, de-
stroy, and modify a queue or repository, and to start
and stop queues These operations are straightfor-
ward and are not discussed here

4.2 Data Manipulation Operations

Programs access queues using the following data ma-
mpulation operations (see fig 3)

The Enqueue operation creates an element and
stores 1t in a queue If Enqueue 1s 1ssued within a



stroys all registration information about a previously
registered registrant

The QM allows each registrant to supply a
registrant-defined tag with each Enqueue or Dequeue
operation (We will use tags to implement rnids and
ckpts 1n the Chent Model ) The QM maintains a sta-
ble copy of eid, tag, and element contents associated
with the last operation performed by each registrant
as a part of the registration information

If a chent that calls Register 1s already registered
(e g , 1t 15 recovering from a failure), then the QM re-
turns the tag and eid associated with the operation
most recently executed by this registrant A regis-
trant may Read the element i1dentified by this eid,
even if the last operation was a Dequeue, or if 1t was
an Enqueue and the enqueued element was dequeued
by another registrant A “stable-flag” parameter in-
dicates whether the client wants the QM to maintain
the most recently executed operation

Queue operations can be used to support a van-
ety of chent models, not just the model of Section
3 Dafferent models will need to tag different chent
operations, which in turn requires tagging different
queue operations Therefore, we beheve 1t’s desirable
to allow tagging of all data manipulation operations,
to support the flexible construction of chient models
In this case, the QM must maintain the itype of the
last operation executed by each registrant, in addition
to the eid of the element operated upon and the last
operation’s tag However, 1n this paper we won’t dis-
cuss apphcations of this generalization to other chent
models

5 System Model

We define a System Model for processing non-
mnteractive requests that supports the Chent Model
of Section 3 In this model, each request executes as
a single transaction

The system consists of a clerk program, a request
queue, a reply queue, and a server process (see fig 4
and 5) For each request, the server dequeues the re-
quest, processes it, and enqueues the reply, all within
a transaction The chent’s operations are translated
mto queue operations This translation 1s performed
by a clerk program that 1s local to the chient (1€ ,1t 1s
a runtime hibrary) The clerk communicates with the
QM(s) that manage the request and reply queues If
the QM 1s remote from the client, then we assume that
the clerk invokes QM operations using remote proce-
dure call [Birrell and Nelson 84] The clerk behaves

as follows

o Connect(chent-1d) — Register the chent with the
request and reply quenes Each Register returns
a tag These tags are returned to the client as
s-rid, r-nd, and ckpt
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o Disconnect — Deregister with the request and re-
ply queues

e Send(r, mid) - Enqueue request r into the request
queue, tagging the Enqueue with rd

e Recewe(ckpt) — Dequeue the next reply from the
reply queue and return 1it, tagging the Dequeue
with ckpt and the nd of the previous Send

o Rerecewve() — Read the reply most recently de-
queued by the client and return 1t

When Send returns, the client knows that the re-
quest was stably stored If we are willing to forego this
knowledge, then Send need not receive an acknowl-
edgement that the Enqueune executed That 1s, 1t can
invoke Enqueue using a one-way message, instead of a
remote procedure call If the Enqueue fails, the client
will time out waiting for 1ts Receive to dequeue the re-
ply and can determine what happened when 1t recon-
nects This saves a message from the QM to the chient
1n the common case that the reply arrives within the
clhient’s timeout period Alternatively, we can merge
Send and Receive into a single Transceive operation,
which blocks the chent until the reply arnives

This algomthm 1s correct in that 1t preserves
Request-Reply Matching, Exactly-Once Request Pro-
cessing, and At-Least-Once Reply-Processing, even in
the presence of client, server, and communication fail-
ures Request-Reply Matching follows from the fact
that the server rephes to each request before dequeu-
ing the next request, and that the chient receives the
reply to each request before entering the next request
In the case of client, server, or communication fail-
ures, the client’s connect-time resynchromzation (1 e,
lines 2-11 of the chent program 1n fig 2) ensures the
property is re-established at recovery time

Exactly-Once Request-Processing follows from the
fact that the request 1s processed within a transaction
If the transaction aborts, the Dequeue of the request
1s undone, thereby returning the request to the re-
quest queue To avaid cychc restart of the request
(1 e, to guarantee termination), the server should use
the error queue facility of the Dequene operation (see
Section 4 2)

At-Least-Once Reply-Processing follows directly
from the Chent Model semantics of the chent-to-
system operations and the chient’s connect-time resyn-
chromzation activity (in fig 2)

There are many useful ways to extend and modify
the sumple Chient Model Each extension affects the
System Model, and the underlying queue abstraction
that supports 1t

One extension 1s to allow multiple client processes
We can accommodate multiple chents by giving each
client a private reply queue, and passing that queue’s
name with the request, so the server knows where to
Enqueue the reply

Another extension 1s to allow concurrency within a
client This amounts to 1dentifying a chent by both a



h,t,e = Reglster(qname,cllent ,stable-flag)
/* Registers chent with queue grname, and returns
handle %, tag ¢, and eid e, where t 1s the tag of the
chent’s last Enqueue or Dequeue, and e the eid of the
element enqueued or dequeued (¢ and e may be NIL)
stable-flag indicates whether a tag should be main-
tained */

Deregister(h, client)
/* Deregisters chent from the queue 1dentafied by han-
dle b */

e = Enqueue(h, element, t)
/*Enqueues element 1into the queue i1dentified by &,
tags the operation with  and returns end ¢ */

element = Dequeue(h, t, eh)

/* Dequeues the next element from the queue iden-
tified by A, returns 1t and tags the operation with ¢
If the element 1s dequeued successively by n trans-

actinng. esach of which aharte. then the n-th ahart
aclilens, ¢acnl OI wilCa adOoris, n€nl ine n-ull apoIl

returns the element to the queue 1dentified by ek */

element = Read(h, e)
/* Reads element with exd e from the queue 1dentified

by b */

Figure 3 Operations on Queues

transaction, its effect becomes visible when the trans-
action commits If 1ssued outside a transaction, its
effect 1s visible before the operation returns to the
caller

The Dequeue operation deletes an element from
a given queue, and returns it to the caller If in-
voked from within a transaction, and if the trans-
action aborts, then the element 1s marked with an
abort code and returned either to the given queue or
to a separate error queue (specified by a parameter 1n
the call) If an element 1s dequeued successively by
n transactions, each of which aborts, then the n-ih
abort returns the element to an error queue (where n
1s an attribute of the queue)

The Read operation returns the contents of an el-
ement with a given eid from a given queue without
modifying 1t

4.3 Persistent Registration

A QM can help 1ts chients recover from failures by
keeping persistent information about clients

The Register operation associates an authenti-
cated, uniquely-named reg:strant with a named queue,
and returns a handle Information about a registra-
tion 1s guaranteed to be stable when the Regster
operation completes The registration information 1s
maintained until the registrant explicitly deregisters
In particular, the failure of a registrant does not 1m-
phatly deregister 1t The Deregister operation de-
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Figure 4 System Model for Non-Interactive Re-
quests

Connect (user_id) {

q.1in, rid_tag, qel =
Register(req_q, client_id, TRUE),

gq_out, reply_tag, qe2 =
Register(reply_q,client_id, TRUE),

/* Variables q_in, q_out, qel, ge2, and
rid_tag are global to the client */

return(rid_tag, reply_taglrid-piecel,

reply_tag[ckpt-piecel) }

Disconnect (user_id) {
Deregister(q_in, client_id),
Deregister(q_out, client_id) }

Send(request, rid) {
rid_tag = rad,
e = Enqueue(q_in, request, rid_tag) }

Receive(ckpt) {
return(Dequeune(q_out, [r1d_tag,ckptl ,eh))}

Rereceive() {
return(Read(q_out, qe2)) }

Server() {
g_in, x,y=Register(req_q, ap_id,FALSE);
q.out,x,y=Register(reply_q,ap_id,FALSE),
While (true) {
start_transaction,
request = Dequeue (q_in, NIL),
process request and prepare reply;
Enqueue (q_out, reply, NIL),
commat_transaction } }

Figure 5 Algonthm for Non-Interactive Re-
quests Connect, Disconnect, Send, Receive, and
Rereceive reside 1n the Clerk
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Figure 6 System Model for a Multi-transaction Request

chient-1d and a “thread”-1d The system now main-
tamns an array of [req-tag, reply-tag] pairs for the
chent, one for each thread-i\d The entire array 1s
returned by a Connect operation To support this,
the underlying QM needs a comparable facility in the
Register operation

We discuss several other extensions to the Chent
Model 1n Sections 6-8 requests that execute as multi-
ple transactions, the cancellation of in-flight requests,
and requests whose execution must interact with the
client Given space hmitations, we’ll only sketch the
chent model, system model, and queue management
considerations for each extension

6 Multi-Transaction Requests

It 1s often convenient to execute a request using sev-
eral transactions For example, a funds transfer re-
quest may be processed as three separate transac-
tions debit source bank account, credit target bank
account, and log the transfer with a cleaninghouse
This approach may be chosen to avoid executing one
long transaction, which can lead to lock contention It
may be required in a distributed system, 1f the nodes
that process the request either are not all available
at the same time or do not use the same transac-
tion protocol (e g , two-phase commt) (In the latter
case, a QM may need to support multiple transaction
protocols ) In principle, this multi-transaction imple-
mentation should be transparent to the chent, who
still sees the request as a single umt of work, as 1n the
model of Section 3

We modify our model of Section 5 to accommodate
multiple transactions that are performed serially to
service a non-interactive request There 1s a sequence
of server processes, which executes the sequence of
transactions for the request (see fig 6) Each server
registers with a different pair of queues for req_q and
reply g (e g, serverl uses qc 1 and ql 2, and server2
uses q1 2 and q2 3) The clerk and server algonthms
are unchanged from fig 5

An application programmer (1e, one who wrntes
server programs) cannot rely on local program van-
ables to record the state of the request across multiple
transactions, because the contents of such vanables
may be lost 1n a failure If any information must be
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passed across transaction boundarnes, a server must
store 1t either in a database or 1n the next request
(1e, the request for the next transaction in the se-
quence)

The sequence of transactions that processes the re-
quest cannot be broken by a failure, since any failure
will result 1n a transaction being aborted, thereby re-
turning the request for that transaction to the trans-
action’s 1nput queue Thus, the argument that this
multi-transaction implementation preserves Request-
Reply Matching, Exactly-Once Request-Processing,
and At-Least-Once Reply-Processing 1s the same as
the single-transaction case

This method can be extended to include concurrent
execution of multiple transactions servicing a user re-
quest The main 1ssue 1s forking a request into multi-
ple requests and rejoining the requests when the con-
current branches complete This can be handled by
extending the QM with a trigger mechamism A tng-
ger 1s set to send a request when all of the rephes to
earhier concurrent requests have been received

One disadvantage of multi-transaction requests 1s
that the execution of requests 1s not serializable Only
the execution of the component transactions 1s ser-
ahzable That 1s, a transaction that executes for one
request may execute 1n between two transactions that
execute for another request

If all database systems accessed by the multi-
transaction request use locking for concurrency con-
trol, then one can achieve senalizability of request ex-
ecutions by coaxing the database systems into hold-
ing locks across transaction boundares for all of the
transactions that implement the multi-transaction re-
quest That 1s, each transaction’s database locks are
imherited by the next transaction in the sequence
Of course, this may create lock contention, which 1s
one reason why some requests are executed as multi-
transaction requests in the first place But when
lock contention 1s not an 1ssue, senalizabihity of re-
quests 1s possible even 1f database systems won’t
hold locks across transactions the applicatzon can
mmic database system locking by creating a persis-
tent database of locks, setting the appropnate locks
for each database object 1t accesses, and releasing all
of these “apphication locks” just before the final trans-
action of the multi-transaction request commits Un-
fortunately, the performance of this approach will be



limited, due to the high overhead of setting locks and
the coarseness of lock granulanty

7 Request Cancellation

A chent may send a request, and later decide to cancel
that request Toimplement this 1n the System Model,
we need a queue operation that deletes a specified
element

The Kill element operation takes an eid and tries
to delete the given element from 1ts queue If the
element has not yet been dequeued, 1t 1s deleted If
1t was dequeued by a transaction that has not yet
commtted, the transaction 1s aborted and the element
1s deleted Kill_element returns an indication whether
it deleted the element

The chent operation 1s Cancel-last-request The
clerk processes this operation by invoking the queue
operation Kill_element on the eid of the last request
The clerk should maintain this ead, which 1s returned
by each Enqueue operation and by Register when the
chent recovers from a failure

With multi-transaction requests, the cancellation
request fails once the first transaction 1n the sequence
has committed Later cancellation can still be ar-
ranged by supporting compensating transactions and
sagas [Garcia and Salem 87, Klein and Reuter 88]
That 1s, one cancels the request by compensating for
the committed transactions that executed on behalf
of the request This can be done by executing the
compensations as a serial multi-transaction request

8 Interactive Requests

8.1 Client Model

This section considers inieractive requests In the
chent model of an interactive request, the executing
request periodically sends intermediate output and
asks the chent to supply intermediate tnput Ths
adds a new Intermediate-1/0 state to the client’s state
transition diagram (see fig 7) As before, the chent
transitions to Req-Sent after sending a request The
client then asks to receive an intermediate output mes-
sage, thereby transitioming to Intermediate-I/O Af-
ter recerving this output, the chient sends intermedi-
ate mput to the system, thereby transitioning from
Intermediate-I/O back to Req-Sent The clhient may
cycle between Req-Sent and Intermediate-I/O many
times (in this over-simplified model, we assume the
chient knows how many times) Eventually, the chent
supphes all the intermediate input, the system fin-
1shes processing the request, and the clhent receives
the reply

One could implement interactive transactions just
hike non-interactive ones, using one-way messages to
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Figure 7 Client’s State Transition Diagram for
an Interactive Request

exchange intermediate I/O between the client and sys-
tem However, if an nteractive transaction aborts,
intermediate I/O may be lost (unlike requests, which
are never lost due to an abort) We now descnibe ways
to avoid losing intermediate 1/O

8.2 Pseudo-Conversational
Transactions

One traditional way to implement an interactive re-
quest 1s to map it into a serial multi-transaction re-
quest This approach 1s called pseudo-conversational
transactions [McGee 77] Each intermediate output 1s
a reply, and each intermediate input 1s a request for
the next transaction 1n the sequence The reply to the
final transaction in the sequence 1s interpreted as the
reply to the onginal interactive request Since this
1mplementation 1s exactly the same as that of Section
6, Request-Reply Matching, Exactly-Once Request-
Processing, and At-Least-Once Reply-Processing are
preserved

In this 1mplementation, each time the client re-
celves an imtermediate output, 1t knows that its pre-
vious 1nput (either the request or 1ts previous inter-
mediate mnput) was rehably captured, and will not
need to be re-sent 1n the event of a failure However,
the approach has the two weaknesses of any multi-
transaction request the difficulty of late cancellation
and the loss of semahzability of request execution

The problem of cancellation 1s particularly annoy-
mg After the first intermediate output 1s recerved,
the chent cannot cancel the request, unless sagas are
supported The client 1s 1n an awkward position 1f 1t
1s unable to send intermediate mput 1t can’t com-
plete the request and 1t can’t cancel 1t This 1s not
a problem 1n the non-interactive case, since the chent
has already supplied all of the input needed to fully
execute the request

8.3 Alternative Approaches

An alternative to pseudo-conversational transactions
1s to have the request execute as one transaction,



whach solicits all the intermediate inputs by exchang-
g ordinary messages with the chent This enables
the clhient to cancel the transaction until 1t sends the
last intermediate 1nput that’s required It also guar-
antees that request executions are serializable How-
ever, unless special precautions are taken, 1t does not
ensure that intermediate input 1s rehably captured

One method to ensure intermediate I/0 1s rehably
captured 1s logging The client logs all intermediate
1/0, labeling each log entry with the eid of the re-
quest for which the intermediate 1/O apphes If the
mteractive transaction aborts, the server starts an-
other transaction for the request, and labels all in-
termediate I/O with the exd of the request Durnng
this replay, as long as the client receives intermediate
output that is 1dentical to the request’s previous in-
carnation, 1t can re-use the intermediate input that
1t logged durning the previous incarnation However,
once the client receives intermediate output that dif-
fers from the previous incarnation, 1t must discard the
remaining logged intermediate mput and must calcu-
late or solicit intermediate iput from scratch

9 Related Work

A succinct overview of queuing 1ssues appears 1n Sec-
tion 4 of [Gray 78]

Terminal I/O 1n TP systems 1s explored 1n
[Pausch 88) It proposes an Ezternal Operation Server
(EOS) to handle rehable input and output of trans-
actions An EOS-process records the values of the
I/0 operations 1n persistent data structures It corre-
sponds roughly to a combination of a chent and QM
Transection processes (which correspond roughly to
servers) perform 1/Os using an EOS The work con-
tains many 1nsights on the types of external opera-
tions and 1mplementation of EOS, including the no-
tion of “testable device,” which we used 1n this pa-
per However, 1t does not abstract QMs separate from
EOSs, nor requests separate from transactions, with
all that these distinctions 1mply

Unprotected operations are discussed in [Gray 80,
Gray 81] An unprotected operation 1ssued within
a transaction does not participate 1n transaction se-
mantics, 1t can neither be undone nor redone If
the client 1ssues {send request, receive reply, process
reply} within a transaction, then “process reply” 1s
usually unprotected In a sense, our Client Model 1s
a way of coping with such unprotected operations

Many existing TP monitors support queues As
examples, we mention DECintact [DEC 88], IBM’s
IMS/DC [McGee 77], and IBM’s CICS [IBM 86,
Wipfler 87, Wipfler 89] 2

The DECintact monitor supports recoverable
queues, including prionity-based Enqueue and De-

2DEC and DECintact are trademarks of Digital Equip-
ment Corp
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queue, queue sets (a view of a set of queues),
alert thresholds, and queue redirection (to automat-
1cally forward elements from one queue to another)
However, persistent registration and recovery on re-
registration are not supported

In IMS/DC, queues are the only means of com-
munication between iransaction programs and ter-
minals  IMS/DC distingwishes between terminal
queues, which are dequeued by forms managers (anal-
ogous to chents), and transaction queues, which
are dequeued by transaction programs (analogous to
servers) It recommends the pseudo-conversational
implementation of interactive requests The system
supports a scratch pad, which 1s a field 1n a queue ele-
ment that 1s used to store data to be passed from one
transaction to the next for the same multi-transaction
request A dequeue (Get_Unique) call returns both
the element and the scratch pad Unhke IMS/DC,
IMS/FP (Fast Path) disallows conversational mode
transactions

IBM’s CICS has Transient Data queues, which can
be 1n memory without transaction control, or on disk
with transaction control A queue can be associated
with a transaction-type name and some numerical
himats, which are used to start transaction-tasks when
elements arrive in the queue

CICS also has internal work queues of requests that
are waiting for a task (process) to be started up El-
ements are placed 1n these queues as a result of ex-
phiat START commands 1n other transactions or of
users entering requests at their terminals One can
place these queue elements under transaction control,
so that they reappear after system recovery

CICS includes a feature called Transaction Rout-
mg This allows a CICS system A to receive a re-
quest and forward 1t to another CICS system B The
request contains information that allows B to create
a communication binding with the display that pro-
duced the request, so B can effectively communicate
directly with the display

10 Implementation Issues

A QM 1s a type of database system It could be 1m-
plemented on a file system or a database system, or as
an mndependent database system However, 1t differs
from conventional database systems 1n some respects

One difference 1s that most of the data 1t stores 1s
deleted (dequeued) shortly after being inserted This
reduces the importance of checkpointing data to sta-
ble storage, although there 1s still the need to log up-
dates That 1s, queues can be managed as a main
memory database Still, applications that require
queue elements to be stored for long periods must be
supported

Another difference 1s in the amount of concurrency
between data mampulation operations, such as be-
tween enqueue and dequeue operations on the same



queue For example, 1t should be possible for one
transaction to dequeue (e g , SQL Delete) the top el-
ement of a queue, and for a second transaction to
do the same before the first transaction commits or
aborts Of course, 1if the first transaction aborts and
the second commts, then the Dequeues won’t be
FIFO ordered But this anomalous ordering 1s toler-
able, when compared to the performance degradation
that strict ordering would imply This amounts to al-
lowing readers to scan the queue and ignore (not be
blocked by) write-locked elements Another extension
1s needed to allow a transaction that Dequeunes from
an empty queue to become blocked (e g, a “notafy”
lock, ssmilar to “blocking asynchronous system traps”
in VMS) Such features are present in some relational
database systems such as Tandem’s Non-Stop SQL
[Tandem 89]

In this paper, we i1gnored the important 1ssue of
scheduling requests Requests may be scheduled for
the server by prionty, request contents (highest dollar
amount first), submission time, etc The server 1it-
self 1s subject to scheduling policy, which determines
when 1t should run and how many instances (threads)
1t should run The request scheduler 1s a major com-
ponent of most TP momtors, and usually requires a
QM with content-based retrieval capabihity

As 1n object-oriented database systems, element
1dentity 1s an 1ssue for queues For sequential multi-
transaction requests, 1t 15 convenient if an element re-
tains its identity as 1t moves from queue to queue
(DECintact makes this guarantee 1n a centrahized sys-
tem ) It would be nice to guarantee this across nodes
mm a distributed system But this has some mmple-
mentation challenges since a queue element does not
permanently reside 1n one data server This 1s closely
related to object mobility, which has been 1nvestigated
1n other contexts [Jul et al 88][Black and Artsy 89)

A volatile queue 1s one whose contents 18 lost by
a node faillure Volatile queues have a useful role in
some systems For example, suppose a client redirects
its volatile output queue to the volatile input queue
of a server at a different node The rehability of the
two volatile queues may be as high as that of a single
stable queue.

Queue replication can be made exphat Indeed,
given the importance of rehably managing requests in
a distributed system, queues are a good candidate for
being stored as a replicated database that guarantees
one-copy seriahzability, despite the cost of such strong
synchromization

Many of these mmplementation 1ssues have been
treated 1n commercial products A careful survey of
these products and their capabilities would be a valu-
able contrbution to the open literature
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11 Conclusions

In this paper we described the use of recoverable
queues to manage the flow of requests 1n a TP system
We described fault-tolerance requirements of request
flow from the chent’s viewpoint And we showed how
TP applications can use queues to meet those require-
ments

Our motivation for this study was the importance
of obtaining exactly-once semantics for processing re-
quests 1n a TP system, without losing replies How-
ever, the solutions we described are more general than
that The approach 1s also valid for obtaining fault-
tolerant request-reply semantics in any distributed
system For example, 1t could be applhed to remote
procedure call systems In this context, an interac-
tive request 1s one that has call-backs from the remote
procedure to the client One could extend the Client
Model to support streaming of requests and replies,
as 1 the Mercury system [Liskov et al 88]

We believe that persistent registration with opera-
tion tags 1s an important capability in realizing fault-
tolerant chent models The 1dea 1s quite general 1t
can be used to create an arbitrary fault-tolerant ses-
sion between the chent and system Persistent reg-
1stration 1s a session in that 1t contains state that 1s
shared by the client and system By making it per-
sistent, the session can be recovered when the chent
reconnects after a failure

The chent-system protocol we described also ap-
plies to the end user’s interaction with the chient The
user submits a request to the client (program), and
later expects a reply, Just as the client submits a re-
quest to the system and later expects a reply There
are, of course, no queues between the user and chent
So, we need another protocol to give the user the se-
mantics he or she wants For example, we may require
that the user enters a unmique identifier with each re-
quest, and that the chent returns this ident:fier with
the corresponding reply The chent may fail, or the
user may have a memory lapse (another kind of fail-
ure) So the user should checkpoint that identifier
(e g, on a prece of paper), so the user can figure out
where the user and chent left off ILike the chent in
1ts relationship to the system, the user behaves like a
fault-tolerant sequential program, at recovery time he
or she must determine his or her last non-1dempotent
operation (1 e , the last request submission) and must
checkpoint his or her state when 1ssuing this opera-
tion Just as the chent asks the system to checkpoint
its state 1n a tag, the user can ask the client to check-
point his or her state in the request

It 1s interesting to compare the rehability of rephes
1n our model with that of transaction commt or abort
In transaction management, once a transaction has
commutted, and all of the data managers that partici-
pated 1n the transaction have acknowledged receiving
the commt directive, the transaction manager for-
gets about the transaction Under the presumed abort



protocol, the transaction manager also forgets about
a transaction as soon as 1t learns that the transaction
aborts The user 1s not a particapant in the commt
protocol So a transaction can be forgotten by the
transaction manager, and then the system may fail,
before the user sees the result of the transaction Af-
ter the system recovers, there 1s no evidence i1n the
transaction manager of whether or not the transaction
ran There must be another mechanism for retaiming
the disposition of a transaction for long penods, so
the user can find out what the transaction did, long
after the transaction disappears At-least-once reply
processing provides such a mechanism

Like other popular features of TP monitors, such as
multi-threaded processes and transactions, queuing 1s
a general-purpose feature that should be incorporated
in all distrbuted computing architectures
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