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Abstract

Many real-time database applications arise in safety-critical
iustallations and military systems where enforcing security
i~ ericial to the success of the enterprise. A secure real-time
database svstem has to simultaneously satisfy two require-
ments  guarantee data security and minimize the number
of nissed rransaction deadlines. We investigate here the
perfarmance iplications, in terms of missed deadlines, of
puaranteeing security in a real-time database system. In
particular. we focus on the concurrency control aspects of
thus 1ssne.

{hnr main contributions are the following: First, we iden-
ufv which among the previously proposed real-time concur-
renev cantrol protocols are capable of providing protection
agisnst both direct and indirect (cavert channels) means of
unaithorized access to data. Second, using a detailed sim-
ulation model of a firm-deadline real-time database system,
we profile the real-time performance of a representative set
of these secure concurrency control protocols. QOur exper-
uuents show that a prioritized optimistic concurrency con-
trol protocol. OPT-WAIT, provides the best overall perfor-
wance. Third, we propose and evaluate a novel duel ap-
proach 1o secure transaction concurrency control that al-
lows the real-time database system to simultaneously use
dQifferent concurrency control mechanisms for guaranteeing
~scenrity and for mproving real-time performance. By ap-
propriately choosing these different mechanisms, we have
been able 1o design hybrid concurrency control algorithms
that provide even better performance than OPT-WAIT.

1 introduction

Many real-time database applications arise in safety-critical
installations and military systems where enforcing security
s crucial to the success of the enterprise. Surprisingly, how-
cver. the issue of providing security in real-time database
svxtems (RTDBS) has received comparatively little atten-
tion although real-time database research has been under-
wav far close ta a decade now. In this paper, we partially
ackedress thus facuna by making a detailed investigation of the
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performance implications of providing security in the con-
text of real-time applications with “firm-deadlines” [9] - for
such applications, completing a transaction after its deadline
has expired is of no utility and may ever be harmful.

Database Security

Most secure database systems have access control mecha-
nisms based on the Bell-LaPadula model [12]. This model
is specified in terms of subjects and objects. An object is a
data item, whereas a subject is a process that requests access
to an object. For example, when a process accesses a data
file for input/output operations, the process is the subject
and the data file is the object. Each object in the system
has a classification level (e.g., Secret, Classified, Public, etc.}
based on the security requirement. Similarly, each subject
has a corresponding clearance level based on the degree to
which it is trusted by the system.

The Bell-LaPadula model imposes two restrictions on all
data accesses:

e A subject is allowed read access to an object only
if the former’s clearance is higher than or identical to
the latter’s classification.

e A subject is allowed write access to an object only if
the former’s clearance is identical to or lower than the
latter’s classification.

Figure 1: Bell-LaPadula access restrictions
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The Bell-LaPadula conditions, by enforcing a “read below,
write above” constraint on transaction data accesses (an ex-
ample is shown in Figure 1), prevent direct unauthorized



access to secure data. Theyv are not sufficient, however. to
protect from “covert channels” A covert channel s an in-
dercet means by which a hagh security clearance process can
transter wiloration to a low security clearance process [11].

For example. if o low security process requests access to
an exclusive resource. it will be delayed if the resource 1s
alteady held by a high securitv process. otherwise it will 1m-

utediatelv be granted the resource. The presence or absence
of the delay can be used to encode information by a high
security process that is conspiring to pass on information to
the low security process.

Covert channels that use the database system’s physi-
ral resourees as the medium for passing on information are
refatively straghtforward to tackle - for example, by intro-
dueing noise” wm the form of duminy transactions that make
sises of these resources. However, this approach is impractical
tor vovert channels that use dote as the medium (for exam-
ple. presence or absence of a lock on a pre-determined data
itemn}. This is because, unlike physical resources which are
tvpeally few o nmmber. the nunber of data items is usu-
ally enormons, especially i a database system. In fact, in
heavily loaded svstems, noise at the physical resources may
be generated “for free”, but this will probably never be the
case for data since it is trivial to insert an additional data
itean that is of relevance only to the conspiring transactions.
Therefore. explicitly maoking data access covert-channel-free
15 o mital thon dowg the same for resource access.

Covert channels based on data can be prevented by pro-
viding hagher prioritv to the low security transaction when-
ever a data conflict occurs between a low security transac-
tion and a high security transaction. Taking this approach
ensiures that Jow security transactions do not “see” high se-
curity trabsactions and are therefore unable to distinguish
herween their presence or absence. This notion is formal-
izexd tn 6] as non-interference. From a database system per-
spective. 1t translates to inplementing a concurrency con-
trol mechanism that supports the non-interference feature.
i this paper. we quantitatively investigate the performance
imsplicarions of secure concurrency control in the context of
a firm-deadline real-time database system.

Real-Time Database Security

A secure veal-tune database system has to simultaneously
~alislv Two requuretnents. namely, provide security and min-
wnze the number of missed transaction deadlines. Unfor-
vunatelv, the mechanisins for achieving the individual goals
often work at cross-purposes [8]. In a real-time database
svatens. high priority is usually given to transactions with
varhier deadlines in order to help their timely completion.
Ou the other hand, in secure database systems, low security
transactions are given high priority in order to avoid covert
chanuels (as described above). Now consider the situation
wherein a lngh secunty process submits a transaction with a
tight deadline in a secure real-time database system. In this
case. it hecomes difficult to assign a priority since assign-
hig a hgh priority may cause a security violation whereas
assmgniug a low priority may result in a missed deadline.
Oue approach. used by Son et al in [4, 16, 17], to ad-
dress the above problem is to adaptively tradeoff security
for timehiness depending on the state of the system. Our
view, however, is that for many applications security is an
ull-or-nothing™ issue, that is, it is a correctness criterion.
fn comparison, the number of missed deadlines is a perfor-
mance issne. Therefore, in our research work, we are investi-
pating the problein of how to minimize the number of missed
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transaction deadlines without compromising security. As a
first step towards achieving this goal, we have conducted a
detailed simulation study to evaluate what impact the choice
of concurrency control protocol has on the real-time perfor-
mance. Our simulation model captures a real-time database
system with an open transaction arrival process. Transac-
tions are assigned security levels and have corresponding re-
strictions on their data accesses. Each transaction also has
a deadline and the deadline is “firm” — that is, transactions
which miss their deadlines are considered to be worthless
and are “killed” (immediately discarded from the system
without being executed to completion).

Secure Real-Time Concurrency Control

In recent years, several concurrency control (CC) protocols
that are specially tailored for real-time database systems
have been developed. These include prioritized variants of
two-phase locking (2PL) such as Wait Promote and High
Priority [3], and prioritized variants of optimistic concur-
rency control (OPT) such as Sacrifice and Wait [9]. These
algorithms were primarily designed to minimize the number
of missed transaction deadlines and have been evaluated on
this basis in [3, 9].

There are significant differences between the real-time
environment in which the above concurrency control algo-
rithms were compared and the secure real-time environment.
In particular, the following issues need to be considered:
First, not all real-time concurrency control algorithms may
satisfy the non-interference property mentioned earlier. Sec-
ond, there are multiple transaction classes corresponding to
the various security clearance levels. Third, the data ac-
cess patterns of transactions are constrained by the Bell-
LaPadula model. Fourth, conflicts are resolved based on
both security considerations and timeliness considerations.
Finally, there is the question of class fairness, that is, how
evenly are the missed deadlines spread across the transac-
tions of the various clearance levels.

Due to the above differences, the performance profiles of
real-time concurrency control algorithms need to be reeval-
uated in the secure domain — we address this issue here.

Dual Approach

A feature of the secure environment is that there are twe
categories of data conflicts: inter-level and intra-level. Inter-
level conflicts are data conflicts between transactions belong-
ing to different security clearance levels whereas intra-level
conflicts are data conflicts between transactions of the same
level. The important point to note here is that only inter-
level conflicts can result in security violations, not intra-
level conflicts. This opens up the possibility of using dif-
ferent concurrency control strategies to resolve the different
types of conflicts. In particular, we can think of construct-
ing mechanisms such that inter-level conflicts are resolved in
a secure manner while intra-level conflicts are resolved in a
timely manner. The advantage of this dual approach is that
the real-time database system can maximize the real-time
performance, by appropriate choice of intra-level CC pro-
tocol, without sacrificing security. In contrast, the tradeoff
approach mentioned earlier requires the application to com-
promise on security in order to achieve enhanced real-time
performance. We investigate here the performance of var-
ious combinations of concurrency control mechanisms for
resolving inter-level and intra-level data conflicts.



Contributions

tu this paper, we quantitatively investigate the performance
nupplications of guarauteeing security in a firm-deadline real-
e database svstem. Our main contributions are the fol-
lowing:

I We identifv which among the previously proposed
real-time concurrency control protocols are capable
uf providing protection against both direct and indi-
rect (covert channels) means of unauthorized access to
data. That is, which protocols support the concept of
non-interference.

2. Usiug a detailed simulation model of a firm-deadline
real-time database system, we profile the real-time per-
{ormance of a representative set of secure concurrency
control protocols. Our simulations consider a variety
of security-classified transaction workloads and system
configurations. To isolate and quantify the perfor-
mance effects of supporting covert channel security, we
also evaluate the performance of the CC protocols in
the coutext of a baseline system that prevents direct
nnauthorized access, but not covert channels (that is,
1t ouly supports the Bell-LaPadula restrictions). QOur
expernents show that a prioritized optimistic concur-
rency control protocol, OPT-WAIT, provides the best
overall performance.

3. Woe evaluate the effectiveness of a novel dual approach
to secure transaction concurrency control wherein si-
nidtaneously different CC mechanisms are used for
guaranteeing security and for improving real-time per-
formance. respectively. In particular, we investigate
the performance of various combinations of concur-
rency control mechanisms for resolving inter-level and
intra-level data conflicts. Our results show that some
of these hybrd concurrency control algorithms perform
vven better than OPT-WAIT.

2 Related Work

The design of secure CC protocols in the context of con-
wentional database syvstems has been investigated by sev-
eral research groups {see [20] for a survey). In compari-
son. little attention has been given to developing secure CC
protocals for real-time database systems. The only work
that we are aware of in this area is a series of papers by
Son et al [4, 13. 16, 17, 19]. In particular, a concurrency
control protocol that attempts to balance the dual require-
ments of security aud timeliness is presented in [4, 16, 17].
In they scheme. rransactions dynamically choose between
2PL-HP {3]. an (unsecure) real-time version of 2PL, and
S2PL {15]. a secure {(non-real-time) version of 2PL. The goal
of the protocol is o tradeoff security for real-time perfor-
mance with the tradeoff depending on the state of the sys-
tet and the application’s requirements.’ In contrast, in our
work. we have assumed that full security is a fundamental
requirement and that it is not permissible to improve the
veal-tume performance at the cost of security.

hi [13}, a concurrency control protocol that ensures both
scertty and tiucliness is proposed. For this scheme, how-
ever. the RTDBS is required to maintain twe copies of each

"Fhe tradeotl approach. and alternative schemes to implement the

traveott. e alse been considered in the Secure Alpha project [8],
whivh investigated (he interactions between security and timeliness
e the context ol a distributed real-time operating system.

464

data item. Further, transactions are required to obtain all
their data locks before starting execution (i. e., strict static
locking). These requirements limit the applicability of the
protocol. In our work, we consider more general database
environments where all data items are single-copy and trans-
actions acquire data locks dynamically.

Another feature of their work is that it is primarily ad-
dressed towards “soft-deadline” applications, that is, real-
time applications in which there is value to completing tasks
even after their deadlines have expired. In contrast, we
have concentrated on firm-deadline applications. The type
of deadline has a significant impact on both the performance
evaluation model and on the interpretation of the results, as
observed earlier for (unsecure) real-time transaction concur-
rency control [3, 9].

3 Secure Concurrency Control Protocols

As mentioned in the Introduction, assigning priorities in a
secure real-time database system is rendered difficult due
to having to satisfy multiple functionality requirements. In
our study, since we assume that security is a correctness
requirement, the database system is forced to assign trans-
action priorities based primarily on security clearance levels
and only secondarily on deadlines. In particular, we assign
priorities as a vector P = (LEVEL, INTRA), where LEVEL
is the transaction security clearance level and INTRA is the
value assigned by the priority mechanism used within the
level. We assume that security levels are numbered from
zero upwards, with zero corresponding to the lowest secu-
rity level. Further, priority comparisons are made in lexi-
cographic order with lower priority values implying higher
priority.

With the above scheme, transactions at a lower security
level have higher priority than all transactions at a higher se-
curity level, a necessary condition for non-interference. For
the intra-level priority mechanism, any priority assignment
that results in good real-time performance can be used. For
example, the classical Earliest Deadline assignment where
transactions with earlier deadlines have higher priority than
transactions with later deadlines. In this case, the priority
vector would be P = (LEVEL, DEADLINE).

In conjunction with the above priority assignment, it
would seem at first glance that, in principle, any real-time
concurrency control protocol could be used in a secure RT-
DBS and that the actual choice of protocol would be based
only on the relative performance of these protocols. How-
ever, not all the previously proposed real-time CC algorithms
are amenable to supporting security requirements. For ex-
ample, consider the 2PL Wait Promote algorithm proposed
in [3]: This protocol, which is based on 2PL, incorporates a
priority inheritance mechanism [18] wherein, whenever a re-
quester blocks behind a lower-priority lock holder, the lock
holder’s priority is promoted to that of the requester. In
other words, the lock holder inherits the priority of the lock
requester. The basic idea here is to reduce the blocking
time of high priority transactions by increasing the priority
of conflicting low priority lock holders (these low priority
transactions now execute faster and therefore release their
locks earlier).

The Wait Promote approach is not suitable for secure
real-time database systems. This is because it permits the
blocking of high priority transactions by low priority trans-
actions which violates the requirement of non-interference
between the transactions of different security levels (as men-
tioned in the Introduction, non-interference means that low



scecurtry transactions should not be able to distinguish be-
tween the presence or absence of high security transactions).

To geueralize the above observation, a real-time CC pro-
tovol thar permits, to even a limited extent, high priority
trausactions to be adversely affected by low priority trans-
actions. a phenomnenon known as priority inversion in the
real-titme literatnre [18], cannot be used in a secure RTDBS.
Apart from Want Promote, other exatples of real-time CC
afgorithins thar fadl into this category iuclude 2PL-CR [3],
2°L-08/BI {2] aud WAIT-50 [9].

In the remaimder of this section, we briefly present a
repesewtanive set of concurrency control protocols that, by
vetne of bewg completely free from priority inversion, could
he usedd to resolve conflicts in a secure real-time database
ssstemn These protocols use either locking or optimistic
vonenrrency control as the basic regulatory mechanism.

3.1 2PL High Priority

The 2PL High Priority (2PL-HP) scheme [3] modifies the
classival strict two-phase locking protocol (2PL) [5] by incor-
peaating o provity conflicr resolution scherme which ensures
that ugh prioviey crausactions are not delayed by low pri-
ority rrapsacrions. In 2PL-HP, when a transaction requests
a Jock on a data item that is held by one or more higher
prviiy fransactions in a conflicting lock mode, the request-
iny trausaction waits for the item to be released (the wait
quene for a data iten s wanaged in priority order). On the
ather hand, if the data item is held by only lower priority
transactions in a couflicting lock mode, the lower priority
trausactions are restarted and the requesting transaction is
granted the desired lock.? Note that 2PL-HP is inherently
deadlock-free if priorities are assigned uniquely (as is usually
the case in real-time database systems).

3.2 OPT-SACRIFICE

The OPT-SACRIFICE algorithm {9) modifies the classical
torward (o broadeast) optumistic concurrency control pro-
tocol tOPTTY 1T by incorporating a priority secrifice mech-
amsie. o thus algorithm, a transaction that reaches its
validation stage checks for conflicts with currently execut-
g fransactions.  f couflicts are detected and one or more
transactions i the conflict set is a higher priority transac-
tion. then the validating transaction is restarted - that is,
1t s sacrificed in an effort to help the higher priority trans-
actions make their deadlines. Otherwise, the transaction is
attowed to comnmnit. restarting in the process the lower pri-
atity transactions (if anv) inats conflict set.

3.3 OPT-WAIT

The OPT-WAIT algorithin 9] modifies the forward OPT
protocol by incorporating a prierity wast mechanism. Here,
a transaction that reaches validation and finds higher prior-
iy transactions in its conflict set is “put on the shelf”, that
it 15 mde to wait and not allowed to commit immedi-
arelv. This gives the higher priority transactions a chance
to thake their deadlines first. While a transaction is waiting
un the shelf, it is possible that it may be restarted due to
the commit of one of the conflicting higher priority trans-
actions. If ar any time during its shelf period, the waiting
transaction finds no higher priority transactions remaining
m s couflict set, it is committed, restarting in the process
the lower priority transactions (if any) in its conflict set.

Is.

SV new reiwder s altowed to join a group of tock-holding readers

ot b s poonts s nghes than that of all the waiting writers.
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3.4 S2PL

A secure locking-based protocol called Secure 2PL (S2PL)
was recently proposed in [15]. The basic principle behind Se-
cure 2PL is to try to simulate the execution of conventional
2PL without blocking the actions of low security transac-
tions by high security clearance transactions. This is ac-
complished by providing a new lock type called virtual lock,
which is used by low security transactions that develop con-
flicts with high security transactions. The actions corre-
sponding to setting of virtual locks are implemented on pri-
vate verstons of the data item (similar to optimistic concur-
rency control). When the conflicting high security {ransac-
tion commits and releases the data item, the virtual lock of
the low security transaction is upgraded to a real lock and
the operation is performed on the original data item. To
complete this scheme, an additional lock type called depen-
dent virtual lock is required apart from maintaining, for each
executing transaction T;, lists of the active transactions that
precede or follow T; in the serialization order. The complete
details are given in [15].3 _

Note that Secure 2PL may not perform well in the real-
time domain since it does not include any real-time-specific
features. We include it here for two reasons: First, it serves
as a baseline against which to compare the real-time CC
algorithms. Second, we use it in one of the “dual approach”
protocols evaluated in this study.

4 Dual Approach

In this section, we move on to discussing our new dual ap-
proach to secure real-time concurrency control. As men-
tioned in the Introduction, a feature of the secure environ-
ment is that there are two categories of conflicts: inter-level
and intra-level. This opens up the possibility of using dif-
ferent concurrency control strategies to resolve the different
types of conflicts. In particular, we can think of construct-
ing mechanisms such that inter-level conflicts are resolved in
a secure manner while intra-level conflicts are resolved in a
timely manner. For example, S2PL could be used for inter-
level conflicts while OPT-WAIT could be used to resolve
intra-level conflicts. The advantage of this dual approach is
that the real-time database system can maximize the real-
time performance without sacrificing security.

At first glance, it may appear that using multiple concur-
rency control mechanisms in parallel could result in violation
of the transaction serializability requirement. This could
happen, for example, if the serial orders enforced by the in-
dividual mechanisms were to be different. A detailed study
of a generalized version of this problem is presented in [21],
wherein the transaction workload consists of a mix of trans-
action classes and the objective is to allow each transaction
class to utilize its preferred concurrency control mechanism.
They propose a database system architecture wherein intra-
class conflicts are handied by the class’s preferred concur-
rency control manager while inter-class conflicts are handled
by a new software module called the Master Concurrency
Controller (MCC) that interfaces between the tramsaction
manager and the multiple concurrency control managers.
The MCC itself implements a complete concurrency control
mechanism. A single global serialization order is ensured
in the entire database system by using a Global Ordering

3In our implementation, we have had to partially modify Secure
2PL since the algorithm (a8 described in [15]} does not eliminate non-
interference under all circumstances - the details of the modifications
are available in [7].
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correctness are given in [21).

For our study, we assume use of the above architecture.
T this franework. a S2PL/OPT-WAIT combination, for ex-
mple. would correspond to using S2PL at the Master Con-
currency Controller for resolving inter-ievel conflicts, and
usting OPT-WAIT as the local concurrency controller within
vacts securicy level for resolving intra-level conflicts.

5 Simulation Model

tu the previous section, we discussed various secure concur-
renev control protocols. To evaluate the real-time perfor-
wamee of these algorithms, we developed a detailed simu-
fation model of a firiu-deadline real-time database system,
similar to that described in [9]. A summary of the key model
parameters is given i Table 1.

e onr wedel. the svstem cousists of a shared-memory
muttiprocessar DBMS operating on disk-resident data (for
stmplicity. we assume that all data is accessed from disk
and buffer pool cousiderations are therefore ignored). The
database is modeled as a collection of DBSize pages that
are uniformly randomly distributed across all of the disks.
The darabase is equally partitioned into ClassLevels secu-
vy classification levels (for example, if the database has
tui pages and the number of classifications is 5, pages 1
through 200 belong to level 1, pages 201 through 400 be-
long fo level 2, and so on). Transactions are generated in a
Poisson stream with rate ArrivelRate and each transaction
has an associated security clearance level and a firm com-
pletion deadline. A transaction is equally likely to belong
to anv of the ClearLevels security clearance levels. (For
suuphicity, we assune in this study that the categories (e.g.,
Secver, Public) for data classification and transaction clear-
anceare identical). Deadlines are assigned using the formula
12 = Y4 +SF+«Ry. where Dr. Ay and Rr are the deadline,
arnval tune and resource time, respectively, of transaction
T while SF is a slack factor. The resource time is the total
service time at the resources that the transaction requires
for ats data processing. The SlackFactor parameter is a
constant that provides control over the tightness/slackness
ol transaction deadlines.

A transaction consists of a sequence of page read and
page write accesses.  The number of pages accessed by a
transaction vartes uniformly between half and one-and-a-
all thoes the value of TransSize. The WriteProb pa-
rameter determines the probability that a transaction op-
vraton is a write. Due to security reasons, each transac-
non can only access data from a specific segment of the
database. and page requests are generated by uniformly ran-
dowly sampling (without replacement) from the database

The detatls of this scheme and the proof of its
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over this range. The permitted access range is determined
by both the security clearance level of the transaction and
the desired operation (read or write), and is according to
the Bell-LaPadula specifications: a transaction cannot read
(resp. write) pages that are classified higher (resp. lower)
than its own clearance level. A transaction that is restarted
due to a data conflict has the same clearance level, and
makes the same data accesses, as its original incarnation. If
a transaction has not completed by its deadline, it is imme-
diately killed (aborted and discarded from the system).

A transaction read access involves a concurrency control
request to get access permission, followed by a disk 1/O
to read the page, followed by a period of CPU usage for
processing the page. Write requests are handled similarly
except for their disk I/O - their disk activity is deferred
until the transaction has committed. We assume that the
RTDBS has sufficient buffer space to allow the retention of
updates until commit time.

The physical resources of the database system consist of
NumC PU s processors and NumDisks disks. There is a sin-
gle common queue for the CPUs and the service discipline
is Pre-emptive Resume, with preemptions being based on
transaction priorities. Each of the disks has its own queue
and is scheduled according to a Head-Of-Line (HOL) pol-
icy, with the request queue being ordered by tramsaction
priority.* The PageCPU and PageDisk parameters cap-
ture the CPU and disk processing times per data page, re-
spectively.

6 Experiments and Results

In this section, we present the performance results from
our simulation experiments comparing the various secure
CC protocols in a firm-deadline RTDBS environment.
The primary performance metric of our experiments is
MissPercent, which is the percentage of input transactions
that the system is unable to complete before their deadlines.
We compute this percentage on a per-clearance-level basis
also. MissPercent values in the range of 0 to 20 percent
are taken to represent system performance under “normal”
loads, while MissPercent values in the range of 20 percent
to 100 percent represent system performance under “heavy”
loads [9]. Only statistically significant differences are dis-
cussed here {7].

An additional performance metric is ClassFairness which
captures how evenly the missed deadlines are spread across
the transactions of the various clearance levels. To com-
pute this we use, for each class ¢, the formula Fairness;

CommitTrans;/InputTrans; B . R
CommitTranc TnpaiTrans - In this formula, CommitTrans;

and InputTrans; are the number of committed transactions
and the number of input transactions, respectively, of class
i, while CommitTrans and InputTrans are the total num-
ber of committed transactions and the total number of input
transactions, respectively, across all classes. With this for-
mulation, a protocol is ideally fair, if the fairness value is 1.0
for all classes. Fairness values greater than one and lesser
than one indicate positive bias and negative bias, respec-
tively.

The transaction priority assignment used for the secure
protocols in the experiments described here is P = (LEVEL,
DEADLINE), thereby ensuring that there are no covert chan-
nels since a low security transaction is delayed only by trans-
actions of its own level or those of lower security levels.

“For simplicity, our model uses the non-interference method for
eliminating covert channels at the physical resources also — an alter-
native method is the “noise” technique mentioned in the Introduction.
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6.1 Comparative Protocol

To help wolate and understand the performance cost that
oceurs due to having to eliminate covert channels, we have
also simulated the performmance achievable in the absence of
covert chanuel security requirements. That is, the perfor-
mance aclievable if ouly Bell-LaPadula conditions had to
he satisfied. For this scenario, a priority assignment of P =
DEADLINE 1~ used. In the following experiments, we will
refer to the performance achievable under this scenario as
DIRECT smice the Bell LaPadula conditions prevent di-

rect nnanthonzed access to data.

6.2 Experiment 1: Resource and Data Contention

The settings of the workload parameters and system param-
cters for our first experiment are listed in Table 2. These
settings were chosen with the objective of having significant
data contention and resource contention in the system, thus
tielping to bring out the performance differences between the
various concurrency control protocols.

In flus experiment, there are two security levels: Secret
awd Publee For this svstem, Figures 2a and 2b show the
Masstercent behiaviar as a function of the overall transaction
arvival rate. ln Figure 2a. the overall miss percentages of the
fully secure algorithms and their DIRECT (Bell-LaPadula)
connterparts s probled. We see here that at normal loads
the performance of the secure algorithimns is worse than that
of their DIRECT counterparts. In contrast, under heavy
loads the performance of the secure algorithms is actually
better than that of the DIRECT algorithms. The reason
for this is that while the Earliest Deadline priority assign-
ment s excellent for a set of tasks that can be completed
betore therr deadlines, it becomes progressively worse as the
task et overloads its capacity [10]. In this situation, the
seenre protocols feature of grouping the transactions into
priaritized levels means that Earliest Deadline is operational
withiu sinaller sets of transactions, leading to improved per-
formance at higher loads. In summary, although elimination
of covert channels results in performance degradation at nor-
mal loads, it reduces the miss percentage under heavy loads.

Focusing on the secure real-time algorithms, we observe
first 1 Figure 2a that the performance of 2PL-HP is signif-
wantly worse than that of the optimistic algorithms, OPT-
WAIT and OPT-SACRIFICE {denoted by OPT-SCR in the
legend). In fact, 2PL-HP’s performance is no better than
that of S2PL which. as mentioned in Section 3, is a non-
real-time protocol'!  The poor performance of 2PL-HP is
primarily because of its “wasted restarts” problem, which
was s main drawback in unsecure real-time CC also [9]:

\ transaction mav be restarted by a higher priority trans-
action that later mnsses ats deadline. This means that the
restast chid wot result in the higher priority transaction meet-
iy s ddeadhne. Inaddition, 1t may cause the lower priority

Iransaction to wiss its deadline as well, apart from wasting
the vesaurees invested in the transaction prior to its restart.
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The effect of the wasted restarts problem is magnified in
the secure domain for the following reason: In unsecure real-
time CC, a transaction that is close to its deadline would
usually not be restarted since it would have high priority.
However, in the secure model, where the transaction level is
also a factor in the priority assignment, Secret transactions
that are close to their deadlines may still be restarted due
to data conflict with a Public transaction.

Moving on to OPT-SACRIFICE, we find that there is a
change of performance behavior in the secure environment in
that the gap between its performance and that of 2PL-HP
is more than that observed for unsecure real-time CC [9].
The main problem for OPT-SACRIFICE in the unsecure
domain was that it suffered from “wasted sacrifices” (sacri-
fices for a transaction that is eventually killed). The effect
of this problem is diminished in the secure domain due to
the access pattern restrictions of the Bell-LaPadula model:
The definition of conflict in forward optimistic concurrency
control is that a conflict exists between the validating trans-
action V and an executing transaction E if and ouly if the
intersection of the write set of V and the current read set
of E is non-empty. For the LaPadula model, where blind
writes are permitted due to the “read-below, write-above”
paradigm, optimistic algorithms will correctly conclude that
there is no conflict between items that are in the intersec-
tion of the write set of V and the write set of E but not in
the read set of E. In fact, it is easy to see that a validating
Secret transaction will never have conflicts with ezeculing
Public transactions in this model. Therefore, the possibility
of wasted sacrifices decreases as compared to the unsecure
domain. Note that for 2PL-HP, however, blind-writes can
unnecessarily result in write-write conflicts and cause either
blocking or restarts, thereby further deteriorating its perfor-
mance.

Turning our attention to OPT-WAIT, we see that it pro-
vides the best performance across the entire loading range.
This is because it derives, similar to OPT-SACRIFICE, the
above-mentioned benefits arising out of the Bell-LaPadula
access restrictions. In addition, it suffers neither from
wasted restarts nor from wasted sacrifices. Instead, all
restarts are useful in that they are made “on demand” and
at the commit time of a higher priority transaction.

Finally, moving on to S2PL, we find that it manages to
perform on par with 2PL-HP in spite of not being dead-
line cognizant. This is due to its “optimistic-like” feature of
virtual commit, which considerably reduces the amount of
blocking associated with 2PL. This phenomenon is similar to
that seen in [9], wherein a conventional (non-real-time) op-
timistic protocol performed better than locking-based real-
time protocols.

In Figure 2b, we present the miss percentages of the vari-
ous concurrency control protocols on a per-security-level ba-
sis. This graph clearly shows how the high-security Secret
transaction class (dashed lines) suffers much more than the
Public transaction class (dotted lines) to satisfy the goal of
avoiding covert channels. Figure 2c provides statistics about
the corresponding breakup of the “restarts ratio” (the aver-
age number of restarts of a transaction) on a level basis. We
see here that Secret transactions are restarted much more
often than- Public transactions under normal loads. Un-
der heavy loads the number of restarts decrease for Secret
transactions since resource contention, rather than data con-
tention, becomes the more dominant reason for these trans-
actions missing their deadlines.

In Figure 2d, we present a different view of the trans-
action restarts picture. Here, the restarts of Secret trans-
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actions are categorized into those caused by Public trans-
actious (1. ¢ inter-level restarts) and those caused by Se-
cret transactions (1. e., intra-level restarts). Note that this
hreakap is meaningful only for Secret transactions since all
yestares are intra-level for Public transactions. The graph
rlearly shows that Secret transactions suffer more from inter-
level conflicts (dashed lines) than from intra-level conflicts
(dotted lines) over most of the loading range.

Finally, in Figure 2e, we plot the fairness factor of each
CC protocol for the Secret transaction class. We observe
that at light loads when virtually all transactions make their
deadlines. all the concurrency control protocols are (triv-
tallv) fair. As the loading increases, however, the proto-
cols become increasingly unfair since they selectively miss
the deadlines of Secret transactions to accommodate the
Public transactions.  With regard to the relative fairness
al the secure veal-tine algorithngs, the graph clearly shows
that OPT-WAIT and OPT-SACRIFICE provide much bet-
ter farness thay 2PL-HP. and that OPT-WAIT is the best
overall. I may scem i Figure Ze that, at lugh loads, S2PL
s wore fair than OPT-WAIT. Note, however, that this is
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really a “virtual fairness” since it arises out of S2PL, due to
its non-real-time nature, missing a large fraction of the Pub-
lic transactions, rather than out of meeting the deadlines of
more Secret transactions.

In summary, for the workload and system configuration
considered in this experiment, OPT-WAIT provides the low-
est miss percentage, both on an overall basis and on a per-
level basis, and the best overall fairness.

6.3 Experiment 2: Pure Data Contention

The goal of our next experiment was to isolate the influence
of data contention on the performance of the concurrency
control protocols. For this experiment, therefore, the re-
sources were made “infinite”, that is, there is no queueing
for these resources [1]. The remaining parameter values are
the same as those used in the baseline experiment. The per-
formance results for this system configuration are presented
in Figures 3a through 3c. We observe in these figures that
the differences in the relative performance of the various pro-
tocols increases as compared to those seen in the previous



expertiment. The overall (Figure 3a) as well as the per-level
(Figure 3b) wiss percentages of OPT-WAIT are consider-
abiv betrer than those of 2PL-HP. Here, OPT-WAIT does
berter than 2PL-HP tor two reasons: First, the basic wasted
restarts problem of 2PL-HP occurs here too and is magni-
tieel due 1o 1he higher level of data contention. Second, the
blockg component of 2PL-HP reduces the number of trans-
actions that are making progress m their execution. This
blocking causes an increase in the average number of trans-
actions 1 the systew, thus generating more conflicts and
a greater numnber of restarts. With OPT-WAIT, however,
trausactions are never blocked for data access.

Moving on to the performance of OPT-SACRIFICE, we
observe that its performance becomes even closer to that of
OPT-WAIT as compared to the previous experiment. The
reason for this is that the wasted utilization arising out of its
wasted sacrihices problem has no impact here since resource
CORTEnting I8 ot Al issue.

Finalbv. m Fagure 3c. wlich profiles the fairness factors
of the pratocols, OPT-WAIT and OPT-SACRIFICE are al-
most adeallv fair over most of the loading range since they
unss very tew deadbines overall. In contrast, 2PL-HP and

S2P are noteeably unfair with increasing loading levels.

6.4 Experiment 3: Increased Security Levels

A two-security-level system was modeled in the previous
experiments. In our next experiment, we investigated the
performance behavior for a five-security-level system, where
the levels are TopSecret, Secret, Confidential, Classified and
Public The remaining parameter values are the same as
those used in Experiment 1. The results for this experiment
are shown tn Figures 4a through 4e (for graph clarity, the
resubts for onlv 2PL-HP and OPT-WAIT are presented).

In Figure 4a, we see that there is a greater difference
between the performance of the secure algorithms and their
DIRECT counterparts at normal loads, as compared to the
cquivalent two-level experiment (Experiment 1). This is be-
canse w a five-level systew, priority is much more level-based
than deadhne-based. thereby denying Earliest Deadline its
ability to complete most transactions in a feasible set under
uormal loads. Under heavy loads, however, the smaller sizes
of the transaction sets in each level results in Earliest Dead-
line performing well for the low security transactions. (This
feature af Earliest Deadline was used in the Adaptive Ear-
hest Deadline scheduling algorithm described in {10} where
Lransactions arve split up into prioritized groups with the size
af the hghest priority group set equal to an estimate of the
maxsinuin nutber of transactions that could be successfully
completed by Earliest Deadline.)

In Figures 4b and 4¢, we plot the miss percentage on a
per-securitv-tevel basis for OPT-WAIT and 2PL-HP, respec-
tvelv. Fhese graphs clearly show the extent to which the
miss pereentages are skewed among the various transaction
security levels, with Top Secret transactions having the most
muber of wissed deadlines and Public transactions having
the least. The graphs also show that OPT-WAIT’s perfor-
wmance is better than that of 2PL-HP for every transaction
security level.

In Figures 4d and 4e, the fairness factors for the top four
security levels (Top Secret, Secret, Confidential and Classi-
ficd) are plotted on a per-security-level basis for OPT-WAIT
and 2PL-HP. respectivelv. These figures clearly show that
as the luading factor increases, progressively more and more
security classes become discriminated against by the lowest
security class (Public). We also find that OPT-WAIT's per-
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formance is more fair than that of 2PL-HP for every trans-
action security level.

In summary, just as in the two-security-level experiment,
we find that OPT-WAIT provides the lowest miss percent-
age, both on an overall basis and on a per-level basis, and the
maximum fairness (this observation regarding OPT-WAIT
is true also with regard to the OPT-SACRIFICE and S2PL
protocols whose results were not presented here).

6.5 Experiment 4: Dual Approach

As mentioned earlier, we have experimented with a dual ap-
proach to secure real-time concurrency control where inter-
level conflicts are handled by one protocol while intra-level
conflicts are handled by a different protocol. In Figures 5a
through 5¢ we show the performance of three dual systems
for the same environment as that of Experiment 1. The com-
binations (in inter/intra order) are 2PL-HP/OPT-WAIT,
OPT-WAIT/2PL-HP, and S2PL/OPT-WAIT, which we will
refer to as HP-WAIT, WAIT-HP, and S2PL-WAIT, respec-
tively. For the sake of comparison, the performance of a
pure OPT-WAIT protocol is also shown in these graphs.

Focusing our attention on the WAIT-HP and HP-WAIT
dual protocols, we first observe in Figure 5a, which com-
pares the overall miss percentages of the protocols, that the
performance of both these approaches is considerably worse
than that of the pure OPT-WAIT protocol. The reason that
OPT-WAIT remains the best among them is that 2PL-HP
is a wasteful algorithm, as seen in the previous experiments,
and therefore “dilutes” the effect of OPT-WAIT in both the
dual protocols.

We also observe in Figure 5a that that the performance
of WAIT-HP is worse than that of HP-WAIT throughout
the loading range. The reason for this is that, in the secure
system, the number of intra-level conflicts are significantly
more than the number of inter-level conflicts. Therefore, the
algorithm which is used to handle intra-class conflicts has
more effect on the overall miss percentage than the protocol
used to handle inter-class conflicts. In WAIT-HP, it is 2PL-
HP which handles intra-class conflicts and this results in
worse performance than that of HP-WAIT, which uses OPT-
WAIT to handle this category of conflicts.

The miss percentages of the protocols on a per-security-
level basis is provided in Figure 5b and the fairness fac-
tors are shown in Figure 5¢c. An interesting feature in these
graphs is that at high loads, the fairness of WAIT-HP is
greater than that of OPT-WAIT - this is the first time in
all the experiments discussed so far that a real-time pro-
tocol has improved on OPT-WAIT’s fairness performance.
The reason that this happens is the following: In WAIT-HP,
due to 2PL-HP being used for intra-class conflicts, many of
the Public transactions are so busy “fighting” each other
that they don’t ever reach the end of their execution, which
is when the OPT-WAIT policy of checking for inter-class
conflicts comes into play. Therefore, Secret transactions suf-
fer much less restarts from the Public transactions. This is
clearly seen in Figure 5b where the miss percentage of the
Public transactions for WAIT-HP is quite high as compared
to the corresponding numbers for the other protocols.

Moving on to the S2PL-WAIT dual protocol, we find
that, unlike the other two dual protocols, it performs bet-
ter than OPT-WAIT, especially at lower loading levels. For
example, at an arrival rate of 40 transactions per second,
S2PL-WAIT more than halves the miss percentage suffered
by OPT-WAIT (Figure 5a). The reason that this combina-
tion works well is that Secure 2PL handles inter-class con-
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Figure 4b: Level wise (OPT-WAIT)
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ticts unthont vesorting to restarts unlike in WAIT-HP or
HPWATT. This means that Secret transactions suffer much
less 1 this envirotment (as confirmed in Figures 5b and 5¢).
At the same time. using OPT-WAIT for handling intra-
class contlicts helps to derive the inherent good real-time
performance assoctated with this protocol. At high loads,
S2PL-WAIT performs almost identically to OPT-WAIT be-
cause. in this region, the primary reason for transactions
vnssing, ther deadlines s resource coutention, rather than
data comntention  therefore. the virtual commit feature of
S2PL rarelv provides the intended benefits.

It summary. this experiment shows that by carefully
choosmg the right comsbination of protocols in the dual ap-
proach. we can design hybrid concurrency control algorithms
that provide even better miss percent and fairness perfor-
mance than OPT-WAIT. This highlights the power and flex-
nlity that s provided by the dual approach. In fact, it may
he possible to develop hybrid algorithms that perform even
better than S2PL-WAIT by appropriately choosing the con-
sturaent pr()r‘(u'nls
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Figure 5b: Level miss percent
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7 Other Experiments

We conducted several other experiments to explore various
regions of the workload space. In particular, we evaluated
the sensitivity of the results to the database size, number
of security levels, deadline slack factor, etc. In many se-
cure systems, the Bell-LaPadula model of “read below, write
above” is further restricted to allow omly “read below”, that
is, blind writes by low security transactions to high security
data are disallowed. We conducted experiments to evaluate
the performance behavior of the concurrency control proto-
cols under this model also.

The complete details and results of the above experi-
ments are available in 7). Our general observation was that
the relative performance behaviors of the protocols in these
other experiments remained qualitatively similar to those
seen in the experiments described here. That is, OPT-WAIT
performed the best among the individual protocols, while
S2PL-WAIT provided the best overall performance with re-
spect to both the individual protocols and the dual combi-
nation protocols.



8 Conclusions

In this paper. we have quantitatively investigated the per-
tontance naplications of wantaining covert-channel-free se-
vy n oo hrm-deadbine real-time database system. Un-
bike previonts stuches. which used a tradeoff approach be-
Pween security and timeliness, we have considered security
a~ an “all-or-nothing” issue. that is. as a correctness cri-
tetion o companson, the number of missed deadlines is
a performance ssue. Therefore, our study investigates the
probilens of liow to munimze the number of missed transac-
ton deadhines wethont compromising security. To the best
of om knowledge. this s the first detailed study of real-time
database security in the firmm-deadline context.

\We frst adentified that. in order to satisty the require-
went ol non-wmterference, only those real-time concurrency
control protacols that are free from priority inversion can be
nsed moa secure RTDBS. This requirement ruled out several
previonsiv proposed real-time CC protocols, including algo-
rithiis such as 2PL Wait Promote [3] and WAIT-50 {9].

Then. nsing o detaled simulation model of a firm-
deadhine RTDBS. we studied the relative performance of the
~cenre verswoms of the 2PL-HP, OPT-SACRIFICE and OPT-
WAIT real-time concurrency control algorithms; a non-real-
tie secure algorithin, S2PL. was also included in the eval-
nation suite. The performance of these algorithms was also
cevaluated for a baseline system where only direct unautho-
rzed aceess. but not covert channels, is prevented.

Our experiments showed that, under normal loads, the
overall miss percent of the secure system is worse than that
of the direct svste. whereas under heavy loads, it is the
other wav around. Within the secure system, the perfor-
sasce of high-security transactions was significantly worse
than that of the low-security transactions. Among the se-
cure concnrreney control protocols. OPT-WAIT performed
best i nupinnzing the niss percentages on both an over-
all basis and on a per-level basis. Moreover, it exhibited
the maxunuw degree of tairness. These results show that
OPT-WAIT. which provided excellent performance in tra-
divional Dansecure? real-time concurrency control, continues
to perform well even i the secure real-time domain.

Finallv. we proposed a novel dual approach to secure
concurrency control wherein different concurrency control
alponithins are used to resolve inter-level conflicts and intra-
level conflicts. A global serialization order was ensured, in
spite of having multiple CC algorithms operating simulta-
neoustv, by using the system architecture proposed in [21].
The dnal combinations of HP-WAIT and WAIT-HP were
vuplemented and evaluated - they both generally performed
worse than pure OPT-WAIT. However, the dual combina-
ton of S2PL-WAIT performed better than OPT-WAIT, es-
pecialiy ar fower nuss percent levels. This is because S2PL
is a non-restart-oriented algorithm unlike both OPT-WAIT
and 2PL-HP. and therefore ensures reduction of the harm
done to high-security transactions.

Another advantage of the dual approach, not exploited
here. is that the separation of security and timeliness con-
cerns akes 1t possible to use even non-secure real-time
CC algorithms (e.g.. Wait-Promote, WAIT-50) for resolving
mtra-level conflices! The dual approach therefore empowers
the use. even in the secure RTDBS domain, of the rich set of
read-time CC algorithms developed during the last decade.
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