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 <publicityage nt credID="136">
  <name>
    <fname > Tom </fname >
    <lname> Moore </ lname>
  </name>
  <age> 25 </age>
  <department> sales </department>
  <salary> 2,000 </salary>
  <level> third </level>
  < duty> manager secretary </duty>
</secretary>
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<secretary credID="104",
managerID="154">
  <name>Tom Moore </name>
  <age> 25 </age>
  <department> sales </department>
  <salary> 2,000 </salary>
  <level> third </level>
  < duty> manager secretary </duty>
</secretary>

<carrierEmploye e credID="154">
  <name>
    <fname > Bob </ fname >
    <lname> Watson </ lname>
  </name>
  <phoneNr > 8005769840 < phoneNr >
  <company> UPS </company>
</carrierEmployee >

<?xml version="1.0" ?>
<Purchase-order date="10/1/2000" orderID="2030">
  <item code="202051">
  <descr>RAM Memory</descr>
  <quantity>4</quantity>  </item>
  <item code="202052">
  <descr>Monitor</descr>
  <quantity>1</quantity>
  </item> ...   </Purchase-order>

<policy-base>
  <policyspec cred expr =//secretary'' [department='' sales'' ]''
   target=" PurchaseOrder.dtd " priv ="ALL" type="GRANT" prop="CASCADE" />
  <policyspec cred expr ="//carrierEmployee [company="UPS"]"
    target=" PurchaseOrder.xml "
    path="// PurchaseOrder [PurchaseOrder /carrier/name="UPS"]"

priv ="VIEW" type="GRANT" prop="CASCADE" />
<policyspec credexpr ="//carrierEmployee [company="UPS"]"
  target=" PurchaseOrder.xml "  path="//item" priv ="VIEW" type="GRANT" prop="NO-PROP" />
<policyspec credexpr ="//publicityAgent " target=" PurchaseOrder.dtd "
    path="//item/description" priv ="VIEW" type="GRANT" prop="NO-PROP" />
<policyspec credexpr ="//publicityAgent " target=" PurchaseOrder.dtd "
   path="// PurchaseOrder /orderID " priv ="VIEW" type="GRANT" prop="NO-PROP" />
  </policy-base>

Figure 1: Architecture of the Author-X system

1. OVERVIEW
The widespread adoption of XML as the language for in-

formation exchange over the Web has an extensive impact
on the nature of the information provided by Web sites and
on the retrieval functions available to users. Such a 
exibil-
ity requires adequate protection mechanisms supporting a
spectrum of security requirements. The goal of this demon-
stration is to present the main features of the Author-X , a
system for securing XML documents, developed at the Di-
partimento di Scienze dell'Informazione of the University of
Milano. Author-X has been conceived to enforce a compre-
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hensive protection environment for XML documents provid-
ing a variety of tools to support access control and security
administration of XML documents. Author-X allows the
speci�cation of both set-oriented and instance-oriented secu-
rity policies, by supporting DTD-level as well as document-
level policies. To enforce a di�erentiated protection of XML
document and DTD contents, Author-X security policies are
�ne-grained as well as positive and negative. Furthermore,
Author-X security policies allow a controlled propagation of
access rights. To better take into account subject pro�les
in the formulation of security policies, Author-X quali�es
subjects by means of subject credentials. A credential is a
set of properties concerning a subject that are relevant for
security purposes. Subject credentials and security policies
are themselves expressed in an XML-based language so that
they can be adequately protected by using the protection
facilities of Author-X . Based on speci�ed security policies,
the access control tool of Author-X enforces both a push dis-

tribution policy, for document broadcast, and a pull distribu-

tion policy, for document release on user demand. These two
policies are complementary and the choice of the dissemina-
tion mode to be adopted for a particular document is left to
the Security OÆcer, on the basis of document characteris-
tics and subject pro�les. Author-X enforces also distributed
document updates to enable cooperative applications over
the Web. Because of the variety of access control and up-
date functions provided by Author-X , security administra-
tion must be adequately supported. Author-X provides an
advanced tool environment for interactive speci�cation, val-
idation, and maintenance of security policies and for the
management of subject credentials.

2. SYSTEM DESCRIPTION AND DEMON-
STRATION

Figure 1 depicts the architecture of Author-X . Author-X
is built on top of the eXcelon XML data server. eXcelon
manages an XMLstore where the XML data can be in-
dexed and manipulated using the Document Object Model
(DOM), and queried using the XQL language. The main fo-
cus of the Author-X demonstration is on selective protection
and distribution of XML documents of a target XML source
to be protected. The demonstration is based on the pro-
tection of an XML source in the Supply domain, containing
documents and DTDs related to purchase orders, suppliers,
clients, purchased products, and so on.
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