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ABSTRACT

Bloom filters are not able to handle deletes and inserts on multisets
over time. This is important in many situations when streamed data
evolve rapidly and change patterns frequently. Counting Bloom
Filters (CBF) have been proposed to overcome this limitation and
allow for the dynamic evolution of Bloom filters. The only dynamic
approach to a compact and efficient representation of CBF are the
Spectral Bloom Filters (SBF).

In this paper we propose the Dynamic Count Filters (DCF) as a new
dynamic and space-time efficient representation of CBF. Although
DCEF does not make a compact use of memory, it shows to be faster
and more space efficient than any previous proposal. Results show
that the proposed data structure is more efficient independently of
the incoming data characteristics.

1. INTRODUCTION

Streamed data processing is the source for many interesting prob-
lems in areas ranging from financial analysis to telecom processing.
In such cases, one of the basic problems is to recognize whether a
new data item belongs to a set or to know its number of occur-
rences. The problem becomes challenging when there are large
quantities of data to be processed per unit of time that evolve and
change rapidly. In those situations, the problem calls for methods
that are fast and adaptive.

Counting Bloom filters (CBF) [6] have been designed with some
of the previous objectives in mind. CBF are similar to Bloom fil-
ters [1] but substitute every presence bit by a fixed size counter.
This is a data structure with a fast access time but it suffers from
an important problem which is related to the fact that its counters
are not flexible. Consequently, the counters may become saturated
resulting in inaccuracy in the stored information. As an alternative,
Spectral Bloom Filters (SBF) [4] have been designed to overcome
the lack of adaptiveness. SBF are composed of variable sized coun-
ters that adapt to rapidly changing data sets. However, SBF require
the use of indexing structures to support this degree of adaptive-
ness, which make the access to each counter more complex and
costly compared to CBF.

Counting Bloom Filters have been investigated for their use in net-
work environments to summarize the content of peer-to-peer sys-
tems [3], to reduce file name lookups in large scale distributed sys-
tems [8], and in Internet Protocol routing lookups [5]. In the data-
base environment CBF may be used to answer queries regarding the
multiplicities of individual items, for example, in aggregate queries
or ad-hoc iceberg queries [7, 9].

Besides providing a new data structure to represent counting fil-
ters, the Spectral Bloom Filters also propose new methods for re-
ducing the probability and magnitude of lookup errors [4]. Bloom
histograms, a further compressed view of SBF, are used to keep
counting statistics for paths in XML Data [12].

In this paper we propose a new data structure to represent CBF,
that we name Dynamic Count Filters (DCF). The DCF structure
is designed for speed and adaptiveness in a very simple way. It
captures the best of SBF and CBF. As a by-product of its simplicity,
DCF does not require the use of indices. This fact reduces the
amount of memory requirements in most of the cases.

In Table 1 we present a brief qualitative comparison between the
three approaches: CBF, SBF, and DCF.

Counters | Access | #Rebuilds | Saturated
size Time counters
CBF Static fast n/a Yes
SBF | Dynamic | slow high Eventually
DCF | Dynamic fast low No

Table 1: Qualitative Comparison of CBF, SBF, and DCF.

It is relevant to notice that DCF borrows the qualities of the two
other techniques, the dynamic counters from SBF and the fast ac-
cess from CBF. Also, DCF’s dynamic counters avoid saturation.
Finally, although the cost of a single rebuild of our data structure is
high and only slightly better than that to rebuild SBF’s, the number
of rebuilds for DCF is orders of magnitude smaller, leading to a
much smaller overall execution time.

The results from the execution of different real-life data operation
scenarios, using both DCF and SBF to represent the data, show that
DCF’s overall memory size less than the half compared to SBF’s,
and its overall execution time is less than half the execution time
of SBF. In addition, the flexibility of the DCF structure sustains its
accuracy even in the presence of unpredicted peaks in the data set
size.

The contributions of this paper are as follows:

e The proposal of Dynamic Count Filters (DCF) with a de-
tailed description of the basic data structure and operations.

e An efficient mechanism to dynamically resize the DCF struc-
ture and avoid useless rebuilds.
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e A quantitative evaluation of DCF as well as its comparison
with SBF.

This paper is organized as follows: In Section 2 we explain the
related work. Section 3 describes the Dynamic Count Filters. In
Section 4 we present the setup and discuss the experimental results
for the different scenarios. Finally, in Section 5 we present the
conclusions.

2. RELATED WORK

A Bloom Filter, proposed by Burton Bloom in 1970 [1], is basi-
cally a bit-vector of m bits that represents a set of n data elements,
S = s1,...8n. The Bloom Filter uses & hash functions [10, 11],
hi, ha, ..., hy, that map each data element into the Bloom Filter.
Each hash function returns a value ranging from 1 to m, thus for
each data element, s € .S, positions h; (s), ha(s), ..., hi(s) are set
to 1. Different data elements from S may map to the same position
in the filter, hence, a given data element is in S, s € S with a given
probability of error [1], only if h;(s) = 1for1 <14 < k.

Bloom filters do not address the issue of deletions over multisets.
In order to overcome this limitation, Fan er al. [6] proposed the
Counting Bloom Filters (CBF), where a Bloom filter is extended
to have the capability of counting the number of different data ele-
ments that map to the same location.

2.1 Counting Bloom Filter (CBF)

A CBF represents a total of M data elements, including repeated
values. This is done by replacing bit entries of a Bloom Filter
by counters (C1,Ca,...,Cy, counters). Similarly to the original
Bloom Filter, each time a new data element s is to be inserted into
the set, k hash functions are used to update k entries of the filter.
While in the Bloom Filter the entries would be simply set to one,
in the CBF the counter in each of the k entries is incremented by
one. In an analogous way, whenever a data element s is to be re-
moved from the set, the counters in the same k filter entries are
decremented by one. At any point in time the sum of the contents
of all counters is equivalentto 3., . Cj =k x M.

The usual data structure representing the CBF consists of a static
data set representation where counters have a fixed size over time.
Such a representation has two major drawbacks: (1) whenever an
insertion of a new element results in a counter overflow, delete op-
erations to data elements that map to that same filter entry can no
longer be reflected; (2) CBF’s representation is not optimal as all
counters have the same bit length, thus resulting in memory waste.

Dharmapurikar et al. [S] addresses the problem of overflowed coun-
ters. In their proposed approach, the CBF structure is rebuilt with a
larger size once the number of overflowed counters passes a certain
threshold. As such, the refresh of the structure is very costly, as far
as all messages must be re-inserted again. Moreover, overflowed
counters may be useless during a large period of time.

2.2 Spectral Bloom Filter (SBF)

Cohen and Matias [4] proposed the Spectral Bloom Filter (SBF),
which is a compact representation of the CBF. The main goal of
SBF is to achieve an optimal counter space allocation. It consists
of a compact base array of a sequence of C, Cs, ..., Cy, counters,
which represents a set of M data elements using k hash functions
as with CBF. At any point in time, the goal of SBF is to keep the
size of the base array as close to [N bits as possible, where N =
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> i=1..m[l0gCj]. Note that throughout this paper we assume log
to be log,.

To achieve its goal, each counter C; in the SBF structure, dynam-
ically varies its size such that it has the minimum necessary bits
needed to count the number of items hashed into position j. To
allow for this flexibility, the counter space in SBF includes € x m
slack bits that are placed among the counters. A slack bit is added
between every | £ | counters, where 0 < ¢ < 1.

While the counter space in SBF is kept close to the optimal value,
in order to support the flexibility of having counters with different
sizes, SBF requires complex index structures. In the context of our
paper, we identify the index structures described in [4] as:

e Coarse Vector (CV): a bit-vector index that provides offset
information for the beginning of a subgroup of counters. Off-
sets are provided using counters of a fixed-size length in bits.

o Offset Vector (OV): a bit-vector which provides straightfor-
ward representation of the offsets provided by the CV.

Figure 1 shows the data structures used by SBF. The first-level
Coarse Vector (CV1) contains 10;"1\, offsets of log IV bits each,
thus, each offset represents a subgroup of counters (SC). As ex-
plained in detail in [4], for the subgroup of counters that fulfills
> c,esc 108 [C;] < log® N, a second-level coarse vector (CV2)
is required, providing a more detailed information about the offsets
for each counter C; € SC. In the case that a subgroup of coun-
ters ), sc log [C;] > log® N, then, as indicated in [4], an Offset
Vector (OV) is used, that contains the exact offset for each counter.
For simplicity, without loss of generality, the analytical models pre-
sented in this paper assume the former case, where the CV2 is re-
quired. CV2 divides SC in chunks of log log IV counters (SC/), and

holds a total of % offsets. Since offsets in CV2 are at most

log® N, each offset can be represented with 3 log log N bits, total-
ing 3log N per each sc’. Finally, the information needed to locate
the exact position of the j* counter is given by one offset vector
(OV), one per each subgroup SC’. The OV consists of loglog N
offsets of 3loglog N bits each offset, totaling 3(log log N)? bits
per subgroup el

The offset vector OV, can also be substituted by a lookup table de-
pending on a threshold based on the length of SC’. More details
about this approach can be found in [4].

Coarse Vector, CV1 _'ogN

(mflogN offsets) ‘_'l/ J/ ‘ ‘
ScC
(I IT Il

Base Array. Close to N bits.

3loglogN
Coarse Vector,CV2 ~ =—— e
(log N/loglogN offsets) ‘ ‘ | ‘ ‘ E

S

Offset Vector, OV
(loglogN offsets)

3loglogN

Figure 1: SBF data structures.
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3. DYNAMIC COUNT FILTERS (DCF)

Dynamic Count Filters (DCF) are composed of two different vec-
tors. The first vector is a basic CBF with each entry being a counter
of fixed size x = log%, where M is the total number of data ele-
ments in the set and n is the number of distinct values in the set. If
we consider that the filter has m counters (C; for j = 1..m), the
CBEF vector, hereby named CBFYV, accounts for a total of m x =
bits. The second vector is the Overflow Counter Vector (OFV),
which also has the same number of entries, each one including a
counter (OFj; for j = 1..m) that keeps track of the number of
times that the corresponding entry in the CBFV suffered an over-
flow. The size of each counter in the OFV changes dynamically
depending on the distribution of the data elements in the data set.
At a certain point in time, the size of each counter is equal to the
number of bits required to represent the largest value stored in OFV
(y = |log(max(OF;))| + 1). As such, the size of the OFV ac-
counts for a total of m X y bits.

Figure 2 represents the data structure for the DCF approach. From
this Figure it is possible to observe that the DCF data structure is
composed of m entries with m counters split in pairs of counters,
(C1,0F1),...(Cm,OFy). All counters in the DCF have equal
size of x + y bits, where y varies dynamically its bit length.

The decision of having a fixed size for each counter implies that,
on the one hand many bits in the DCF structure will not be used
and, on the other hand, the access to both vectors is direct, hence,
fast. Therefore, DCF trades counter memory space for a fast access.
Overall, DCF’s fixed-sized counters result in time and space bene-
fits as it allows for a fast read/write mechanism that has an asymp-
totic cost of O(1), avoiding the use of complex indexing structures,
and saving memory space in most of the cases.

DCF structures

OFV

000

CBFV

00000000

Values

0

0
257

0
1026

000 00000000

001 00000001

000 00000000

g oA W N -
O A e

100 00000010

000 |m-1 00000000 m-1 0

010 |m 00001111 m 527

y bits X bits

Figure 2: DCF data structure.

3.1 Querying a Data Element

Querying the filter for a certain data element s results, as with the
rest of Bloom-like filters, in checking k filter entries, using k differ-
ent hash functions, h1(s), ha(s), ..., hi(s). Checking a filter entry
is performed by accessing the corresponding entries of the CBFV
and OFV vectors. As counters in both vectors have the same num-
ber of bits, locating an entry is immediate and performed with sim-
ple shift and modulo operations. The counter bits are then extracted
from the vectors using fast bitwise masking operations (AN D and
OR). Both accesses are fast with an asymptotic cost of O(1).
Hence, for a certain entry j, once we get C; and OF);, the com-

pound value V; for the counter stored in position j of the DCF is
calculated as V; = (2% x OF}; + Cj).

This way, when querying a data element s, we end up having k
values Vi, (s):i=1..x With a cost of & x O(1) ~ O(1). The values
associated to s are used depending on the application. For instance
if we want to determine the presence of the data element, it is nec-
essary to perform the simple operation of checking if one of the
Vhi(s):i=1..k values is zero. If so, then s is not in the data set, oth-
erwise s is in the data set with a probability of false positive as
explained in [1].

3.2 Updating the Data Set

Each time we insert or delete a data element s, we must update k fil-
ter entries (h1(s), h2($), ..., hi(s)) in the CBFV and OFV. Updates
in the CBFV are fast and performed on each counter Cl, (s):i=1..x
using simple increment and decrement operations, depending on
the operation, insert or delete, respectively. Updates in the OFV
are more infrequent but may be more expensive. In addition to up-
dating the OF},; (5):i=1.., counters when an overflow or underflow
occurs in the corresponding C, () counter, the OFV may need to
be resized. In the next sections we explain in more detail the insert
and delete operations for a certain data element s.

Inserting a Data Element.

As mentioned before, when a data element s has to be inserted, &
counters C'y, (s):i=1..x in the CBFV are incremented by one. In case
a counter C}, for any of those incremented entries j = hi(s) : 4 =
1..k, overflows, i.e. its value increases from 2 — 1 to 2%, the value
of Cj is set to zero and the corresponding counter in OFV, O F}j has
to be incremented by one. Thus, the data insertion requires at most
two read and write operations, which have an asymptotic cost of
o(1).

In the case that the overflow counter O Fj is to be incremented from
2Y — 1 to 2Y, then, before the operation can be performed, one bit
must be added to all counters in the OFV in order to avoid counter
saturation. We name the action of changing the size of the OFV
Rebuild. Rebuild operations are expensive as they require the allo-
cation of a new vector, the copy of the contents from the old OFV
to the new extended OFV vector, and finally the deallocation of
the old OFV vector. Therefore, as the vectors have m entries, the
rebuild operation has an asymptotic cost of O(m). Notice that al-
though the rebuild operation is costly, the motivation for having
a OFV structure separately from the CBFV is that rebuilding the
OFV is cheaper than rebuilding the CBFV. This is because the OFV
is smaller than the CBFV and also because it is probable that many
more entries contain a zero in the OFV, which will not be the case
for CBFV, thus. Note that containing a zero implies no need to
copy the counter. Overall, although the asymptotic cost would be
the same, memory allocations and data copying for the new OFV
vector are cheaper than if we re-create the whole DCF structure.

Delete a Data Element.

Upon deletion of a data element s from the data set, k counters
Ch, (s):i=1..r, in the CBFV are decremented by one. Whenever one
of the counters suffers an underflow, i.e., C;, for any of those decre-
mented entries j = h;(s) : ¢ = 1..k, is to be decremented but
its original value is zero, then its value is set to 2 — 1 and its
corresponding counter in the OFV, OFj is decremented by one.
Therefore, as in the insert case, at most only two read and write op-
erations are needed, resulting in an asymptotic cost of O(1). No-
tice that when we decrement a counter, either C; or OF); must be
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greater than 0, as we do not delete data elements not belonging to
the data set.

Similarly to the insert-triggered OFV rebuild, delete operations may
also result in OFV rebuilds, in this case in order to save counter
memory space that is not needed any longer. Whenever a counter
OF; is decremented from 2¥ ™' to 2Y~! — 1 we may check all the
other OFV counters and if their values are all smaller than 2¢~*
then we can reduce the OFV size by one bit per counter. While
in theory this operation requires to check all the counter values, in
practice this operation is simpler if a simple counter structure keeps
track of the bit-usage for the m counters. We show this optimiza-
tion in the next Section. Shrinking and enlarging the OFV result in
the same DCF rebuild operation with an asymptotic cost of O(m).

3.3 Delayed OFV Shrinking

The main difference between the rebuild due to insertion and the re-
build due to deletion is that while the former is required in order to
avoid counter saturation, the latter is optional and may be delayed
in order to avoid unstable situations of consecutive delete/insert op-
erations that could result in excessive OFV rebuilds.

Therefore, we introduce a threshold between values 2°1¥~2 and
2741 _ 1, We define such threshold as T’ = 2°T¥ =2 (2% +¥—1 _
2“’3’_2) X A, where A ranges from 0 to 1. Hence, when decreasing
entry j in the DCF by one, and being V; the associated value to the
counter (OFj;, Cj), then, if V; < T, we rebuild the OFV when all
the counters inthe OFVVj : j =1.m: V; <T.

Threshold Maintenance

As mentioned in Section 3.2, in order to avoid checking all the
counter values for underflow, we perform an optimization and keep
an overflow counter structure. We name [, the overflow level of
any counter in the DCF structure. The overflow level represents the
number of bits used in the overflow counter and therefore, it may
have a value between 0 and y. Consequently, an entry j in the DCF
has overflow level I > 0 if its overflow counter OF} has a value
between 2'~! < OF; < 2' — 1. It has an overflow level | = 0 if
OF}; = 0. We arrange the different overflow level counters into a
structure called the Counter Level (CL).

In order to use the threshold 7" as described before, we keep two
counters per level in the CL: (1) a counter for the number of OF}
counters with value less or equal than the threshold for the level
they belong, i.e. counters below 27TV =2 4 (27Fv=1 _gz+y=2y 5 )
for values with a level greater than 0, and below (2% — 1) x A
for counters in level 0; and (2) a counter for the number of OF};
counters with a value equal or larger than the threshold. The level [
of a counter stored in position j in the DCF structure, is calculated
as:

0 if OF; = 0;
log(OF;)] +1 otherwise.

Then, whenever a data element s is either inserted or deleted and
values Vi, (s):i=1..% €ither incremented or decremented, we must
update the corresponding level counters.

Note that the storage needed by the CL structure is negligible: we
only need 2 X (y+ 1) counters. Also, the updating process is of as-
ymptotic cost O(1), we only perform simple additions subtractions
and comparisons.
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Figure 3 shows an example of how the CL structure is used for
delayed OFV rebuilds resulting from data deletion operations. In
this example we show a DCF structure with eight counters, m = 8,
and A = 0.5. CBFV has x = 4 bits per counter, and after several
inserts the OFV has y = 2 bits. The decimal values of each counter
are shown only for clarity of the example, as they have the same
information as their corresponding pair of counters. Initially, on the
left side, the values for each counter are {0, 2, 7, 31,9,28,17,60},
thus, the counters in position 0, 1, 2, and 4 are of level [ = 0
(with three counters below the threshold and one above), those in
positions 3, 5, and 6 are of level [ = 1 (with one counter below the
threshold and two above), and the last counter is of level I = 2 (with
the counter above the threshold). In the central part of Figure 3, we
can see that, after several deletes, level 2 counters and the level 1
counter above the threshold reach zero. Therefore, as all counters
in the DCF are below the threshold, we can rebuild the OFV by
deleting one bit per position and consequently reducing the size of
the whole DCF structure.

OF CBF  Values
7]
—
Deletes
[60]

Values

Counter level Counter level

[ 121 [ 2] [ 121
level0 | 3 | 1 level 0 302 level 0 3|2
level 1 1 2 level 1 310 level 1 310
level2 | 0 | 1 level 2 00 level 2 00

Figure 3: Counter Level and OFV rebuild in DCF.

Choosing the Optimal Threshold .

Rebuilds are the most costly operations performed in the DCF struc-
ture. Thus, we define as the optimal threshold for DCF, the value
of A which minimizes the number of rebuilds over time.

First, we must determine which are the situations worth to rebuild
the structure in case of deletions. For this, we define the ratio R =
Ninserts /Ndeletes, Which is a metric that gives an indication of how
the number of insert operations evolve comparing to the number of
delete operations over time.

Figure 4 shows the evolution of DCF in terms of the number of re-
builds over time. The chart includes three lines, representing three
different scenarios, 71, T2, and 73, each one representing a differ-
ent ratio of R: T1 for R > 1, T2 for R ~ 1, and T3 for R < 1.

The results in this chart represent the average number of rebuilds
for ten executions using different A values ranging from 0.1 to 1.0.
The first time steps for all scenarios consist of insert operations for
the M data elements. After having populated the data set, each
time step is composed of both insert and delete operations. The
data inserted follows a Zipfian distribution, where the skew defined
by 0 is randomly selected from a range between 0 and 2, i.e. 0 <
0 < 2 [2]. Items inserted are also randomly selected for deletion
during the delete operations.

From Figure 4 we can identify the following behavior:
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Figure 4: Number of rebuilds in DCE.

e T1 shows, in average for any A, the number of rebuilds oc-
curred when R grows as time passes. In this case, we are
always increasing the number of useless rebuilds caused by
deletions, i.e. in a short time, we may have a rebuild caused
by an insertion, because insertions are more frequent.

e T2 and T3 show that, in average for any A, the number of
rebuilds does not increase when R ~ 1 and R < 1 respec-
tively. Hence for T2 and T3 scenarios there may exist a value
of A which minimizes the number of rebuilds, and improves
the memory usage of the DCF.

Figure 5 shows the results for different values of R < 1, that are the
values of A that minimize the number of rebuilds. The plot shows
that for ratios R < 0.6, where ndejetes > Ninserts, independently
of the A we choose, we always have a constant number of rebuilds.
However, for R > 0.6, the value set for A becomes important,
and values of A ~ (1 — R) are those that minimize the number
of rebuilds. When the incoming data is highly skewed, i.e. inserts
and deletes often affect the same counters, the number of rebuilds
is more sensitive to the selected threshold value. We can see that
for A = (1 — R) we have the least number of rebuilds.

DCF- Number of rebuilds - Zipf (0.0 - 2.0) SR=0.9
R=0.
- TRy
-#-R=0.6
——R=0.5
25
Bl v vy oA
'g 15
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N ¥ 07 P 7 ¥ 0 (& o7 (@ o' (V¥ o7 (B o7 (P

Threshold (lambda)

Figure 5: Number of rebuilds in DCF for different \ threshold
values and insert-to-delete ratio for Zipfian distributions with
0 between 0-2.

4. EXPERIMENTAL RESULTS

For the evaluation of our proposed DCF structures, we have imple-
mented the DCF and SBF representations of the Counting Bloom
filters in C language and compiled the programs using full opti-
mization (-O3). The implementation of the SBF has followed the
exact specifications given in [4] and detailed in Section 2. We
run our tests on a 7S0MHz IBM PowerPC_RS64-1V processor with
16GB of main memory. The Operating System is AIX version 5.1.

The data we use is based on a total of n distinct values with mul-
tiplicities that are inserted and deleted from a data structure. The
total number of data elements is M = av * n, where av is the
average number of operation multiplicities per distinct value. Our
experiments consist of performing M consecutive data insert oper-
ations, followed by M consecutive data delete operations, picked
from the n distinct values in the data set following a Zipfian distri-
bution [2], where the skew is defined by the parameter 6 that ranges
from O to 2. Values for 8 ~ 0 represent uniformly distributed data,
while values 6 ~ 2 represent highly skewed data. We use integers
as data values.

In order to analyze the behavior of DCF in detail, we focused on
a set of experiments aimed at evaluating the performance in terms
of access time, memory usage and impact of rebuild operations for
the DCF structure, in comparison to the SBF approach.

The number of counters m both for DCF and SBF depends on the
fraction of false positives F},, the number of distinct values n, and
the number of hash functions used k. We set by default F,, = 0.05
and k£ = 3. The number of distinct values n may change, and is
specified for each experiment we describe. Also, the total amount
of values M may vary for the different tests.

One metric used to measure the accuracy of the filter is the accu-
rate representation of a data element. This is defined as follows:
a data element s has an accurate representation if the minimum
value stored in the k counters matches the real number of times s
has been inserted in the data set.

Read, Write, and Rebuild Time

Figure 6 shows the average time to perform a read, a write, and are-
build operation for both SBF and DCF structures for different data
set sizes. The results are shown for four different setups where the
number of distinct values n is 1000, 10000, 100000, and 1000000,
respectively. For each test, we consider uniform data and a total
amount of M = 100 X n values were first randomly inserted, and
then, randomly deleted. The results are expressed in puseconds and
the y-axis is represented using a logarithmic scale. Each value in
the chart represents the average, for each different operation, over
all the instances of each operation during the complete execution
of the test.

From the results in Figure 6 it is possible to conclude that DCF is
more efficient in terms of the time to access the structure, either
read or write operations, compared to the SBF structure. The cost
to locate a counter in the DCF is very efficient compared to the SBF
lookup that requires traversing the index structures.

Note that as the number of distinct values increases, both tech-
niques keep the read and write times constant. Another important
fact is that the rebuild operations, as expected, prove to be the most
costly operations. DCF is, in average, slightly faster than SBF and
its execution time shows to grow with a similar rate as SBF. How-

SIGMOD Record, Vol. 35, No. 1, Mar. 2006



Timings

1.00E+07 = SEF Fead

ODCF_Read
CISBF_Write
DCF_Write
@ SBF_Rebuild
DCF_Rebuild

1.00E+06

1.00E+05 -

1.00E+04

(log. scale)

1.00E+03

1.00E+02

Microsec.

1.00E+01

1.00E+00 -

1.00E-01 ~

1000 10000 100000 1000000
Distinct Values

Figure 6: Average time for read, write and rebuild operations
for SBF and DCF.

ever, note that DCF requires a total number of rebuilds which is
orders of magnitude smaller than SBF. For instance, for n = 10K
the number of rebuilds for DCF is 8 while that for SBF is more than
45000, and for n = 1M the number of rebuilds for DCF just grows
to 9 while that for SBF grows to more than 4.5 million rebuilds.
This comes from the fact that a DCF rebuild for one counter, auto-
matically rebuilds the rest of the counters, growing the OFV data
structure by one bit vector of size m. On the other hand, each SBF
rebuild involves only one counter at a time.

Memory Usage

Figure 7 shows results obtained through several static executions
varying the skew (Zipfian with 0 < § < 2) and the total amount of
values M. Values are first randomly inserted, and then, randomly
deleted. In that chart we show the ratio R = m% Notice
that while M empcr varies dynamically, during the execution of
the test, for this static analysis we show only the maximum memory
size that DCF requested for the complete execution.

—-M=100"n
& M=1000"n
—A—M=10000"n
—&-M=100000"n

Memory Usage (M_SBF/M_DCF)

25
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Skew - Zipf (0.0 - 2.0)

Figure 7: SBF-to-DCF memory ratio for different data distrib-
utions and data set sizes.

The chart in Figure 7 shows that, as expected, in the most usual sit-
uations DCF needs less memory than SBF. There are two extreme
cases: one for non-skewed, almost uniform, data distributions (Zip-
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Memory | Accuracy | Access Time

(bytes) | (%) (usec)
SBF 17280 90.1 1.3
DCF 20125 90.1 0.5
DCF bounded | 16950 87.6 0.5

Table 2: SBF and DCF for large number of repeated values.

fian with 6 = 0.1), where DCF uses less than the half of the space
used by SBF; and another one for highly skewed data or when there
is an extremely large multiplicity of elements for a single value,
where SBF consumes less memory than DCF.

For those cases where DCF does not behave better in terms of mem-
ory usage, we want to understand how the DCF approach would
behave if we limited its memory to the maximum memory used by
SBE.

Large number of repeated values with limited

memory

Table 2 shows the results of the execution for n = 1000 distinct
values and M = 10° = 10° x n uniformly distributed data el-
ements. On the one hand, we observe that without memory lim-
itations, DCF would use 14% more memory than SBF, achieving
the same accuracy and being more than two times faster than SBF
in access time. On the other hand, if we have a limited amount of
memory, forcing DCF to use the same memory as SBF only de-
creases its accuracy in 2.5%. However, the access time in this case
is still more than two times faster than that of SBF.

Execution Time

Figure 8 shows execution time and number of rebuilds (logarithmic
scale) for executions where we vary the degree of skewed data from
0 < 6 < 2. Each execution consists of the insertion and later
deletion of M = 100 x n items for n = 1000 distinct values. All
values are inserted first, filling the structure, and then, randomly
deleted until the structure becomes empty.

As it is possible to observe from the results in Figure 8, DCF clearly
outperforms SBF independently of the incoming data distribution.
The gap between both approaches is smaller as the data are more
skewed. This fact is expected as for skewed data, the number of re-
builds performed by the SBF decreases, while at the same time the
opposite effect happens for CBF. In Figure 9 we show the percent-
age of the total execution time spent in rebuilding the structure. It
is possible to observe for SBF most of the time is spent rebuilding
the structure, due to the high number of rebuilds. In contrast, the
time that DCF spends in rebuilds is minimum. Although a rebuild
for DCF is costly, this approach performs fewer rebuilds during the
complete execution. Consequently, even for highly skewed data,
DCEF spends almost all of its execution time in the read and write
operations.

Overall, DCF is faster for the read and write operations. Moreover,
although the rebuild operation is costly, it is only performed a few
times during the complete execution which results in a clear benefit
compared with SBE.

5. CONCLUSIONS

In this paper we propose a new representation of the Counting
Bloom Filters to cope with inserts and deletes in multisets over
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Figure 9: Percentage of time spent in rebuilding the structure.

time: the Dynamic Count Filters (DCF). Our data structure bor-
rows the qualities of previous proposals. On the one hand, it has
the fast access times of the Counting Bloom Filters (CBF). On the
other hand, it has the adaptivity to changing data patterns of the
Spectral Bloom Filters (SBF).

Dynamic Count Filters also show other interesting properties. First,
in general, DCF uses a smaller amount of memory than SBF for
a fixed amount of counters. However, although in extreme cases
(very large number of replicated values) DCF uses a larger amount
of memory than SBF, the gains obtained in execution time (about
2 times faster than SBF), make Dynamic Count Filters worth the
small additional cost. Second, for a fixed amount of memory, DCF
may include more counters and is faster. Third, the total cost for
rebuilding DCF is significantly lower than that for SBE.

Overall, we can claim that Dynamic Count Filters are a data struc-
ture to be taken into account in many practical situations for their
fast access times and for their ability to adapt to the dynamic evolu-
tion of data and to situations with small amounts of memory avail-
able.
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