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ABSTRACT

For databases consisting of many text documents, one of the
most fundamental data analysis tasks is counting (i) how
often a pattern appears as a substring in the database (sub-
string counting) and (ii) how many documents in the collec-
tion contain the pattern as a substring (document counting).
If such a database contains sensitive data, it is crucial to pro-
tect the privacy of individuals in the database. Di↵erential
privacy is the gold standard for privacy in data analysis. It
gives rigorous privacy guarantees, but comes at the cost of
yielding less accurate results.

In this paper, we study the problem of substring and doc-
ument counting under di↵erential privacy. We give the first
di↵erentially private data structures for these problems and
provide bounds on their additive error. For ✏-di↵erential pri-
vacy, we show that the error of our data structure is optimal
up to a poly-logarithmic factor in the number of documents
and length of the longest document. Our data structures im-
mediately lead to improved algorithms for related problems,
such as privately mining frequent substrings and q-grams.

1. INTRODUCTION
Di↵erential privacy [14] is the gold standard for privacy

in data analysis. It has been extensively studied in theory
and employed on a large scale by companies such as Google,
Apple, and Uber, as well as public institutions such as the
US Census Bureau. The goal of di↵erentially private data
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analysis is to protect the privacy of any individual contri-
bution, while giving information about the general trends in
the database. This is often achieved as follows: Given a
database from which we want to extract some information
(specified through a query), instead of giving the true output
to the query, we add random noise to hide the contribution
of any single data point. The random noise is scaled such
that for any single data point, any given output should be
roughly equally likely whether the data point is present in
the database or not. Specifically, we say that two databases
are neighboring if they di↵er in a single data point. An al-
gorithm is (✏, �)-di↵erentially private if the probabilities of
any output di↵er by at most a factor of e

✏ and an additive �

between any two neighboring databases. If � = 0, we call the
algorithm ✏-di↵erentially private. The definition of di↵eren-
tial privacy allows us to quantify how private the output is.
Promising di↵erential privacy naturally comes with a loss of
accuracy: a completely random output would be perfectly
private, but not very useful. The goal is to achieve a good
tradeo↵ between privacy and accuracy.

Many data analysis applications deal with databases of
sequential data, which we refer to as documents or strings:
For example, biological sequence data, web browsing statis-
tics, trajectory data, and text protocols for next-word sug-
gestions. Since these documents contain highly confidential
information, an important question is whether such collec-
tions can be analyzed while preserving di↵erential privacy.
For databases consisting of many documents, we are in-
terested in the patterns it contains. In particular: For a
database that is a collection of documents D = S1, . . . , Sn,
and a query pattern P , how many documents in D contain
P? This problem is called Document Count. Another
closely related question is: How often does P appear as a
substring of a document in D in total? We call this prob-
lem Substring Count. The di↵erence between Document
Count and Substring Count is that in the latter, if a pat-
tern occurs multiple times in the same document of D, we
count all its occurrences, while in the former, any document
in D can contribute at most one to the count of any pat-
tern. In the non-private setting, these problems have been
extensively studied from a data-structure perspective, where
one preprocesses the collection D to answer queries for any
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pattern P e�ciently.
In this paper, we study the problem of substring and

document counting under di↵erential privacy. Specifically,
as in the non-private setting, we are interested in design-
ing a data structure for these problems, which can then be
queried for an arbitrary number of patterns. For privacy,
we want to keep any document private, that is, two neigh-
boring databases di↵er on a single text document. The data
structure should output a noisy count for any pattern query,
while minimizing the additive error and preserving di↵eren-
tial privacy.

Trying to achieve this poses two main challenges. The first
challenge is to provide a data structure that can be queried
an arbitrary number of times without any privacy loss: Clas-
sic di↵erentially private algorithms are designed as one-shot
algorithms, that is, we are only allowed to run them once on
any given database. Indeed, running several di↵erentially
private algorithms on the same database generally results
in a higher privacy loss: As an example, consider the case
where we want to output how many people in a database
satisfy a given property. A di↵erentially private algorithm
computes the true output and adds random noise. Now,
if we run the same di↵erentially private algorithm on this
database many times, then the average of all outputs will
converge to the true output plus the mean of the random
noise. Thus, at some point, we will be able to give the true
answer with high probability, destroying any privacy guar-
antee. Summarizing, if one were to answer many queries on
the same database by just running a new di↵erentially pri-
vate algorithm each time, then the privacy loss grows with
the number of queries.

The second challenge is the high dimensionality of the
input data. Recall that our privacy definition requires pro-
tecting the influence of any single document. This limits
the accuracy we can hope for: As an example, consider
the neighboring databases D and D

0, where the length-`
string Si = aaa . . . a of D is replaced by the length-` string
S

0

i = bbb . . . b in D
0. The substring count of query pattern

P = a di↵ers by ` between Si and S
0

i. Thus, intuitively, any
algorithm computing the count of P which does not signifi-
cantly distinguish between D and D

0 must have an error of
roughly `. Note that this lower bound holds for the problem
of computing the count of a single (and very short) pattern!
The high dimensionality also introduces another severe chal-
lenge: Note that P = a may not even appear in D

0 at all -
yet it must have a similar probability of producing a posi-
tive count as it does in D. This means that assuming our
input data consists of strings of a (known) maximum length
`, then in order to satisfy ✏-di↵erential privacy, any string
of length at most ` must have a positive count with some
non-zero probability, not only those which actually appear
as substrings in D. On the other hand, we would like to
e�ciently construct a not-too-large data structure, which
prohibits explicitly computing a noisy count for all possible
patterns.

We tackle the first challenge by giving a di↵erentially pri-
vate construction algorithm for our data structure; since
di↵erential privacy is robust to post-processing, this data
structure can then be queried ad-libitum without further
privacy loss. Thus, preprocessing the database into a data
structure has two advantages in this setting: Besides the
speedup in queries, which is the usual motivation for data
structures, it allows us to avoid the privacy cost of asking

many queries. To deal with the high dimensionality of string
data, we use insights from string algorithms, along with a
filtering of rare patterns at various steps throughout the con-
struction algorithm. We combine this with a novel di↵eren-
tially private algorithm for counting on trees. The result
is a di↵erentially private algorithm which produces a trie
of O(n`

2) nodes, where each node has a noisy count. For
✏-di↵erential privacy, we show that the maximum error of
these noisy counts is O(`), up to polylogarithmic factors in
the problem parameters, for both Document Count and
Substring Count. Strings which are not present in the
trie have a count which lies below the error bound, with high
probability in the coin-flips of the algorithm. Surprisingly,
this almost matches the discussed lower bound for comput-
ing the Substring Count of one pattern, even though the
data structure can be used to compute the count of all pos-
sible patterns. For (✏, �) di↵erential privacy, we show how
to reduce the error for Document Count by a factor

p
`.

As an immediate application of our work, we get improved
results for problems which have been extensively studied un-
der di↵erential privacy from a practical perspective: namely,
the problem of frequent sequential pattern mining [7, 29, 11,
27, 24], or the very similar problem of q-gram extraction [25,
10], where a q-gram is a pattern of a fixed length q. The goal
in both of these problems is to analyze a collection of strings
and report patterns that either occur in many strings in the
collection (i.e., have a high document count) or appear often
as a substring in the collection (i.e., have a high substring
count). The private algorithms in these papers have been
used for analysing transit data [11] and publishing genome
data [24]. However, existing papers do not give any theoret-
ical guarantees on the accuracy of their algorithms in terms
of the problem parameters. As an application of our data
structures for Document Count or Substring Count,
we can solve these problems by reporting all patterns with a
noisy count above a given threshold. We show that the addi-
tive error achieved by our ✏-di↵erentially private algorithm
is tight for this problem formulation, up to poly-logarithmic
factors. Thus, the problem we study is a natural generaliza-
tion of these problems. In the full version of this paper [5],
we argue that our tight bounds yield a polynomial improve-
ment of the error compared to prior approaches.

1.1 Setup and Results
In this work, our database is a collection D of documents

(which we sometimes call strings) of length at most ` drawn
from an alphabet ⌃ of size |⌃|. That is, we have D =
S1, . . . , Sn, where Si 2 ⌃[1,`] for all i = 1, . . . , n. Thus,
the data universe is X = ⌃[1,`] and any database is an ele-
ment of X

n. We call two databases D 2 X
n and D

0
2 X

n

neighboring if there exists an S
0

i 2 ⌃[1,`] such that D
0 =

S1, . . . , Si�1, S
0

i, Si+1, . . . Sn for some i (that is, document
Si has been replaced with document S

0

i). We also denote
the (symmetric) neighboring relation as D ⇠ D

0.

Definition 1 (Differential Privacy). An algorithm
A with output range range(A) is (✏, �)-di↵erentially private,
if for all neighboring D and D

0 and any set U ✓ range(A),
we have

Pr[A(D) 2 U ]  e
✏ Pr[A(D0) 2 U ] + �.

For � = 0, the property from Definition 1 is also called ✏-
di↵erential privacy or pure di↵erential privacy. For � > 0,
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it is also called approximate di↵erential privacy.

Let P and S be strings over an alphabet ⌃. Given a
database D = S1, . . . , Sn, we want to build a data structure
to e�ciently answer the following types of queries while pre-
serving di↵erential privacy:

Document Count(P ): Return the number count1(P, D) of
documents in D that contain P at least once.

Substring Count(P ): Return the total number count(P, D)
of occurrences of P in the documents in D.

Example 1. Consider the database D = {aaaa, abe,
absab, babe, bee, bees} and the string P = ab. Then
count1(P, D) = 3, count(P, D) = 4.

To ensure privacy, we need to introduce an error. We
say that a data structure for Document Count has an
additive error ↵, if for any query pattern P 2 ⌃[1,`], it
produces a value count⇤

1(P, D) such that |count1(P, D) �

count⇤

1(P, D)|  ↵. Similarly, a data structure for Sub-
string Count(P ) has an additive error ↵, if for any query
pattern P 2 ⌃[1,`], it produces a value count⇤(P, D) such
that |count(P, D) � count⇤(P, D)|  ↵.

Main results.
In this paper, we give new ✏-di↵erentially private and

(✏, �)-di↵erentially private data structures for Document
Count and Substring Count. We obtain new solutions
to frequent substring mining as a corollary. We stress that
for all of our data structures, the construction algorithm sat-
isfies di↵erential privacy, so the resulting data structures can
be queried ad libitum without further privacy loss. We first
state our result for ✏-di↵erential privacy, which gives both
a data structure for Document Count and for Substring
Count with an additive error at most O(`·polylog(n`+|⌃|))
with high probability. The data structure output by both
Theorems 1 and 2 is a trie with O(n`

2) nodes and a noisy
count for each node. Patterns which are not present in the
trie have a count which lies below the error bound with high
probability.

Theorem 1. There exists an ✏-di↵erentially private al-
gorithm, which can process any database D = S1, . . . , Sn

of documents in ⌃[1,`] and with high probability outputs a
data structure for Substring Count (resp. Document
Count) with additive error O

�
✏
�1

` log `(log2(n`) + log |⌃|)
�
.

The data structure can be constructed in O(n2
`
4) time and

space, stored in O(n`
2) space, and answer queries in O(|P |)

time.

For Document Count, we can get an (✏, �)-di↵erentially
private data structure whose error is better by roughly a
factor

p

`.

Theorem 2. There exists an (✏, �)-di↵erentially private
algorithm, which can process any database D = S1, . . . , Sn

of documents in ⌃[1,`] and with high probability outputs a
data structure for Document Count with additive error

O

⇣
✏
�1

p
` log(1/�) log `

⇣
log(n`) +

p
log |⌃| log log `

⌘⌘
. The

data structure can be constructed in O(n2
`
4) time and space,

stored in O(n`
2) space, and answer queries in O(|P |) time.

We can use the data structure to output frequent substrings
in a simple way: For a given threshold ⌧ , we traverse the trie

and output every string corresponding to a node with a noisy
count at least ⌧ . Note that the error of the approximate
count propagates to the threshold: Assuming the error of
the approximate counts in the trie is at most ↵, we can say
the following: For any string we output, its true count is
at least ⌧ � ↵, and we will find all strings with a count at
least ⌧ + ↵. However, patterns whose count lies within the
interval [⌧ � ↵, ⌧ + ↵] may be output or not.

In the full version [5], we give a lower bound which states
that the bound from Theorem 1 is tight up to polylog(n`)
terms. We also give an almost linear time algorithm for
computing Document Count and Substring Count for
q-grams with (✏, �)-di↵erential privacy. The error guarantees
of that algorithm match the bounds of our main theorems.

In the full version, we also develop a new technique to
di↵erentially privately compute count functions on a tree,
which may be of independent interest. We motivate this us-
ing two examples. First, let T be a tree, where every leaf
corresponds to an element in the universe. The count of
every leaf is the number of times the element appears in a
given database, and the count of a node is the sum of the
counts of the leaves below. This model captures any hier-
archical composition of data items (i.e., by zip code, area,
state), and the problem of computing the node counts has
been studied under di↵erential privacy (e.g. [29, 20]). As
noted in [20], it can be solved via a reduction to di↵erentially
private range counting over the leaf counts. For ✏-di↵erential
privacy, the binary tree mechanism by Dwork et al. [15] gives
an error of roughly O(log2

u) for this problem, where u is
the size of the universe. The range counting problem under
(✏, �)-di↵erential privacy has also been extensively studied
recently [12, 22, 1, 8, 9, 2]. As a second example, consider
again a tree whose leaves are the items of the universe; how-
ever, we additionally have a color for every item. Now, the
goal is to compute for every node the number of distinct col-
ors of elements present in the leaves below the node. We
call this problem the colored tree counting problem. This is
similar to the colored range counting problem, which is well-
studied in the non-private setting [23, 19, 18], and was also
recently studied with di↵erential privacy under the name of
“counting distinct elements in a time window” [21].

We give an ✏-di↵erentially private algorithm that can solve
the colored tree counting problem with error O(log2

u log h),
where h is the height of the tree. In general, our algorithm
can construct a di↵erentially private data structure for any
counting function that is (i) monotone, in the sense that any
node’s count cannot be larger than the sum of the counts
of its children, and (ii) has bounded L1-sensitivity on the
leaves, i.e., the true counts of the leaves do not di↵er too
much on neighboring databases (see Definition 2 for a for-
mal definition of sensitivity). We show an improvement for
(✏, �)-di↵erential privacy, if additionally the sensitivity of the
count function for every node is small.

1.2 Technical Overview
Simple approach. Before we introduce our algorithm, we

present a simple trie-based approach (a similar strategy was
adopted in previous work, e.g. [7, 29, 10, 11, 25, 24]). For
simplicity, we focus on Substring Count. A private trie for
the database is constructed top-down. Starting at the root,
we create a new child node for every letter in the alphabet,
connected by an edge labeled with the corresponding letter.
Then, for each leaf, we compute how many times the corre-

SIGMOD Record, March 2026 (Vol. 55, No. 1) 43



Figure 1: The trie of all su�xes of the strings in database D

from Example 1. The paths corresponding to all su�xes of
the string babe are in bold.

sponding letter occurs in D and add noise to this count. If
the noisy count exceeds a certain threshold, we expand this
node by adding a child for every letter in the alphabet. We
continue expanding the trie from the newly added leaves, but
in later rounds, when computing counts for a leaf, instead
of considering a single letter, we count how many times the
string obtained by concatenating the labels of the edges on
the root-to-leaf path occurs as a substring in D.

We repeat this process until no noisy count exceeds the
threshold. The main advantage of this top-down approach
is to avoid considering the entire universe by excluding pat-
terns that are not frequent as soon as a prefix is not frequent.
To make the algorithm ✏-di↵erentially private, the noise we
add has to scale approximately with the L1-sensitivity of
the true counts. The L1-sensitivity is here defined as how
much the true counts of the nodes in the trie can di↵er in
total if we replace a document in the database. Assume
D

0 = D \ {S} [ {S
0
}. Then, the count of a node is di↵erent

on D and D
0 if and only if the string represented by the

node is a substring of S or S
0 (or both). However, S and S

0

can each have up to ⌦(`2) di↵erent substrings. Thus, this
approach yields an error of ⌦(`2).

Idea for improvement. An important insight is that while
there are ⌦(`2) nodes in the trie that can be influenced by S

and S
0, these nodes can lie on at most 2` di↵erent root-to-

leaf paths, namely, the paths corresponding to the su�xes of
S and S

0. See Figure 1. Our idea is to leverage this property.
For this, we make use of the heavy path decomposition [28]
of a tree T , which partitions T into disjoint heavy paths and
has the property that any root-to-leaf path in T crosses at
most a logarithmic number (in the size of T ) of such heavy
paths. We will use these heavy paths to add noise in a way
such that the error depends on the number of heavy paths
containing nodes with a count that is di↵erent on D and D

0.
However, there are two main challenges. We cannot con-

struct the heavy path decomposition during the top-down
construction above, since this requires knowing the size of
the subtrees before they have been explored, but at the same
time, we need the noisy counts to decide which nodes to ex-
pand further. Alternatively, we could first construct the full
trie of the universe (all possible substrings of length `) and
then compute the heavy path decomposition. But in this
case, the size of the trie would be |⌃|

`, so the number of
heavy paths on a root-to-leaf path would only be bounded
by ` log ⌃, and therefore, the ` root-to-leaf paths which con-
tain nodes of di↵erent counts in D and D

0 can cross up to
⌦(`2 log ⌃) heavy paths.

Our algorithm. We now give an overview of our full algo-
rithm. As a first step, we reduce the universe size from |⌃|

`

to n
2
`
3, by computing a set of candidate frequent strings in a

di↵erentially private way. Recall that we need substrings not
occurring in our database D to appear in our candidate set
with non-zero probability. We show how to e�ciently obtain
this without exhaustively considering all such substrings.

We iteratively construct a collection P = P20 , . . . , P2blog `c

of sets of strings, such that the strings in P2k have length
2k, as follows. We first construct P20 by computing noisy
counts for all letters in the alphabet, and keep only those
with a noisy count above a certain threshold. To construct
P2k , we compute noisy counts of all strings obtained by con-
catenating two strings from P2k�1 , again keeping only those
with a noisy count above the threshold. We show that the
collection only contains substrings from D with high proba-
bility. Note that a document S can have at most ` substrings
of any fixed length, and we consider a logarithmic number
of lengths. Therefore, our noise needs to scale with ` log `.
We then use the following observation: any string of a given
length m which is not a power of two has an overlapping
prefix and su�x whose length is a power of two. Our final
candidate set consists of the collection P together with all
strings covered by a prefix and su�x from P.

Next, we build a trie from our candidate set and decom-
pose it into heavy paths. For every heavy path, we compute
(i) a di↵erentially private noisy count of its root, and (ii)
a di↵erentially private estimate of the prefix sums of the
di↵erence sequence of the counts on the path going down.
Specifically, for every node on the heavy path, we get an
approximation of the di↵erence between its count and the
count of the root. We can compute (ii) with low noise us-
ing a generalized variant of the binary tree mechanism [15].
We show that since any root-to-leaf path can cross at most
log(n2

`
3) = O(log(n`)) heavy paths, and a document S can

only influence counts on the at most ` paths correspond-
ing to its su�xes, this can be done with an error which is
O(` · polylog(n`)). This strategy gives our main result of
Theorem 1.

The improvement for q-grams stems from two observa-
tions: 1) since we only want to compute the counts for pat-
terns of a fixed length, we do not need to compute the full set
of candidate strings and can significantly simplify the algo-
rithm, and 2) for (✏, �)-di↵erential privacy, we show that we
can avoid computing noisy counts for patterns whose true
count is 0, without violating privacy.

1.3 Roadmap
In Section 2, we collect some background on string data

structures and di↵erential privacy. In Section 3, we present
the construction algorithm for our ✏-di↵erentially private
data structure for Substring Count. In Section 4, we
sketch a faster construction algorithm for Substring Count
restricted to q-grams with (✏, �) di↵erential privacy.

2. PRELIMINARIES
In this work, we use log to denote the binary logarithm

and ln to denote the natural logarithm. We use [a, b] to
denote the interval of integers {a, a + 1, a + 2, . . . , b � 1, b}.

A string S of length |S| = ` is a sequence S[0] · · · S[` � 1]
of ` characters drawn from an alphabet ⌃ of size |⌃|. The
string S[i] · · · S[j], denoted S [i, j], is called a substring of

44 SIGMOD Record, March 2026 (Vol. 55, No. 1)



S; S [0, j � 1] and S [i, ` � 1] are a prefix and su�x of S,
respectively. We say that a string P occurs in a string S i↵
there exists an i such that S [i, i + |P | � 1] = P . We use
⌃[a,b] to denote all strings S over ⌃ which satisfy a  |S|  b.

A trie for a collection of strings C = S1, . . . , Sn, denoted
TC , is a rooted labeled tree, such that: (1) The label on each
edge is a character of one or more Si. (2) Each string in
C is represented by a path in TC going from the root down
to some node (obtained by concatenating the labels on the
edges of the path). (3) Each root-to-leaf path represents a
string from C. (4) Common prefixes of two strings share the
same path maximally. For a node v 2 TC , we let str(v)
denote the string obtained from concatenating the labels on
the path’s edges from the root to v.

A compacted trie is obtained from TC by dissolving all
nodes except the root, the branching nodes, and the leaves,
and concatenating the labels on the edges incident to dis-
solved nodes to obtain string labels for the remaining edges.
The compacted trie can be represented in O(|C|) space and
computed in O(|C|) time [26].

Definition 2 (Lp-sensitivity). Let f be a function f :
�

n
! Rk for some universe �. The Lp-sensitivity of f is

defined as maxD⇠D0 ||f(D) � f(D0)||p.

The sensitivity of a function is a measure of how much
its output can di↵er between neighboring databases. The
Laplace Mechanism [14] computes the output of a function
plus Laplace noise with a scale depending on ✏ and the L1-
sensitivity of the function. Its properties are summarized in
the following corollary.

Corollary 1. Let f be a function f : �
n

! Rk for some
universe � with L1-sensitivity at most �1. Then there exists
an ✏-di↵erentially private algorithm A which for any D 2 �

n

outputs A(D) satisfying ||A(D) � f(D)||1  ✏
�1�1 ln(k/�)

with probability at least 1 � �.

Lemma 1 is due to Dwork and Lei [13] and shows how pri-
vacy degrades when combining multiple di↵erentially pri-
vate algorithms. For ✏-di↵erential privacy, this composition
lemma is tight in the worst case (for (✏, �)-di↵erential pri-
vacy, tighter results are known, but would only save loga-
rithmic factors in this work).

Lemma 1. Let A1 be an (✏1, �1)-di↵erentially private al-
gorithm �

n
! range(A1) and A2 an (✏2, �2)-di↵erentially

private algorithm �
n

⇥ range(A1) ! range(A2). Then A1 �

A2 is (✏1 + ✏2, �1 + �2)-di↵erentially private.

3. CONSTRUCTION ALGORITHM
In this section, we show how to construct our data struc-

ture. For simplicity, we focus on Substring Count. The
solution for Document Count is similar. We make the
following key observation.

Observation 1. For any document S 2 D and any length
m  `, the cumulative count

P
P2⌃m count(P, S) of all length-

m substrings of S is at most `.

This observation holds because, since the length of S is
bounded by `, S has at most ` � m + 1  ` fragments of
length m (one for each possible starting position). Thus the

total number of occurrences of its substrings of length m is
bounded by the same quantity. Observation 1 implies the
following.

Corollary 2. The L1-sensitivity of (count(P, D))P2⌃m

is bounded by 2`, for any m  `.

Our algorithm has 6 main steps.
Step 1. We run an ✏-di↵erentially private algorithm to

compute a set C of candidate frequent strings such that the
true count in D of any string not included in C is small, and
the set C is not too large.

Step 2. We build the trie TC of the candidate set C, and
construct a heavy path decomposition of TC .

Step 3. For every root r of a heavy path, we compute a
di↵erentially private estimate of count(str(r), D).

Step 4. For every heavy path p = v0, v1, . . . , v|p|�1 with
root r = v0, we consider the di↵erence sequence of counts
along the path: i.e., for a node vi on the path and its parent
vi�1, the ith element in the di↵erence sequence is given by
count(str(vi), D) � count(str(vi�1), D), for i = 1, . . . , |p| �

1. We use the binary tree mechanism [15] to compute a
di↵erentially private estimate of all prefix sums, sums⇤

p, of
each of the di↵erence sequences.

Step 5. We compute the noisy count of every node v

in TC , thus of every substring in C: For every node vi on
a heavy path v0, v1, . . . , v|p|�1, we set count⇤(str(vi), D) =
count⇤(str(v0), D) + sums⇤

p[i].
Step 6. We finally prune TC removing the subtrees with

su�ciently small noisy counts, and return the pruned trie as
our ✏-di↵erentially private data structure.

In the rest of the section, we detail this approach.

3.1 Step 1: Computing a Candidate Set
As a first step, we show how to compute a candidate set

C satisfying the following lemma.

Lemma 2. Let D = S1, . . . , Sn be a database of docu-
ments. For any ✏ > 0 and 0 < � < 1 there exists an
✏-di↵erentially private algorithm, which computes a candi-
date set C ✓ ⌃[1,`] enjoying the following two properties with
probability at least 1 � �:

• count(P, D) = O(✏�1
` log ` log(max{`

2
n

2
, |⌃|}/�)) for

any P 2 ⌃[1,`] not in C

• |C|  n
2
`
3

We compute the candidate set as follows.

1.1 Inductively construct sets P20 , . . . , P2j , with j = blog `c,
where P2k contains only strings of length 2k which ap-
pear su�ciently often as substrings in D according to
noisy counts;

1.2 Compute, for each m  ` which is not a power of 2,
the set Cm of all strings P of length m whose length-2k

prefix and su�x are in P2k , where k = blog mc;

1.3 The set C is finally obtained as the union of all the sets
computed in Steps 1.1 and 1.2.

More precisely, in Step 1.1 the algorithm first computes a
noisy count of all letters via the Laplace mechanism (Corol-
lary 1). From those, it computes the set P20 of letters whose
noisy counts are above a threshold ⌧ which is strictly larger
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than the error bound of the Laplace mechanism.Thus, with
high probability, we only keep letters appearing in D, i.e., at
most n`. It then constructs each of the sets P2k from P2k�1

by computing noisy counts for all strings obtained by con-
catenating two strings from P2k�1 and pruning those with a
noisy count lower than ⌧ . We maintain |P2k |  n` for all k.

Example 2. Consider the database D = {aaaa, abe,
absab, babe, bee, bees} from Example 1. The exact ver-
sions, P

⇥

20 , P
⇥

21 , P
⇥

22 , of the sets P20 , P21 , P22 (i.e. the sets
computed according to exact rather than noisy counts) with
a frequency threshold ⌧ = 1 are

P
⇥

20 = {a,b,e,s}

P
⇥

21 = {aa,ab,ba,be,bs,ee,es,sa}

P
⇥

22 = {aaaa,absa,babe,bees,bsab}

The noisy, ✏-di↵erentially private sets P20 , P21 , P22 that are
actually computed by the construction algorithm may contain
(with su�ciently low probability) substrings that do not occur
at all in D; or conversely, some substrings occurring in D

may be missing from the sets. A possible outcome of a noisy
computation of these sets for D is

P20 = {a,b,e,s}

P21 = {aa,ab,ba,be,bs,ee,sa}

P22 = {aaaa,absa,babe,bsab,aaab}

Note that the string es is missing from P21 although it oc-
curs once in D, and consequently, bees is missing from P22 ;
conversely, aaab is in P22 although it does not occur in D.

The noisy counts for the strings in P20 , . . . , P2j can be
obtained via the Laplace mechanism from their exact counts,
which in turn, can be computed e�ciently by building a
concatenation data structure [6] over the su�x tree of the
strings in D [17]. Details are in [5].

Step 1.2, that is, computing candidate sets for strings
whose lengths are not powers of 2, can be done as a post-
processing step using sets P20 , . . . , P2j , thus it does not en-
tail any further privacy loss. For any 2k

< m < 2k+1, the
set Cm contains all strings of length m having their length-
2k prefix and su�x in P2k , regardless of whether they occur
in D. Note that |Cm|  n

2
`
2 for each m.

Example 3. Consider the same database D and sets P20 ,
P21 , P22 as in Example 2. The set C3 is

C3 = {aaa, aab, aba, abe, abs, baa, bab, bee, bsa, eee, saa, sab}

C3 contains all possible strings of length 3 whose length-2
prefix and su�x are in P21 ; these strings can be obtained by
taking all ordered pairs of strings Q1, Q2 2 P21 such that the
length-1 su�x of s1 is equal to the length-1 prefix of s2: in
this case, we say that Q1 and Q2 have a su�x/prefix overlap
of length 1. Note that many strings of C3 (e.g. aba) do not
occur at all in D although, in this example, all strings of P21

do. This is a normal behavior of our construction algorithm,
and it is crucial to guarantee ✏-di↵erential privacy.

The set C5 is obtained from P22 by taking all ordered pairs
of strings with a su�x/prefix overlap of length 3: we have

C5 = {aaaaa, aaaab, absab}

In general, the strings of a set Cm with 2k
< m < 2k+1 can be

obtained by computing all pairs Q1, Q2 2 P2k such that the

length-(2k+1
�m) su�x of Q1 is equal to the length-(2k+1

�

m) prefix of Q2. These pairs can be computed e�ciently by
constructing an LCE data structure [4]: details are in [5].

The complete candidate set C is finally obtained as the
union of the sets P2j and Cm constructed in Steps 1.1 and
1.2. The above algorithm implies Lemma 3.

Lemma 3. Given D = S1, . . . , Sn a database over ⌃[1,`],
a set C satisfying the properties of Lemma 2 can be computed
in time O

�
n

2
`
3 log log(n`) + n

2
`
4
�

and space O(n2
`
4).

3.2 Steps 2 to 4: Heavy Paths and Difference
Sequences

The next steps are to arrange C in a trie TC and compute
its heavy path decomposition. Note that the number of
nodes |TC | is bounded by the total length of strings in C,
which is in turn bounded by n

2
`
4. This step of the algorithm

exploits the way the counts associated with nodes of TC can
vary in neighboring databases. A first key observation is as
follows: Consider the counts of the string str(v) associated
with any node v of TC in two neighboring databases D and
D

0 = D \ {S} [ {S
0
}. The di↵erence of the counts of str(v)

in D and D
0 depends only on how many times str(v) occurs

in the strings S and S
0 by which D and D

0 di↵er:

Observation 2. For any node v in TC and any two neigh-
boring databases D and D

0 = D\{S}[{S
0
}, |count(str(v), D)�

count(str(v), D0)| = |count(str(v), S) � count(str(v), S0)|.

Let us now focus on how the counts computed in neigh-
boring databases can vary along paths of TC . For any path
p = v0, v1, . . . , v|p|�1 in the trie TC , we define the di↵er-
ence sequence of count on p as the (|p| � 1)-dimensional
vector di↵p(D)[i] = count(str(vi), D) � count(str(vi�1), D)
for i = 1 . . . |p| � 1: see Figure 3(a) for an example. Note
that the counts associated to the nodes of a path are non-
increasing when descending the path: this is because, if vj

is a descendant of vi, then str(vi) is a prefix of str(vj), thus
count(str(vi), S) � count(str(vj), S). This allows us to prove
Lemma 4 (the proof is in [5]).

Lemma 4. Let D and D
0 = D \ {S} [ {S

0
} be two neigh-

boring databases. Then, for any path p with root r in TC,
||di↵p(D)�di↵p(D0)||1  count(str(r), S)+count(str(r), S0).

We now pair these properties with the well-known heavy
path decomposition of a tree T , defined as follows. Every
edge is either light or heavy. There is exactly one heavy
edge outgoing from every node except the leaves, defined
as the edge to the child whose subtree contains the most
nodes; ties are broken arbitrarily. The longest heavy path is
obtained by following the heavy edges from the root of T to a
leaf: note that all edges hanging o↵ this path are light. The
other heavy paths are obtained by recursively decomposing
all subtrees hanging o↵ a heavy path. We call the topmost
node of a heavy path (i.e., the only node of the path which
is not reached by a heavy edge) its root. The heavy path
decomposition of a tree with N nodes can be constructed in
O(N) time and has the following important property [28]:

Lemma 5. Given a tree T with N nodes and a heavy path
decomposition of T , any root-to-leaf path in T contains at
most dlog Ne light edges.
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Figure 2: The trie of the candidate set from Example 3. Bold
edges are heavy; bold nodes are the roots of the heavy paths.

Example 4. Consider the candidate set C = P20 [ P21 [

P22 [ C3 [ C5 computed in Examples 2 and 3. The trie TC of
C with its heavy path decomposition is depicted in Figure 2.

We now exploit Lemma 5, together with the fact that any
string S of length at most ` (not necessarily included in
the database from which TC has been constructed) can only
influence counts over the at most ` paths of TC corresponding
to its su�xes, to arrive at Lemma 6.

Lemma 6. Let r0, r1, . . . , rk be the roots of the heavy paths
of TC, where r0 is the root of TC. Then for any string
S of length at most `, we have

Pk
i=0 count(str(ri), S) 

`(dlog |TC |e + 1) = O(` log(n`)).

Observation 2 and Lemma 6 give that the L1-sensitivity
of (count(str(ri), D))k

i=0 is bounded by `(dlog |TC |e + 1) =
O(` log(n`)). Additionally note that, since TC has at most
n

2
`
3 leaves, there are at most n

2
`
3 heavy paths. Together

with Corollary 1, this gives an ✏-di↵erentially private algo-
rithm to compute noisy counts for the heavy paths roots:

Corollary 3. Let r0, . . . , rk be the roots of the heavy
paths of TC. For any ✏ > 0 and 0 < � < 1, there exists an ✏-
di↵erentially private algorithm to estimate count(str(ri), D)
up to an additive error at most O(✏�1

` log(n`) ln(k/�)) =
O(✏�1

` log2(n`/�)) with probability at least 1 � �.

Additionally, Lemmas 4 and 6 give that the sum of L1-
sensitivities of the di↵erence sequences over all heavy paths
is bounded by 2`(dlog |TC |e + 1). As the next step, we show
how to privately compute all prefix sums of the di↵erence
sequences of all heavy paths with an error O(`dlog |TC |e) up
to poly-logarithmic terms. This is achieved using a variant
of the binary tree mechanism [15] on the di↵erence sequence
of each heavy path. The binary tree mechanism works as
follows: To compute a di↵erentially private estimate of all
prefix sums of a finite sequence, we first divide the sum into
partial sums of power-of-two many elements, and add noise
to each partial sum. That is, to compute all prefix sums of a
sequence a1, . . . , aQ, we first compute a noisy value of each
ai, then of a1 + a2, a3 + a4, . . . , then of a1 + a2 + a3 + a4,
a5 +a6 +a7 +a8, and so on. The main idea is that any value
ai can influence at most log Q of these partial sums, and
we can compute an estimate of any prefix sum by summing
at most log Q of the noisy partial sums. We describe this
approach in detail in [5, Lemma 3.9].

A schema of the application of Corollary 4 to one of the
heavy paths of the trie of Figure 2 is in Figure 3.

Corollary 4. Let p0, . . . , pk be all heavy paths of TC.
For any ✏ > 0 and 0 < � < 1, there exists an ✏-di↵erentially

Figure 3: (a) The heavy path rooted at the root of the trie of
Figure 2; the real counts are in blue, the di↵erence sequence
is in red. The root represents the empty string, assumed to
occur at every position of the database D from Example 3. (b)
The partial sums of the di↵erence sequence (without noise).
The algorithm computes a noisy version of the values in the
table shown.

private algorithm which estimates
Pi

j=1 di↵pm(D)[j] for all
i = 1, . . . , |pm| and all m = 0, . . . , k up to an additive error
at most

O
�
✏
�1

` log(n`) log ` log(`k/�)
�

= O
�
✏
�1

` log ` log2(n`/�)
�

with probability at least 1 � �.

Combining the construction algorithm of Section 3.1 with
the results of this section, we obtain the following.

Lemma 7. Given the representation of C output by the
algorithm of Section 3.1 for a database D of n documents
from ⌃[1,`], a trie TC and its heavy path decomposition, noisy
counts of the heavy path roots and noisy prefix sums on the
heavy paths can be computed in O(n2

`
4) time and space.

3.3 Steps 5 and 6: Putting Everything Together
Finally, we compute the noisy counts for each node and

prune the trie as follows. For a heavy path p = v0, v1, . . . , v|p|�1

with root r = v0, let count⇤(str(r), D) be the noisy count
computed for the root, and let sums⇤

p[i] be the noisy estimate

of
Pi

j=1 di↵p(D)[j]. Then for any node vi on the path with
i > 0, we compute count⇤(str(vi), D) = count⇤(str(r), D) +
sums⇤

p[i].
Parameters. To obtain an ✏-di↵erential private algorithm,

we set ✏
0 = ✏/3 and failure probability �

0 = �/3 in Steps 1,
3, and 4 of the algorithm.

Let ↵ be the sum of the error bounds for Corollaries 3
and 4 which each hold with probability 1 � �

0. We have
↵ = O(✏�1

` log ` log2(n`/�)). As a final step, we prune TC

by traversing the trie from the root, and for any node v

with count⇤(str(vi), D) < 2↵, we delete v and its subtree.
We return the resulting pruned trie T

⇤ together with noisy
counts count⇤(str(v), D) for every node v 2 T

⇤.
By the composition theorem (Lemma 1), the whole algo-

rithm is ✏-di↵erentially private. By a union bound, all its er-
ror guarantees hold together with probability 1�3�

0 = 1��.
Thus, we get with probability 1 � � a trie T

⇤, with the fol-
lowing properties.

• For each node v 2 T
⇤, by Corollaries 3 and 4,

|count⇤(str(v), D) � count(str(v), D)|  ↵ =

O
�
✏
�1

` log ` log2(n`/�)
�
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Figure 4: A possible output of the construction algorithm for
the database of Examples 2 and 3, obtained by pruning the
trie in Figure 2 according to noisy counts. Each node contains
its noisy count. Dashed nodes contain erroneous counts: the
exact count of v1 is 1; v2 has been pruned because of the
noise, but its exact count is 1; the exact count of v3 is 0, but
it has not been pruned due to the added noise.

• Every string P 2 ⌃[1,`] which is not present T
⇤ was ei-

ther: (i) not present in C, in which case count(P, D) =
O(✏�1

` log `(log(n`/�) + log |⌃|)) by Lemma 2; or (ii)
deleted in the pruning process of TC , in which case
count(P, D) < 3↵ = O(✏�1

` log ` log2(n`/�)).

• Any string P 2
P[1,`] in T

⇤ has a count at least 2↵ �

↵ > 1. Therefore, T
⇤ has at most O(n`

2) nodes.

To query the resulting data structure for a pattern P , we
match P in the trie, and if there is a node v with str(v) = P ,
we return the approximate count count⇤(str(v), D) saved at
v. If P is not present, we return 0. This requires O(|P |)
time. In summary, we have obtained Theorem 1.

4. EFFICIENTLY COUNTING Q-GRAMS
In this section, we give an intuition of why an (✏, �)-

di↵erentially private data structure that answers q-gram count-
ing queries in optimal time matching the error bounds of
Theorem 2 (for Document Count) and those of Theorem 1
(for Substring Count) can be constructed more e�ciently
than the general ✏-di↵erentially private data structure of
Section 3. Specifically, we show how such a data structure
can be computed in O(n`(log q + log |⌃|)) time and O(n`)
space:

Similar to the algorithm of Section 3, the construction
algorithm restricted to q-grams begins by computing sets
P20 , P21 , . . . , P2j , with j = blog qc, containing substrings of
geometrically increasing length with su�ciently high noisy
counts in D. However, for the less stringent model of ap-
proximate di↵erential privacy, we crucially observe that we
can avoid considering substrings that do not appear in D.

As a consequence, sets P20 , P21 , . . . , P2j can be computed
by filtering the substrings occurring in D according to noisy
counts, rather than generating a quadratic number of candi-
date strings at every step. This removes the computational
bottleneck of the algorithm of Section 3.

The algorithm proceeds inductively starting from P20 : It
computes noisy counts for all letters of ⌃ occurring in D at
least once, and filters out those whose noisy count is below
an appropriately chosen threshold ⌧ . For all subsequent sets
P2k , it computes noisy counts for all length-2k strings that

occur in D and whose length-2k�1 prefix and su�x are in
P2k�1 . Finally, it computes the set Pq of strings occurring
in D whose length-2j prefix and su�x are in P2j and whose
noisy counts exceed ⌧ , and returns a compacted trie of Pq

with a noisy counter for each node.
To perform these steps e�ciently, we rely on the su�x tree

of D [16] preprocessed to answer weighted ancestor queries in
O(1) time [3], and we represent sets P20 , . . . , P2j implicitly
in the su�x tree. Details are in [5].

5. CONCLUSION AND DISCUSSION
In this paper, we present the first di↵erentially private

data structures for two fundamental pattern matching prob-
lems, Document Count and Substring Count. We show
upper bounds on the error for these problems and comple-
ment them with lower bounds, showing that the accuracy
of our data structures is tight up to polylog(n`) terms. We
extend this to get improved di↵erentially private algorithms
for frequent pattern mining and frequent q-gram mining. Fi-
nally, we present new data structures for counting on trees.

To achieve our results, we have developed several new
techniques and combinations thereof for private data struc-
tures on strings and trees, including a new way to com-
pute counting functions on tree structures using tree heavy
path decomposition combined with the binary tree mech-
anism. Since such counting problems are basic primitives
in computer science, our techniques are likely applicable in
a wide range of areas. For example, possible applications
could include string indexing for complex patterns (e.g.,
multiple patterns, regular expressions, and patterns with
wildcards) and geometric data structure problems such as
higher-dimensional range searching.

A key feature of our result is that we construct a di↵eren-
tially private data structure that we can ask many queries on
without incurring further loss of privacy. While some di↵er-
entially private data structures are known, we believe there
is significant unexplored potential in designing di↵erentially
private solutions for classic data structure problems.

Our error bounds for pattern matching in the ✏-di↵erential
privacy setting depend linearly on the string lengths and
logarithmically on the number of strings. Thus, we ex-
pect our approach to perform well on databases contain-
ing many short or semilong strings, e.g., next-word sugges-
tions or transit data. On the other hand, in scenarios with
very long strings, e.g., genomic sequences, the error may be
too large for practical applications. However, by our lower
bound, this is unavoidable for ✏-di↵erential privacy if we
want to protect entire strings. It is an interesting open ques-
tion whether our error bounds for approximate di↵erential
privacy can be improved or shown to be tight.

For large databases, our construction time and space for
general counting on strings may be infeasible. For q-grams,
however, the construction time is almost linear. It is a rele-
vant open problem whether the construction time and space
can be improved in the general case.

In our presentation, we have focused on simplicity, and we
have not attempted to optimize constants in our approach.
However, when implementing our algorithms, one can likely
obtain better error guarantees, e.g., by allocating the privacy
budget di↵erently across the algorithm’s components.
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