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Differential privacy has become the de facto privacy standard, as
it is widely employed by various organizations. However, only a
few research works have focused on strings (e.g., [1, 2, 5]). This
is surprising, given that strings are fundamental in modeling, for
example, genomic sequences, mobility traces, or text logs. One of
the key tasks in string database analysis is to count the occurrences
of string fragments in the database: for instance, extracting fre-
quent patterns or g-grams, or publishing word frequency statistics.
Most existing differentially private algorithms for string mining
are largely heuristic and come with little or no worst-case error
analysis, which is a major limitation given the fact that strings
appear in key domains for decision making.

The paper “Differentially Private Substring and Document Count-
ing” by Bernardini, Bille, Gortz, and Steiner addresses this limitation
by providing the first near-tight accuracy bounds and efficient data
structures for the SUBSTRING CoUNT and DOCUMENT COUNT prob-
lems under differential privacy. The SUBSTRING COUNT problem
asks to count the total number of occurrences of a given string P
(referred to as pattern) in a given collection of strings D (referred
to as database). The DocuMENT COUNT problem asks to count the
total number of strings in O that contain P.

Both problems could intuitively be solved by building a data
structure on 9, answering a user query on 9, and then protecting
the query answer by making it differentially private before return-
ing it to the user. However, if one were to answer many queries,
then the privacy loss would grow with the number of queries an-
swered, significantly weakening the offered privacy and making
the data structure less useful over time. In contrast, the approach
by Bernardini et al. is to design a data structure for these problems,
which itself (rather than each query answer) is differentially private
and can be queried for an arbitrary number of patterns without any
privacy loss. To enforce privacy, this approach hides the presence or
absence of any string in D, as it requires the answer to be (almost)
the same in any two neighboring databases that differ by a single
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string. To preserve data utility, the data structure outputs a noisy
(differentially private) count for any query, while minimizing the
additive error.

Such a data structure could be applied, for instance, to analyze
DNA databases by counting how often some mutation patterns ap-
pear in a population ( SUBSTRING COUNT queries) without exposing
highly identifying data like ethnicity or family relationships; or to
find out how many patients followed specific treatment patterns in
a corpus of treatment histories (DocUMENT COUNT queries) while
satisfying legal privacy requirements like HIPAA and GDPR.

While the most general data structure for the strictest model
of differential privacy proposed by Bernardini et al. is arguably
not yet practical because of the high construction time, their data
structure to answer queries for fixed-length g-grams under the less
strict model of approximate differential privacy can be constructed
in almost linear time in the database size, and it is thus of practical
relevance.

Such a practical data structure could be successfully applied,
for instance, to publish top-trending query g-grams in corpora of
search query sequences without leaking users’ private information
like political beliefs or health concerns. Another important and
impactful application would be in releasing g-gram frequency sta-
tistics in natural language collections, a task that is particularly
relevant for training LLMs on private texts.

Interestingly, the techniques in Bernardini et al. can be easily
adapted to enforce differential privacy or approximate differential
privacy on popular counting problems on trees [3, 4].
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