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ABSTRACT

A key need in different disciplines is to perform analytics
over fast-paced data streams, similar in nature to the tra-
ditional OLAP analytics in relational databases, i.e., with
filters and aggregates. Storing unbounded streams, how-
ever, is not a realistic approach due to the high storage
requirements, and the delays introduced when storing mas-
sive data. Accordingly, many synopses/sketches have been
proposed that can summarize the stream in small memory
(usually sufficiently small to be stored in RAM), such that
aggregate queries can be efficiently approximated, without
storing the full stream. However, past synopses predomi-
nantly focus on summarizing single-attribute streams, and
cannot handle filters and constraints on arbitrary subsets
of multiple attributes efficiently. We propose OmniSketch,
the first sketch that scales to fast-paced and complex data
streams (with many attributes), and supports count aggre-
gates with filters on multiple attributes, dynamically chosen
at query time. The sketch offers probabilistic error guaran-
tees, a favorable space/accuracy trade-off, and a worst-case
logarithmic complexity for updating and for query execu-
tion. We demonstrate experimentally with real and syn-
thetic data that the sketch outperforms the state-of-the-art,
and that it can approximate complex ad-hoc queries within
the configured accuracy guarantees, with small memory re-
quirements.

1. INTRODUCTION

Filters and aggregates constitute the workhorse of data
analytics, and are implemented in all databases. Accord-
ingly, indexing and storage techniques have been implemented
to answer such queries efficiently, even over big data. How-
ever, analytics on streaming data raises new challenges, which
call for novel approaches. In particular, due to the large
size of contemporary streams — most of them are, in fact,
unbounded — storing the full stream such that it can be
processed later for answering ad hoc queries becomes im-
practical. Second, in typical streaming applications, such as
monitoring of network traffic data or finance data, extremely
fast query response times (in the order of milliseconds) are
required to support reactive applications. For example, in
network monitoring for early DoS detection, a delay of a cou-
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ple of seconds when answering a query for up-to-date net-
work statistics may provide sufficient time to an attacker for
compromising a corporate network. Third, the high stream
update rate (millions of updates per second) that is typical
in contemporary streams presents a key obstacle for using
traditional data structures to speed-up the queries, e.g., by
maintaining different types of indices.

The go-to techniques to handle streaming analytics are
sketches: compact data structures that summarize the stream,
typically with a fixed space complexity. These structures can
be updated and queried in constant or polylogarithmic time,
with theoretical error guarantees, and they typically work by
relying on randomly chosen hash functions to transform the
stream into a small-space summary [3]. The key idea is that
the user knows the (set of) interesting queries for the user,
and initializes the necessary sketches for addressing these
queries before observing the stream. Sketches sacrifice some
accuracy for a drastic improvement in space complexity, high
throughput, and extremely fast querying. Most sketches
are also backed by rigorous theoretical analysis, which al-
low the user to control the space/accuracy trade-off, with
probabilistic accuracy guarantees. Owing to their simplicity
and high performance, sketches have been widely adopted
across distinct domains (both research and industrial appli-
cations), to meet diverse requirements. For example, Bloom
filters [2] and their variants are frequently used for support-
ing membership queries on large sets, the celebrated AMS [1]
sketches are used for computing L2 norms and similarities
over distributions, HyperLogLog sketches [6] are frequently
used for estimating distinct counts in streaming multisets,
and Count-Min sketches [4] are the de facto data structure
for approximating stream distributions.

The key limitation of sketches, however, is that each sketch
can be used to address only one, or at best, a few, query
templates — predefined structures for aggregate queries on
a stream, defined by a fized set of predicate attributes but
allowing for variable predicate values. For example, consider
the use case of network monitoring, which is crucial for en-
suring the reliability, security and performance of network
systems. Here, the Count-Min sketch is often used to main-
tain frequency statistics. A standard IPv4 packet header de-
fines at least 13 attributes, including version, header length,
total length, source and destination address, protocol. As a
running example throughout this work, we consider a sim-
plified IPv4 header stream of Figure 1, which contains just 4
attributes. To estimate queries adhering to query template
SELECT COUNT(*) FROM STREAM WHERE ipSrc=? (i.e., num-
ber of packets per IP address), a Count-Min sketch using the
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ipSrc ipDest totallen dscp
131.1.2.1(23.11.1.2 40 0
147.3.4.7(147.3.4.8 48 32
147.3.4.7(147.3.4.8 56 32
147.3.4.7|147.3.4.9 56 8
147.3.4.8(147.3.4.7 40 32

Figure 1: A (simplified) stream, used as the running exam-
ple. A sample query with multiple predicates on this stream
may be, e.g., SELECT COUNT(*) FROM stream WHERE ip-
Src=131.2.2.1 AND ipDest=142.1.4.7 AND totalLen>40
AND dscp=0

source IP address as the hash key is required (see Section 2).
Monitoring the number of packets received per destination
IP (ipDest) can be done with another query template — thus
an additional sketch that hashes on ipDest. To monitor the
number of packets exchanged between any two IPs, we need
to maintain yet another sketch, that uses the concatenation
of the source-destination IP addresses as key.

In exploratory data analysis, the analyst requires the flex-
ibility to answer any frequency query on the IPv4 stream, on
any possible combination of predicates. However, the num-
ber of Count-Min sketches to support any potential query
template grows exponentially with the number of attributes.
In the toy example of Fig. 1, already (2 — 1) sketches will
need to be maintained, whereas in the non-simplified sce-
nario with all 13 attributes, we would need to maintain
O(2'®) sketches. This requirement stems from the way the
sketches are constructed and queried: inserting a tuple in
the sketch is done by hashing together the same subset of
attributes that will be used as query predicates later. Gen-
eralizing to arbitrary scenarios, estimating frequency distri-
bution for all possible combinations of p predicates requires
the maintenance of 2P — 1 sketches. This is clearly infeasi-
ble, because of both the involved space complexity and the
strict efficiency constraints that arise in the context of data
streams.

Our contribution: OmniSketch.

OmniSketch is the first sketch that allows compact and
efficient summarization of (possibly unbounded) fast-paced
streams, and subsequent efficient execution of general queries,
decided at query time, with accuracy guarantees. The sketch
combines the compactness of sketches, which is necessary
for reducing the memory constraints, with the generality of
sampling, which is key for supporting general queries, on
predicates that are dynamically decided at query time. In
a nutshell, OmniSketch consists of one compact sketch per
attribute — a 2d matrix, similar to Count-Min sketch. Each
cell in these matrices contains a fixed-size sample of the in-
serted record-ids that hash in the cell. At query time, abri-
trary conjunctions of predicates are supported by looking-up
each predicate individually on the corresponding attribute
sketch, and computing the intersection of the results (the
retrieved record-ids), thereby translating the conjunction of
predicates into a set-intersection problem.
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Unlike previous work, OmniSketch offers computational
complexity (for both updates and queries) that scales lin-
early with the number of attributes — instead of exponen-
tially — rendering it the only viable, general-purpose solu-
tion, to date, for summarizing fast-paced streams with many
attributes in small space and with efficient querying. The
sketch comes with formal error guarantees, and an auto-
mated initialization algorithm that builds on the theoretical
analysis to fully utilize the available memory.

We evaluate OmniSketch experimentally on both real and
synthetically-generated streams, and compare it with Hy-
dra, the state-of-the-art competitor. Our experiments con-
firm that OmniSketch is the only viable option for summa-
rizing complex streams, and comes with a favorable accu-
racy/efficiency trade-off. In contrast, Hydra becomes ex-
tremely slow when summarizing streams with five or more
attributes, and therefore fails to effectively summarize fast-
paced streams.

Roadmap.

The remainder of the paper is structured as follows. In
Section 2 we present the preliminaries and discuss the re-
lated work. In Section 3 we present OmniSketch and analyse
its theoretical properties, whereas Section 4 summarizes our
experimental results. We summarize the work and conclude
with future plans in Section 6.

2. PRELIMINARIES

OmniSketch inherits the basic structure of Count-Min
sketches [4], and builds on the theory of min-wise hash-
ing [18]. We will now briefly present these two works, to
the depth required for understanding our work.

Count-Min sketch.

The Count-Min sketch, proposed in 2005 [4], quickly be-
came the de facto sketch for approximate frequency distri-
butions of streaming data. A Count-Min sketch C'M is a
2-dimensional array of width w and depth d, accompanied
by d pairwise-independent hash functions {hi,ha,...,hq}
that map the input to the range {1,...w}. Let CM|j, k] de-
note the counter at cell (4,%) in the sketch’s 2-dimensional
array. A record r (e.g., an IP address) is added once to
the sketch by increasing the count at C'M|j, h;(r)], for all
j € {1...d}. The frequency of any query item g in the
stream can be estimated by finding the corresponding cells
CM]|j, h;(q)] per row j, and returning the minimum count,
ie., f(g) = minjeqr. ay(CM[j, h;j(g)]). Due to hash colli-
sions (items other than ¢ that fall in the same counters)
f(q) is potentially an overestimate of the true frequency
f(g). By setting w = [e/e] and d = [In(1/§)], we have
that f(q) — f(¢) < eN with probability > 1 — §, where N is
the length of the stream.

It is straightforward to use Count-Min sketches for sum-
marizing frequency distributions of pairs, triples, or arbi-
trary subsets of attributes. For instance, in the running
example of Fig. 1, one could summarize the distribution of
<ipSrc,ipDest> by simply using the concatenation of the
two attributes as a composite key in all hashes — both at
insertion and querying. A single Count-Min sketch is then
required, per attribute combination. This approach how-
ever becomes prohibitively expensive when we need to sum-
marize many such combinations. Even worse, in the typi-
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cal exploratory data analytics scenario where the interesting
combinations are decided at query time — based on the in-
termediary results — the number of sketches that need to be
constructed grows exponentially to the number of attributes.
Hence, this naive approach does not scale.

Min-wise hashing.

OmniSketch relies on min-wise hashing to estimate the
cardinality of the intersection of multiple sets. The key idea
behind all min-wise hashing schemes is to hash all items in
each set using one or more hash functions, and to keep only
the B items with the smallest hash values per hash function
as samples of each set. The size of the intersection of these
samples for the different sets can then be scaled to estimate
the cardinality of the intersection of the sets.

The min-wise hashing algorithm that we will be using in
this work estimates the sets intersection cardinality as fol-
lows [18]: Let Ry, Ra,..., R, denote the p sets for which
we want to estimate the cardinality of their intersection.
First, we construct the summary S; for each set R; by hash-
ing each item with a global hash function g(-) — {0,1}?,
and retaining the B smallest hash values, with b set to at
least [log(4B%®/5)]. The cardinality of the intersection of

p sets |Rn| = |R1 N ...Rp| can then be estimated from
. P

these summaries as Rn = | ) Si| * Nmax/B with Nmax =
i=1

i=
max’;_; |R;|. This estimate comes with (e, d) guarantees
when R > 3nmax 10g(2p/6)/(Be?). When the above con-
dition fails, a weaker bound can be shown: 0 < |Rn| <
4nmax log(2p/8)/ (Be?), with probability 1 — 6v/B.

We chose min-wise hashing over other sampling methods,
since this algorithm has been shown to perform equally well
or outperform other sampling methods (including [13, 14]),
and has space complexity that nearly matches the theoret-
ical lower bound for the problem [18]. Furthermore, the
chosen algorithm works with streaming data, as the samples
can be maintained incrementally.

The stream model and supported queries.

The input data is a stream of records, e.g., similar to
the records of our running example of Figure 1. Let A =
{a1,a2,...,a)4} denote the stream attributes (in the run-
ning example, ipSrc, ipDest, totalLen, dscp). Each record
also comes with a unique record id (rid), denoted by ao. If no
record keys exist, such unique rids can be easily constructed
at ingestion time (e.g., using an arrival counter). We assume
a landmark stream query model [17], where a query can be
posed any time, and refers to all stream arrivals until that
time. Formally, let R = {reci,recs,...recny} denote the
stream arrivals up until query time. The query ¢ is a count
query, comprising a conjunction of selection predicates for
any subset {a;, a;,ax,...} of A:

Count (rec € R | rec satisfies ¢ = q; Agj AN gk .. .)

where each predicate ¢; can be a disjunction of range and
equality predicates on an individual attribute a;.

Other Related Work.

The state-of-the-art sub-population sketch for multi-di-
mensional data streams is Hydra [16]. At the outer layer,
Hydra consists of a Count-Min sketch of width w and depth
d, accompanied with d pairwise-independent hash functions
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that map the input domain to [1...w]. Each cell in this
sketch contains a nested universal sketch [15], for keeping
detailed statistics. When a record of p attributes is read,
it is hashed as follows. First, all 2 — 1 possible combina-
tions of the record’s attributes are computed. Each of these
combinations defines a sub-population where this record be-
longs. Each combination is then hashed with the d hash
functions to find the corresponding cells in the outer sketch
(one cell per row), and the combination is finally added in
the contained universal sketches. For query execution, the
query predicates are combined to create a key, which is then
hashed using the same d hash functions for finding the cor-
responding cells in the outer sketch. We then query the
nested universal sketch using the same key, to estimate the
frequency.

In a thorough experimental evaluation, Hydra is shown
to outperform other approaches, and provides interactive
query latency. However, the sketch has two critical down-
sides that make it a non-viable option for streams with many
attributes. First, recall that each record is added 2P — 1
times in the sketch, with different keys — once per possible
combination. As we will demonstrate later, this exponen-
tial complexity becomes a challenge already for a modest
number of indexed attributes, i.e., p = 4, in terms of time
complexity, causing problems when summarizing fast-paced
streams. Second, because of this sharp increase (exponen-
tial with p) of the number of additions to the sketch, the
approximation error also rapidly increases. Our experimen-
tal results show that while Hydra demonstrates excellent
performance for small p values, its error (as well as update
time) increase exponentially with p.

Techniques for set cardinality estimation.

A number of other sampling-based techniques have been
proposed in the literature for estimating the cardinalities of
set unions, set intersections, and arbitrary set expressions
over (insert-only) record streams [8, 5, 13, 11, 12]. At their
core, these methods are similar to min-wise hashing, with
similar complexities and theoretical guarantees. In principle,
any of these could also be used in OmniSketch to construct
the nested sketch. It is important to note, however, that
none of these methods (including min-wise hashing) provides
support for predicate-based filtering. Consequently, they
cannot be directly utilized to estimate answers to aggregate
queries with predicates, which is the main focus of our work.

3. OMNISKETCH: FREQUENCY ESTIMA-
TION WITH ARBITRARY PREDICATES

We now present OmniSketch, a sketch that allows efficient
frequency estimation of queries with predicates over fast-
paced streams. We gradually construct the final sketch, in
three successive steps. Initially, we describe an extension of
the standard Count-Min sketch, termed SO, that maintains
additional data in the cells. This additional information
is leveraged for estimating cardinalities involving predicates
using a straightforward generalization of the Count-Min es-
timator. Then, keeping the SO sketch structure unchanged,
we present an improved estimation algorithm and the cor-
responding theoretical analysis to tighten the error bounds,
at no extra complexity. We refer to the new sketch estima-
tor as SOn, to distinguish from the earlier estimator (termed
SOmin). Finally, we present the ultimate OmniSketch (S1)
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Table 1: Frequently used notation.

Notation | Description

N Stream length

f(q) Number of records satisfying query q

d Sketch depth (number of rows)

w Sketch width (number of columns)

B Maximum sample size per cell

CM; Sketch for attribute ¢

CM;[j, k] | Cell at row j, column k, of sketch C'M;

hl() Hash function for attribute sketch, row j of attribute ¢
Si(j, k) Set of records in the sample of cell C'M;[j, k|

C(q) Set of cells CM;[j, b (vq; )] accessed to answer the query
Nmax Max. number of records hashed to any cell CM;[j, k] € C(q)

which combines SO~ with a sampling technique to guaran-
tee sublinear space complexity. Unlike previous works, all
three sketches allow very efficient updates and queries, with
logarithmic complexity.

All three sketches are based on a common architecture:
each sketch comprises a collection of sub-sketches, with one
sketch assigned to each searchable attribute, i.e., an at-
tribute for which predicate support is desired. We refer
to the sub-sketches as attribute sketches, and denote them
by CMi, CMz, ... CM,,), where A corresponds to the
set of searchable attributes. Each CM; is an array of size
w X d, accompanied with d pairwise-independent hash func-
tions hi(-),h2(-), ..., h¢(-) (similar to Count-Min sketches).
However, unlike traditional CM-sketches, each cell in CM;
contains a list of record ids (rids), or their fingerprints. Rids
are placed/hashed in each sketch based on the record value
on the corresponding attribute. During query execution, the
attribute sketches corresponding to the query’s predicates
are queried, and the record ids retrieved by these are inter-
sected, to compute an estimate of the answer. Figure 2 illus-
trates the general sketch architecture, for a sample dataset
with searchable attributes: <ipSrc, ipDest, totalLLen, dscp>.
The difference between the three sketches relates to: (a) the
way the record ids are sampled and stored in the attributes
sketches, and, (b) the theory backing the estimators, which
affects the tightness of the bounds.

In the ensuing discussion, we use A = {a1, az,...,a4)} to
denote the set of searchable attributes, g to denote a query
that contains p predicates, and ¢; to denote the predicate for
attribute a; € A. For ease of presentation, unless otherwise
mentioned, we assume that each predicate ¢; is an equality
predicate on attribute a; with a constant value vg,; that
is, ¢; := (a; = vg,). The domain of each attribute a; is
denoted by D(a;). Without loss of generality, we assume
that ¢ contains all attributes of A, i.e., p = |A] (if some
of the attributes are not contained in the query, we simply
ignore the corresponding sketches during query execution);
in general, p < |A|. The notation is summarized in Table 1.

3.1 Sketch so: Count-Min with rid-sets for es-
timating queries with predicates

Initialization.

At initialization time, we choose uniformly at random
|A| x d pairwise-independent hash functions hi(-), h3(-),
..,,h‘dA‘(~), with h7() : D(a;) — {1,...,w}. We also con-
struct | A| arrays CMy, CMa...,CM)|y, of size w x d, and
initialize each of their cells to contain an empty linked list.
In order to get (e,0)-guarantees on the estimate, we set

w=1+[e/e] =0O(1/e) and d = [In(1/4)].
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A
ipSrc ipDest dscp
d
1
Jr
w \\ //

ent(CM;[2,1]) =7

$1(2,1) :[10011]10001]01100[01000]

Sma%(2 1) = 10011

Figure 2: OmniSketch. The green-shaded box illustrates the
contents of a cell in S1.

Insertion.

A new record r needs to be added to all |A| sketches. We
use 7; to denote the value of record r on attribute a;, and
ro to denote its unique record id (rid). For each searchable
attribute a; and for each row j = {1,...,d}, we add 7o to
all linked lists at positions C'M;[j, bl (r:)].

Note that, as defined, the SO structure is not strictly a
“sketch” since, by storing complete rid-sets, it requires space
that is linear in the stream length N. The only summariza-
tion SO performs is by “blurring” individual attribute values
through hashing into Count-Min buckets. Still, it provides a
conceptually useful first step towards our final OmniSketch
solution.

Query Estimation.

The SOmin Estimator. The SOmin estimator follows the
conventional Count-Min estimation procedure [4]. It esti-
mates the count f(g) of records satisfying all predicates in
q by computing a per-row intersection of all records stores
in the attribute sketches of the predicates in ¢, and return-
ing the minimum of the per-row estimates. The estimator
provides probabilistic guarantees (Lemma 3.1 in [19]) with
error bounds proportional to eN.!

The S0~ Estimator. Similar to standard Count-Min es-
timation, it is easy to see that SOmin can only overestimate
the true count due to hash bucket collisions (false positives).
However, compared to the standard Count-Min, each bucket
in SO contains much more detailed information that can be
exploited to provide much tighter estimates (i.e., with less
false positives). The key observation here is that, by con-
struction of SO, each record that satisfies the full query will
end up in the cells of all d rows for this query and for all
p predicates, whereas false positives are expected to appear
only in a few of the rows. Thus, without modifying the
sketch construction or space/time complexity, we can get a
tighter estimator by replacing the min operation across the
rows with an intersection operation of all the rid-sets re-
turned by all d rows. We refer to this tighter SO estimator
as SOn, and formally define it as follows:

flg) = N

i={1...p},j={1...d}

CMi[j, b (vg,)] (1)

Clearly, this new SO estimator can also only overestimate

'More details and all proofs are included in [19)].
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the true count due to hash collisions — at the same time, it
guarantees fewer false positives since it is always less than or
equal to the SOpin estimate. The following lemma provides
probabilistic guarantees for the SO~ estimator.

LEMMA 1. Let f(q) be the estimate provided by Eqn. 1 on
sketches constructed with d = [In(3)], w =1+ [£]. Then:

Pr(1f(@) = f@] < (N = fla) < 'N) 213

3.2 Sketch s1 (OmniSketch): Achieving sub-
linear space through sampling

Sketch SO stores the record ids of all records, resulting in
a space complexity of O(d x |A| x N), which is not viable
for large data streams. Our full-fledged OmniSketch (also
denoted by S1 in what follows), achieves space complexity
strictly sublinear in N by taking and maintaining samples
of rids in the cells of the attribute sketches, using a min-
wise hashing algorithm [18]. We now describe this solution,
assuming that two key parameters (the maximum sample
size per cell B and the range of the sampling hash function
[0,2° — 1]) are already set. We will explain later in this
section how these values are determined.

Similar to SO, S1 is composed of a collection of |A| at-
tribute sketches. Furthermore, S1 incorporates a hash func-
tion g : D(ro) — {0, 1}, which maps each rid to a bit string
of length b, with b set to at least [log(4B%°/§)]. Func-
tion g is necessary for min-wise hashing (Section 2). The
|A| attribute sketches CMy,C My, ..., CM, 4 are all of the
same size w x d. Each sketch cell CM;[j, k] contains: (a)
the count of all items that were hashed in this cell, denoted
as ent(CM;[j,k]), (b) a min-wise sample S;(j, k) of maxi-
mum size B, of the rid hash values g(ro) of all records r
that were hashed in this cell, and, (c) the maximum hash
value of all items contained in S;(j, k), denoted as S;***(4, k).
Notice that ent(CM;[j, k]) also counts for items that were
hashed in C'M;[j, k] but did not end up in the sample, and
it is expected to be much greater than B in a populated
sketch. Fig. 2 (the green-shaded box) shows an example of
a populated cell’s contents, with B =4 and b = 5.

Initialization.

The user chooses the desired error guarantees (¢,d), with
€ < 0.25. Let (e1,81) and (e2,d2) correspond to the (e, d)
configurations of the min-wise sampling algorithm and the
attribute sketch respectively, and e; = ¢, e2 = (¢/(1+€))"/<,
and 67 = d2 = §/2. We initialize all attribute sketches,
by choosing w and d similar to SO. FEach cell in these
sketches is initialized with an empty sample S;(j, k), and
with ent(CM;[j,k]) = 0 and Si"**(j, k) = co. Next to the
attribute sketches, we initialize one random hash function g,
that will hash rids to signatures.

Insertion.

To add a new record r to the sketch, we first locate all
cells across the |A| sketches that correspond to the val-
ues of 7 (lines 2-4, Alg. 1). These are the cells C(r) =
{CM;l5, Rl (r:)] i ={1,...,|Al},7 ={1,...,d}}. For each
of these cells CM;[j, k| € C(r), we increase cnt(CM;[j, k])
by one (line 5). Then, we examine whether g(ro) should be
added to the sample of the cell (lines 6-10), as follows. If the
sample contains less than B items, then g(ro) is added to it.
If, on the other hand, |S;(j, k)| = B and g(ro) < Si"**(4, k)
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Algorithm 1 Adding a record r to the sketch

1: Input: record r
2: forie {1...|A]} do

3: for j € {1...d} do

5: ent(C M4, k]) ++

6: if |S;(4,k)| < B then

7 Add g(ro) to Si(j, k)

8: Recompute S;***(j, k)

9: if |Si(j, k)| == B then

10: if g(ro) <Si"**(j, k) then

11: Remove Si"**(4, k) from S;(j, k)
12: Add g(ro) to Si(j, k)

13: Recompute S;***(j, k)

(i.e., the sample is full, but the new record’s id has a smaller
hash value g compared to another record from the sam-
ple), we remove S;"*(j,k) from the sample to make space
for g(ro). Finally, we add g(ro) to S;(j,k), and recom-
pute S®(j,k). 2 The complexity of inserting an element
is O(|A| x d x log(B)).

Query Estimation.

Let g denote the input query. As with SO, we assume that
g contains all A attributes, i.e., p = |A[; if an attribute is
not contained in ¢, the estimator simply ignores the corre-
sponding attribute sketch. Each query attribute value vy,
is hashed using the d hash functions of the corresponding
sketch C'M;, which leads to d cells per sketch. Let C(q)
denote the set of cells across all sketches that are accessed
to answer the query, ie., C(q) = {CM;[j,h’(vy,)] : i =
{1...p},j = {1...d}}, and Nmax be the maximum count
ent(CM;[j, k]) of these cells. Let

Sn= N

i={1...p},j={1...d}

Si(j, W (vq,))

denote the intersection of all samples stored in all cells in
C(g). Our OmniSketch estimator f(q) is computed as:

r TMmax
= X |.S 2
Fla) = " x |55 2)
Intuitively, this estimator computes the cardinality of the
intersection of all samples in C(q) and scales it up by a factor
of ™max 0 account for the sampling. Based on the analysis
of min-wise hashing [18], our estimator comes with a sanity

bound of %ﬁf‘im to cover the case of insufficient
samples in the intersection.

Derivation of the error bounds.

The following theorem provides the error guarantees for
our OmniSketch estimator. The nature of the guarantee —
whether it depends on €N or on nmax/€> — is determined
by the number of witnesses of the intersection (|Sn|). It is
important to note that in any realistic setting, nmax << N.

2To speed-up the computation of SP**(j, k) , as well as the
estimation process, the samples S;(j, k) are maintained in
a red-black tree. Therefore, re-computation of Si"**(j, k)
takes (amortized) constant time.
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THEOREM 2. Consider an OmniSketch with €1 = €, €2 =
(e/(1 +€))l/d, and 8§, = 6 = §/2. Let f(q) = Tmax
[Sal- IF |Sn| < SrmextorBpddBI) hen |f(q) - f(q)| <
%W with probability at least 1 — §/2. Other-
wise, the same estimator satisfies |f(q) — f(q)| < eN with
probability at least 1 — 9.

The intuition behind the analysis is that f(g) has two
sources of errors: (a) underestimation or overestimation due
to min-wise sampling, and, (b) (one-sided) overestimation
due to hash collisions in the outer Count-Min structure. We
first provide a bound on the sampling error using the anal-
ysis in [18], which is oblivious to hash collisions, and then
integrate the error due to hash collisions, of Lemma 1. See
Theorem 3.3 and Corollary 3.4 in [19] for the full proof of
Theorem 2.

Complexity.

The space complexity of S1is C = O(w x dx B x bx |Al).
Computational complexity for query execution is O(p x d X
B x log(B)), and for insertions is O(|A| x d x log(B)) — the
last logarithm is for maintaining an ordered set of samples,
which speeds up insertions.

Configuring the sketch.

The user sets the available memory M, and the values of
e and 6. The values of w and d are computed as follows:
w=1+[ex((e+1)/e)? = O((1/€)V/?) and d = [In(2/6)].
In order to not exceed the memory quota M (in bits), the
user chooses the maximum B that satisfies M > w*d*|.A| x
(32 + B« ([log(4B*5/8)] + 3% 32+ 1)). ®

Support for range queries.

Range queries can be enabled by using tree-based struc-
tures as dyadic intervals [9] to decrease the query time, sim-
ilar to how they are used in supporting range queries for
the Count-Min sketch. We describe this process in more
detail and provide examples in [19]. Maintenance of the
internal range sketches increases the space and time com-
plexity of the sketch by a factor of log(|D(a;)|). The ap-
proximation error depends on the number of dyadic ranges
contained in the canonical cover of the query, which is at
most 2log(|D(as)|), as in [9]. Therefore, the total error is at
most 2¢log(|D(a;)|)N.

4. EXPERIMENTAL EVALUATION

The purpose of our experiments was twofold: (a) to com-
pare the space complexity, efficiency, and accuracy of the
three proposed sketches to each other and to the state-of-the-
art, and, (b) to examine how our best performing sketch, S1,
performs when summarizing streams of different character-
istics, in different configurations, and for a variety of query
types. The detailed experimental setup, a comprehensive
evaluation of all methods on multiple datasets, and an in-
depth discussion of the results is included in [19], whereas all
code and detailed reproducibility instructions can be down-
loaded from our github.* In the following we will highlight

3To the best of our knowledge, there is no closed-form solu-
tion of this formula. We approximate the solution efficiently
using the bisection method.

* https://github.com /wiegerpunter/omnisketch
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the key insights from our experiments, focusing on S1, which
was shown to be our best-performing proposed sketch.

Comparison with the state-of-the-art.

We start by comparing S1 with Hydra [16], the only other
sketch that supports queries on multiple attributes. For this
comparison, we configured both sketches to use the same
RAM, and used them to summarize the SNMP dataset [10]
which contains a total of 8.2 Million records, with 11 at-
tributes. We compared the two sketches on their ingestion
time, query execution performance, and estimation accu-
racy.

Ingestion time. Since high throughput is the key re-
quirement for stream processing, we first assess the time
required by S1 and Hydra to summarize the entire stream,
and examine how this is affected by the number of attributes
in the stream. We generated streams with varying num-
ber of attributes (from 2 to 11) by taking distinct vertical
partitions of SNMP (i.e., different subsets of the available
attributes). Figure 3 shows the ingestion time of Hydra
and S1 for different memory quotas, ranging from 10 to 200
MB. For illustration purposes, the Y axis is split to two
sub-ranges of different scales. Our first observation is that
both algorithms have comparable performance when stor-
ing up to 4 attributes. However, the computational com-
plexity of Hydra grows exponentially with the number of
stream attributes. This happens because each record in Hy-
dra leads to 21 — 1 sketch updates, where A denotes the set
of stream’s attributes. Therefore, storing all 11 attributes
of SNMP in Hydra leads to O(2'") updates per record, and
takes around 14 thousand seconds for the full dataset (more
than 1 msec per record). This result highlights the impor-
tance of solutions that avoid this exponential dependency to
the number of attributes.

Interestingly, addition of more attributes has a negligi-
ble impact on the ingestion time of S1. This stability may
appear counter-intuitive at first sight, given that more at-
tributes need to be summarized. The root cause of this
result is that the sample size B per cell gets reduced with
more attributes in the stream, in order to satisfy the mem-
ory constraints. This reduction leads to: (a) reduction of
the probability that a sample needs to be updated, and, (b)
faster updates of the samples, whenever these are required.
Therefore, S1 is suitable for efficiently summarizing complex,
multi-attribute streams.

Accuracy. Figure 4 plots the observed error on the two
sketches, for queries with p = 2, 3, and 4 predicates, and
for a varying number of stored attributes. The observed
error is the average error, normalized by the length of the
stream. We see that even though the number of query pred-
icates does not significantly influence the accuracy of either
method, the number of attributes in the dataset does in-
fluence the accuracy of Hydra. Beyond 8 attributes in the
dataset, Hydra’s accuracy is reduced, whereas the accuracy
of S1 is not affected, and the average observed error is also
very small. This behavior of Hydra is again attributed to
the number of inserts that Hydra eventually performs per
record: the information summarized by Hydra increases ex-
ponentially to the number of attributes, leading to more
collisions and to a drastic increase of the observed error.

5For illustration purposes, the plot is broken to two different
sub-plots, with different scaling at the Y axis.
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Figure 3: Ingestion Time for Hydra and S1, for ingesting
different vertical partitions (varying number of attributes)
of the SNMP stream. °

Table 2: Query Execution Time in milliseconds, for queries
with different numbers of predicates p.

# query pred. 2 4 6 8

SI(10MB) 0.18 0.13 0.12 0.09
S1(50M B) 0.98 0.79 0.68 0.44
S1(100M B) 202 1.61 1.25 1.13
S1(200M B) 6.38 4.33 2.85 2.64

Hydra (10 MB) | 0.04 0.04 0.02 0.02
Hydra (50 MB) | 0.05 0.04 0.03 0.00
Hydra (100 MB) | 0.05 0.04 0.02 0.02
Hydra (200 MB) | 0.05 0.04 0.02 0.00

Query execution time. For the final comparison, we
used both Hydra and S1 to summarize all 11 attributes of
the SNMP dataset. Table 2 summarizes the query execution
time for queries with up to 8 predicates. Both sketches are
very efficient, requiring less than 10 msec for executing each
query, even in the configuration with a 200 MB RAM quota.
Hydra is faster than S1, since S1 needs to compute the in-
tersection of p X d samples of size B, whereas Hydra only
needs to compute the minimum of an approximately equal
number of counters. For the same reason, the query time for
S1 also grows slightly with the available memory, whereas
Hydra performance stays unaffected. Also notice that S1’s
efficiency increases with the number of predicates. This im-
provement is attributed to the algorithm’s way of comput-
ing the sets intersection, which becomes more efficient as the
number of attributes/sets increases (see Section 3.2).

Additional results.

In [19] we presented additional comparisons and sensitiv-
ity experiments for S1, while varying: (a) the stream length
— up to 110 Million updates, (b) the dataset characteris-
tic distributions, (c) the query type — range queries, queries
with different number of attributes, and, (d) the configura-
tion and memory quota of the sketches. Our results demon-
strated that S1 shows stable performance in all different con-
figurations.
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Figure 4: Estimation error of Hydra and S1, on different
vertical partitions of SNMP.

Concluding remarks on experiments.

In conclusion, the exponential dependency on the num-
ber of attributes makes sketches like Hydra unsuitable for
summarizing complex streams efficiently, as can be seen in
Figures 3 & 4. In contrast, S1, which does not exhibit this
dependency, enables efficient summarization and query ex-
ecution and offers an attractive trade-off between accuracy
and efficiency.

5. ONGOING AND FUTURE WORK

In this section, we discuss our vision on future work. We
start with a brief outline of our planned extensions for the
OmniSketch work, and continue with a broader reflection on
the area of general-purpose sketches.

OmniSketch Extensions.

OmniSketch currently supports the typical insert-only (i.e.,
cash register [17]) data stream model, which allows only pos-
itive updates to the stream. It can, however, be extended to
handle the more general turnstile model, which also supports
updates on existing data and deletes. The key challenge lies
in the maintenance of the samples contained in each cell of
the sketch. A more complex stream-sampling method, like
2LHS [7], can be employed in place of min-wise hashing to
support a specific type of deletions. We are also working
towards adding support for a variety of query types, such as
joins and other L-norms, by appropriately adapting the es-
timation procedure. Finally, we are examining whether the
key idea of OmniSketch — first hashing on the attribute val-
ues, followed by consistent hashing/sampling on the record
ids — could be generalized to other sketch structures, e.g., the
Universal sketch [15], leading to a sketching framework for
supporting arbitrary predicates on complex streams without
the exponential dependency on the number of attributes.

Towards general-purpose sketching solutions.

Our work on OmniSketch is part of our long-term effort
to make approximate query processing techniques transpar-
ent and accessible to the average data scientist. Despite key
advancements on sketches over the last two decades, these
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techniques remain not widely adopted, even though they
could be used to offer a level of analysis that is currently
impossible at a very favorable cost/performance trade-off.
We believe that the key barrier for widespread adoption of
sketches is the steep learning curve of understanding and
using them correctly; this includes, for instance, selecting
the best sketch for the problem at hand out of the hundreds
of available sketches, correctly configuring the sketch, and
interpreting its estimates and error guarantees. This situa-
tion is actually reminiscent of the early days of traditional
data management systems, where our community lacked a
unifying formal model (algebra/calculus), to integrate data
processing algorithms and automate optimizations.

Inspired by the historical progress and ease of use of rela-
tional databases, we believe that the key to making sketches
accessible and boosting their influence on real systems lies
in decoupling user requirements from all sketching-related
choices. This can be achieved by the use of a high-level,
declarative (e.g., SQL-like) query language, which can be
automatically mapped to an algebra that allows us to reason
about sketches and their combinations, and can be mapped
down to streaming query execution plans and executable
code. We believe that this can give rise to a new wave of off-
the-shelf stream processing systems, allowing cost-conscious
analytics over fast-paced streams, enabling novel streaming
applications, and unlocking exciting optimization opportu-
nities.

6. CONCLUSIONS

We presented OmniSketch, a sketch focused on summa-
rizing the distributions of complex streams (with many at-
tributes) in small space. The sketch combines small (user-
defined) memory footprint, and fast updating and querying
times (log-linear complexity) and offers theory-backed accu-
racy guarantees for both point and range queries. A thor-
ough experimental evaluation of the sketch revealed that it
can achieve very fast update rates, even when summarizing
streams with many attributes. For example, a sketch uti-
lizing 200 MB can summarize an 11-attributes stream with
a throughput exceeding 89 thousand updates per second,
whereas the 100 MB sketch on the same stream supports
twice this throughput. Furthermore, we have shown that
OmniSketch outperforms the state-of-the-art (in our exper-
iments, by more than 2 orders of magnitude in throughput)
while still providing highly accurate estimates.
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