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Motivation. Differential Privacy (DP) [8] has emerged
as a promising standard for safeguarding the privacy
of data contributors when their information is used
in data-driven applications and research. Answering
queries using DP has a bounded information disclosure
of the data contributors to the data analyst. This infor-
mation disclosure is quantified by a privacy parameter
in DP, also known as the privacy budget. In practice,
internal data analysts or applications with a higher priv-
ilege level for critical tasks like security alerts might be
granted a bigger privacy budget and, hence, more ex-
tensive access to sensitive data, than an external appli-
cation such as third-party advertisements.

Challenges. The current design of existing DP sys-
tems [2, 10, 11, 13, 15] does not distinguish different
data analysts but regards them as a unified entity. This
approach gives rise to potential problems. First, a low-
privilege data analyst making queries earlier could de-
plete more of the privacy budget than an internal one
if the system does not interfere with the sequence of
queries. Second, if naively tracking and answering each
analyst’s queries independently, the system can waste
the total privacy budget when two data analysts ask
similar queries. These challenges stem primarily from
the inherent “statelessness” of existing systems, meaning
no one records the individual budget expenses per an-
alyst and their historical queries. Specifically, the lack
of metadata detailing the query’s origin, computation
method, and frequency of the results, which is related to
the provenance information in database research [3, 4],
creates a notable gap. Without the provenance of the
metadata, answering queries in a multi-analyst use case
can be unfair or wasteful in budget allocation.

Our Approach. To tackle these challenges, our re-
search group at the University of Waterloo introduces
DProvDB [19], a “stateful” DP query processing system.
This system incorporates a novel privacy provenance
framework designed for multi-analyst scenarios when
data analysts are obliged not to share their answers, un-
like prior work [16]. In this framework, we meticulously
trace historical queries with their responses and privacy
consumption on a per-analyst and per-view basis. This
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approach allows novel use of correlated Gaussian noise,
ensuring more queries can be accurately answered while
achieving two privacy objectives: (i) fair budget alloca-
tion according to the analysts’ privilege levels and (ii)
bounding the total privacy loss by the system-wise pri-
vacy budget even if all the analysts collude.

Open Questions. The granularity of provenance infor-
mation is a crucial consideration in DProvDB. Rather
than capturing the direct responses to all queries,
DProvDB employs private synopses — materialized re-
sults for histogram views — to respond to incoming
queries. In a recent work [14], we demonstrate that
a more fine-grained tracking of historical information
can further enhance the design of DP algorithms, al-
beit with an associated increase in performance costs.
It is important to note that in extreme cases, adopting
a fine-grained provenance at the tuple level may pose
a privacy risk [6, 7]. Furthermore, stateful systems for
multi-analyst DP, like DProvDB, have issues maintain-
ing the states and difficulty providing fault-tolerance
upon system crashes. The optimal balance between the
system performance, query utility, and robust privacy
protection with provenance remains an open question.

DProvDB demonstrates how incorporating provenance
information about the methods and results can enhance
DP systems. Beyond this, the provenance of the input
data source can also be valuable. Often, privacy ana-
lyzers focus on a single DP algorithm [1]. For multiple
DP algorithms, without tracing the access to the input
data source, the system may overlook repeated access
by different algorithms to the same data or data from
the same contributors, leading to unexpected privacy
loss (e.g., Apple’s initial DP attempt [18]). Conversely,
if two DP algorithms independently operate on data
from different contributors, adding their privacy loss
naively as the final privacy loss would be overkill [9].
This issue becomes more critical for dynamic databases
where contributors join or opt to leave [5, 17], or when
various privacy resolutions [13] or personalized prefer-
ences [12] come into play. How to leverage provenance
information for input data to enhance privacy analyzer
is another important open question in the field.
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