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1. What is a Data Base?

A data base is often viewed as a kind of glorified file which
allows for the storage of complex data strucutures, and which can
be shared by many users who have different needs. But there is

a more fundamental difference between data-bases and files then
just the complexity of data or the generality of its retrieval.
The traditional file is essentially a passive collection of coded
data which is devoid of any intrinsic meaning. Indeed the
interpretation of the data stored in a file is entirely up

to its users. The data-base, on the other hand, is usually used
as a model, or representation. of some system in the real world.
For example, a corporate data base is, in some sense, a model

of a corporation; and it must reflect some of its structual

and behavorial properties. This is not just a matter of record-
ing correctly everything which happens within the corporation.

For example, when we "tell" the DB that an employee is fired,

we expect all necessary adjustments to be made automatically,

so that only current employees will be on the payroll of the
corporation at every moment in time. 1In short, we expect a DB to
"take care of itself" to a certain extent; it therefore cannot be
a completely passive collection of data. But if a data-base may
contain procedural components and not just data, what kind of thing
is it? 1In what way is it different from what we usually call pro-
grams? (It might have never occurred to the reader to compare
data-bases with programs, but as we will show later the two con-
cepts have more in common than meets the eye.) In an attempt to
clarify the concept of data-base I will now offer a definition for
it. The definition is an oversimplification, as any definition of
such a fuzzy concept must be; it will emphasize certain characteris-
tics of data-bases, at the expense of other, equally important,
properties.

Definition: A data-base is a model (or representation) of some
system in the real world, which satisfies all of the following
properties:

(a) The model contains a large amount of coded information.

(b) It has a long life time (say, from several days to
several years).

(c) The model can be examined and interrogated at any moment

of its life time.
(d) The model changes primarily in response to operations
applied to it from the outside.

*This work was supporied by Grant # DAHCIS-73-G6 of the Advanced
Reasearch Projects Agency.



The first sentence of this definition states the general objective
of a data base. This objective is not specific to data bases,
however. For example, a corporation can be modeled by a sim-~
ulation program, not just by a DB. The specificity of this def-
inition to data-bases is provided by properties (a) to (d), the
first of which we assume to be tacitly understood.

To see how the other properties relate specifically to data-bases
consider again a corporate DB. Such a DB functions as a model,
or a representation, of a corporation for long periods of time.
At every moment during this time the model can be interrogated,
which corresponds to retrievals of information from the DB. Note
that this is quite different from the behavior and usage of tra-
ditional programs.

A program is used primarily as a kind of input-output engine;

it is executed for its output, and it is not usually examined while
in the process of computation, Indeed, the active period of a
program, what may be called its life time, is relatively short

and insignificant.

Another difference between data-bases and programs is provided by
property (d) which states that a DB changes primarily in response

to operations from outside, update operations if you will. This

is in sharp contrast with, say, a simulation model of a system
whose dynamic behavior is determined primarily by the model it-
self. This property also introduces a new dimension into the
sufficiently difficult problem of correctness in programming systems.
When we write a program we have to make sure that the program

will do exactly what we want it to do, which is difficult enough.
But the designer of a DB has an additional problem at hand. He

does not know in advance how the DB will change in time; this is

up to the users who will interact with it. At the same time, it

is up to the DB designer to establish the invariance of certain
structural and behavioral characteristics of the DB whatever the
users of the DB might do. 1In other words, the integrity of the

DB must be protected against the essentially unpredictable inter-
action with the outside world. (Of course, this problem is not
peculiar to data-bases, it exists to a certain degree in many
programming systems, particularly in operating systems; but the

need for protection is particularly acute in the case of data- bases.)

Most of the current research on data-bases is directed towards
various implicationsof properties (a) to (d). People are most
concernedwithsubjectslike the physical and logical representation
of complex data, techniques and languages which allow flexible
retrieval from the data-base, etc. But it seems that the objective
of data bases, to be a model of a system in the real world, is
somewhat discarded, or at least, 1s not sufficiently emphasized.
True, the protection of the integrity of data bases is often stated
as one of the main objectives of data base systems. But in most
cases this is hardly more than lip service, supported, at best,

by simple consistency checking. But if there is a lesson to be
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learned from the long experience with programming in general, and
with operating systems in particular, it is that protection is not
an add-on feature but must be designed deeply into the fundamental
structure of a system. This, to the best of my knowledge, is us-
ually not done in the case of data-bases.

In this paper we will examine some aspects of the architecture

of data-bases having in mind primarily the need to protect their
integrity with respect to the real-life system which they are sup-
posed to represent. The conclusions of this paper are not new,
most of them are borrowed from ideas and principles developed in
the context of operating systems and programming languages. If
there is any originality in this paper it is the application of
these well known principles to data-bases.

To remove any possible misunderstanding it should be pointed out
that we are dealing here with the concept of data-base not data-base
management system (DBMS). The relationship between these two con-
cepts 1s somewhat analogous to the relationship between a program
and its compiler.

2. A Data-Base-Language

It is well known that the structure of programs is strongly affected
by the properties of the programming language in which they are
written. A similar statement is probably true for data bases as
well. Most of this paper will, accordingly, be concerned with the
language used for the construction of data-bases. We will begin

by reviewing the language proposed by one of the most influential
works on data bases, the Data Base Task Group (DBTG) report [1].

Two languages are introduced by the DBTG report: The Data Defin-
ition Language (DDL), which is a declarative, non-procedural language,
to be used for the definition of a DB; and the Data Manipulation
Language (DML) to be used for interaction with an existing DB.

This dichctomy of languages, which is somewhat analogous to the

sharp distinction made in COBOL between the "data division" and
"procedure division", seems to imply that data-bases are essentially
passive structures, since they are to be defined by a language
which does not feature any data-manipulation capabilities. This
approach certainly does not agree with our view of a data-base as

a model of a possibly dynamic system. Moreover, it is not even
compatible with the modern approach to data structures in general,
as we will see later. 1Indeed, the DBTG report did not really view
data-bases as completely passive structures. To compensate for the
lack of procedural capabilities in its DDL, it allows for the in-
corporation of the so called DB-procedures within the data base.

But the report did not specify how such procedures should

be incorporated into a DB, or in which language they should be
written (should it be a DML)? These guestions are generously left
for the implementor, in spite of the fact that the declarative
features of the DDL were described in great detail. It appears that
the authors of the DBTG report considered the DB-procedure just as
an additive feature of marginal importance.

It is my contention, however, that the language to be used for the
design of data-bases must be an integration of declarative and pro-
cedural capabilities, as most programming languages are; one
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may call such a language a Data-Base-Language (DBL). An obvious
reason for having such a language is that if procedures are at
all necessary for the design of data-bases, there seems to be

no good reason to introduce them via the back door, as is done

by the DBTG report. But there is a more subtle reason for that.
The DB-procedures are the dynamic components of a DB. If we want
to have any control over the dynamic behavior of the data base

we must be able to control the DB-procedures themselves. In
particular, one should be able to restrict a given procedure as
to what it can do to the rest of the DB. It appears that the
clearest way to achieve that, is to have all DB-procedures be
written in a given, well—defined, DBL. The manner in which such
a language can be used in order to impose certain disciplines on
the behavior of a DB, will be discussed in the rest of this paper.

3. "Information Objects" in Data Bases".

What was said about the data-base being a model of some system in
the real world should be true also for the individual components,
or records, stored in a DB. At least some of them must represent
specific objects in the real world. For example, we might have a
data structure which represents an employee in a corporation, and
another one which represents a job. The behavior of these data
structures within the DB must reflect, in some way, the behavior

of the objects they represent within the corporation itself. For
instance, one should be able to hire or fire an employee, or to
assign him to a certain job; but one should not be able to manipu-
late arbitrarily a data-structure which represents an employee, or
a job. Thus, it seems that we need the ability to form data structures
which cen be manipulated only in a certain predefined way. Data
structures which have this property will be called here information
objects.

Note, however, that being an information object is not really

a property of the data structure itself, but of the "computing
environment" in which it exists, which should prevent any illegal
manipulation of the object. Such a computing environment can be
created by a programming language, as was demonstrated by a num-
ber of researchers.

In a recent paper by Liskov and Zilles [3], a language is described
which features a linguistic contruct called cluster which serves

as a template for a class of information objects. The cluster con-
tains a description of a conventional data-structure, together with

a set of procedures which are defined on that structure. For a given
cluster c, there is a way to generate objects using c as a template.
All such objects are said to belong to class Cc. Now, the crux of the
matter is that an object of class C can be manipulated only by means
of operators defined within the cluster, which turns these objects
into information objects, according to our definition.

Note that this is not an easy proposition; it is not just a matter

of adding yet another feature to an existing language. The entire
language must be very carefully designed in order to guarantee that
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an object of class C is never manipulated by an operator which
does not belong to it. Note also that the combination of both
declarative and procedural statements in the same cluster is
necessary for the formation of these information objects.

We will now try to demonstrate, by an example, the potential
usefulness of information objects for data-bases, assuming that
this facility is supported by the DBL at hand.

Example: Conservation of Money

One type of object which has to be represented in any financially
oriented DB, is money. One of the most important properties of

real money is that it cannot be created out of nowhere, at least
not in a legally operated establishment, nor should it be allowed to
disappear into thin air. This property may be called «conservation
of money and it should be reflected in the behavior of the data-
structure which represents money in a DB.

To impose conservation of money on a DB, we will represent money
by means of information objects to be called safes. A safe is a
kind of money-variable which can be accessed and manipulated only*
by means of the following operators:

Content(s) returns the number of dollars currently stored
in safe s.

move(s,,s ,k) if s;,s, are safes and k is a positive
number such that content(s;) 2k, then this
operator "transfers"” units of money (dol-
lars) from s; to s,. (Namely, it leaves
the content of s; smaller by kx, and that of

s, larger by k).

The operator move represents the act of money changing hands in the
real world. In order to represent the flow of money into the system
we use another class of informatiorn objects, to be called source. A
source is similar to a safe except that any amount can be moved

from a source into a sink, but no money can be moved into a source.
The content of a source would be negative, its absolute value being
equal to the total amount of money moved out of it.

Under these conditions, and assuming that the content of all sources
and safes is initially zero, it is easy to see that the sum of all
safes and sources in the system is always zero.

In spite of the obvious usefulness of being able to impose such

a law of conservation on a DB, it is not quite sufficient. For

example, one would like to impose certain disciplines on how the
money flows between the various safes, and how it is used within
the DB. We will return to these problems in the next section.

*Except for operators which generate and destroy safes, which are
not discussed here.
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4., Environments of Execution

As was just demonstrated, the ability to create information objects
which can be manipulated only by means of given operators can

help in enforcing useful disciplines on the behavior of a DB, but
this ability alone is certainly not sufficient. One should also

be able to specify "who" can apply which operator to a given ob-
ject. Such a capability is fundamental to the various protection
schemes recently developed for operating systems (2), it also forms
the basis for many of the techniques used for the protection of
data-bases against users who interact with it. For example, ac-
cording to the DBTG proposal, a DB-user operates within an "environ-
ment"” formed by a sub-schema which specifies, in effect, which

parts of the DB the user is allowed to get, and how he is allowed

to access them. But although this does provide a DB with certain
protection against its users, it does not protect it against itself.*
A DB is manipulated not only by its users, but by its own procedures
as well; and it is a well known principle in the design of large
systems that no module should be allowed to access more of the sys-
tem than it needs, in order to perform its function. Thus, the

DBTG proposal should have assigned a sub-schema to every DB-procedure,
in order to limit the procedure as to what it can do to the rest

of the DB. This kind of protection scheme was proposed by Wulf,
Jones and others (2), for the design of operating systems. Al-
though their techniques must be modified before they can be applied
effectively to data bases, the basic philosophy has universal
validity, and is briefly described below with some changes, and
slightly different terminology.

According to Jones' and Wulf's proposal, every activity (or what

is usually called "process of computation") in a system is carried
out from a certain environment E, which can be formally described
as a set of pairs E = (g,a) , where g is the identifier of an
information object in the system, and a is one of the access-modes
defined for it. The pair (gq,a) is called capability (or right).

A capability (g,a)e E serves as a right for a process which operates
under E to exercise access a to object g, in the following sense.
Every operator defined as an information object in the system,
expects the environment from which it was invoked to have certain
capabilities. Namely, the operation is carried out only if the en-
vironment in which the requesting activity resides contains the
reguired capabilities. An example may clarify this point.

Consider again our money example. Let get and put be two access
modes defined over a safe such that the operator move (sj;,s2,k)
can only be carried out if the calling environment has the capa-
bilities (s;,get) and (s,, puyt). This allows us to spegify_not
only which safes a given user can access, but the direction in
which he can move money between them.

One of the most interesting aspects of Jones' model is its treatment

*TIt should be pointed out that even in this respect the sup—schema
of the DBTG report has serious deficiencies, as is shown in (4).
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of procedures: Every procedure is defined within its own en-
vironment, whichobviously does not depend on the environment

of the potential caller of the procedure. The capabilities in
this environment are called the static capabilities of the pro-
cedure. In addition, when the procedure is called, it may re-
ceive some additional, dynamic capabilities, from the caller's
environment, by means of its parameters.

It is quite clear that such protection schemes can greatly en-
hance the reliability of a large programming system. But I
would like to demonstrate specifically the usefulness of such a

scheme in the context of data bases, using for that, our money
example.

In the previous section we saw how to establish a global "con-
servation of money"in a corporate DB. But more than that is re-
quired in order to model the behavior of money in the real world.
For example, assuming that paychecks are issued under the direct
supervision of the corporate DB, one may require that whenever

a check is issued on the amount of p dollars, the total amount of
mcney represented in the DB is reduced by p. The implemention of
this and other characteristic properties of money are discussed
below.

Consider a DB-procedure PAY (e,s) which is designed to issue a
check payable to employee e for the amount contained in safe s.
The following assumptions are made.

a) PAY has a static and exclusive put right to a safe called
cash, (namely, it has the capability (cash, put) in its
environment).

b) ©No environment in the DB has a get right to cash- (The
safe cash is, therefore, a sink of money).

c) PAY has a dynamic get right to the safe s given to it as a
parameter, and it has no other right to any other safe.

d) PAY is the only procedure which is able to actually print
a check.

Now, if the procedure PAY is known to perform the operation move
(s,cash,content(s)) after printing a check for the amount of con-
tent(s), then we are assured that every check printed by the DB
is balanced by a suitable amount of dollars being transferred to

the safe cash. Moreover, content(cash) 1s equal to the total amount
of dollars which was paid by checks.

This example can be further refined to establish Iocal conservation
of money, as follows: consider an environment E, which may be the
environment of some user, or of a DB-procedure. Suppose that E
contains the get right to a single safe sy, and both the get and put
rights to the set of safes sj,..s,, Suppose also that no other
environment has the put right to sj...sp, and that E has the right
to invoke the PAY procedure. E may, for example, be the environ-
ment used by the clerks in the accounting office of a certain
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department in the corporation. It is clear that whoever operates
under E, has only as much money available to him as he can get from
SQ- which is his only external source of money. For example he

can never pay more in checks than what is given to him via sg.
Thus, sg can be used by an environment which happens to have the
put right to it, as a way to allocate budget for E. Similarly, E
may grant some of his own money to some other environment via one
of the safes Sy-

It is clear that by these kind of restrictions on the manipulation
of safes one can model many of the properties associated with money
in the real world. A monetary information system built in such a
way also lends itself very nicely to auditing. The auditor can
know much about the flow of money inside the corporation just by
examining the various environments and some DB-procedures such as
our PAY procedure,

The implementation of the protection scheme described above is be-
yond the scope of this paper. I wish only to suggest that it should
be entrusted to the Data-Base-Language. This language has a unique
position from which it can control what happens within the DB, be-
cause the DB itself is presumably defined in it. In this sense,

the DBL will play the role of the protection kernel of operating
systems proposed by Wulf and Jones. (For the reader who is puzzled
by the idea that a language can be used for protection, I would like
to point out that in a certain sense a programming language can be
viewed as a set of capabilities whichare provided to a program writ-
ten in this language. This view about languages, and its implica-
tions, to the ability of a language to play a major role in protec-
tion is discussed in (4).

Conclusion

A DB has been viewed as a dynamic model of some given system,
rather than as a passive collection of data. This paper was con-
cerned primarily with some implications of this point of view to
the language used for the construction of data-bases. One obvious
implication is that a Data-Base-Language must have procedural capa-
bilities. A somewhat more subtle observation made by this paper,
is that a DBL should have certain features which would enable a DB
designer to impose some discipline on the behavior of his DB, under
its interaction with users. There are, however, other important
issues concerning the Data-~Base-Language, which were not discussed
here. 1In particular, there is the problem of the control-structure
of such a language. There are indications that the conventional
control-structure of, say, ALGOL-like languages, would not be suf-
ficient. For example, one needs tools to cope with the parallelism
in the activity of data-bases. In addition non-conventional con-
trol structures such as "event-sequencing" (or "demons"), which
were proposed for data-bases by Morgan (5), and which are being used
in several AI-languages, appear to be very promising. These and
other issues must be investigated in the context of the already ex-
isting knowledge about the structure and manipulation of complex
data (1,5).
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