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1. Introduction

Procedures and macros were originally invented to save
the programmer the trouble of rewriting the same piece of
code in several places in his program. Later on, programmers
discovered that macros, and in particular procedures or
functions, are an important abstraction tool. To the caller of a
procedure, all that matters is the type of its parameters and its
effect. It is not necessary to know the details of how it is
implemented. Following Parnas’ idea of information hiding
(Par72] we adopt the rule that the call-site does not use any
knowledge it might have about the implementation. In this
way, a modification in the implementation does not affect the
call-site, provided that the specification (the required
parameters and the effect of the procedure call) is not
changed.

Abstraction from implementation of executable code is
achieved by the procedure concept. The equivalent abstraction
tool for data objects is the abstract data type definition. It
allows the programmer to distinguish between specification and
implementation of a data object. A type definition describes to
its users the possible states of an object of that type and the
ways in which it can be manipulated. The type definition we
have in mind is based on the_x;class concept of SIMULA 67
[Dah68] and is close to the cluster concept in CLU [Lis74,
Sch75] and the form concept in ALPHARD {Wul74, Wul76]. A
slight difference from the SIMULA class is that the internal
structure implementing the data objects is completely hidden
from its users. Although it is possible to do this in SIMULA,
the default rule gives the user complete access to the internal
structure. For the purpose of this paper, we adopt a more
Puritan view and do not allow any direct access at all to the
internal structure of a typed object. Type definitions will be
presented in an intuitive, informal syntax.

The ways in which a typed object can be manipulated are
given by the type definition as a set of oporations. An
operation is a procedure or macro whose specification is made
known to the users of the typed object. The set of operations
is complete in the sense that a typed object cannot be
accessed in any other way than through one of the defined
operations.

The state resulting from the manipulation of a typed
object is a function of the starting state and the applied
operation. This implies that the state of an inactive object (ie.
one not currently being operated on) can be characterized by
the initial state of the object and its execution history (i.e. the
operations which have been applied and their application
order). 1t is often useful to limit the set of, histories that can
be generated to a desirable subset of those possible. This can
be achieved by incorporating a path expression[Hab75] in the
type definition, The path expression defines the set of legal
sequences in which the operations of a type can be applied to
an individual object of that type.

We mentioned as the primary purpose of using type
definitions the abstraction from implementation. Therefore,
type definitions are an important design tool [Flo75]. The
designer deliberately chooses to impose the rules and
restrictions of type definitions on his design language in order
to write more reliable programs. These restrictions enable the
programmer to make verifiable assertions about his programs.
Enforcing the rules does not necessarily result in much runtime
overhead. The types of operands and parameters and the
legality of the applied operations are statically checkable.
Many operations can be written as macros so that runtime
overhead due to parameter passing is avoided.

In the next section we discuss the formal basis for the
significance of path expressions to the verification of data
types. Our approach is based on a proof methodology. provided
by Hoare[Hoa72] Path expressions provide a powerful
additional verification tool. The difference between path
expressions and Hoare’s monitors is discussed briefly in the
following section. The rest of the paper is devoted, via several
examples, to a demonstration of the usefulness of data types
and path expressions for verification purposes.

*This work was supported by the National Science Foundation under grant DCR74-24573,
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2. Data Types and ‘Verification

In [Hoa72], Hoare describes a method for the veritication
of abstract data types. In this method, the task is broken into
two levels. At one level, an abstract objact and the operations

which manipulate that object ars described mathematically,.

using such well defined concepts as sets and sequences,

Verification of thess operations may be considersd to be -

verificatlon of specification, At a lower level, the abstraction
is implemented via suitablo 'algorithms and date structures,
The verification task then reduces to e proof that the chosen
implementation models the spacification. To accomplish this, it
munt be nos=""lz {n map the concrete state of an object, o, Into
the abstract object, 4, it represents, This mapping is denoted
by o#. Ws write !

A - eff(c}

if A ls the interpretation ot the concrete object ¢ (we require
that o# be e function). Hoare indicetes the need for an
Invariant condition, I{c), which each of the concrete operations
must pressrve. In fact, l(c) is the characteristic function of the
domain of off: !

i
domain(e#t) = {c | I(c)}

: .

Examples of such domq‘ln-restricting invariants inctude
the demand that a stack pointer never overflow or go negative,
and that a linear list remain lidear.

One of the major effects that the goal of verifiability has
had on the way we write sof%ware is the idea that the input
state to a program segment |be restricted and well-defined.
This is, of course, one of the strongest arguments against
indiscriminate use of the gato- statement, e.g.

xe0; |

Ll xex+l;

3

2:
;

What is the value of x at 12! Because of the presence of
L1 it is necessary to comb the entire program (not even just
the scope of L1 if labet parameters are allowed) and deduce the
set of possible values of x before each "goto 11" It is now
well understood that the use of while- and rapeas- statements
restricts possible program staqes in a useful way, thus making
the task of verification simpler,

f
The use of abstract dat[a types is another step in the
direction of restricting the class of legal program states. In
particular, we allow direct data structure access only to a small
number of procedures and tlLus minimize the potential for
I

|
;
!
|
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creating Inconsistent structurss. Unfortunately, this is not
quite enough to make some verification questions easily
answerable. Considor the case of a date type Implamenting a
queue as o linked list, We can verify relatively easily that the
appropriate tinks are constructed upon ingertion and delstion,
In order to verify, however, that no attempt ls made to delete
an element from an empty queue, we must once again scan the
entire programs of every user of type queue, The introduction
of path sxprasslons guarantess this, for a small runtims price.
In operating systems, where concurrency is important, the path
expression bocomes a synchronization method whose ‘cost is no
more than that of the price of the P and V operations
otherwise distributed throughout the system.

We will demonstrate that path expressions are suitable
for stating certain program invariants ‘and thus facilitate

-program verification. Without path. expressions it is hard to

prove such invariants from the programs. The parsing of path
expressions was discussed earller in [Cam74]. A detailed
introduction to path expressions illustrated with several
examples is found in [Hab75],

3. A Note on Monitors

Monitors[Hoa74] provide a mechanism for the control of
concurrency which in some aspects is similar’ to that provided
by data types with path expressions. We see at least two
major differences in philosophy, however, which lead us to
prefer the latter approach,

One -inherent difficulty with monitors is the restriction
which states that the operations of a mdnitor can never
execute concurrently. This restriction is a very "coarse" one,
because it dictates that the time spent in execution of one
operation must be very short. In particular, it effectively
prohibits one monitor from using (being implemented in terms
of) another, since when the lower level monitor waits, it
prevents the higher level monitor from any further execution.
While this is also true for path expressions associated with the
same object, operations on different objects of the same typs
can, at the discretion of the programmer, operate completely in
parallel. This makes data typas with path expressions appear
to be a "simpler” concept, since it is not necessary to make the
distinction between "monitor" and "class" and since data types
may be hierarchically structured with minimal interference
among different objects,

Another advantage of data types with path expressions,
which is perhaps more relevant to this paper, is the fact that
synchronization conditions are localized in a concise-syntax and
are not part of the individual operations as they are with
monitors. While it is a major step to take the synchronization
conditions out of user programs, it is of even further benefit to
take them out of the implementation of the operations, The
specification of an operation should be ignorant of the
existence of other operations. Synchronization is a global
property and should therefore be specified globally. The
advantages to verification are discussed in succeeding sections,



4. Data Invariants as Path Expressions

4.1, An Introductory Exemple

I/0 devices are serial devices which can exscute only
one command at a time. The device must not start executing
until the user of the device has placed a command In the device
command buffer, When the device has executed the command
in its command buffer, the user can inspect the device status to
check for errors during the execution and send another
command. The order of executing these device operations is
stated by the path expression

path send; execute; inspect end

The operator ; is the sequencing operator. It requires
that its operands are executed in left to right order. (This
operator is associative, but not commutative.) The brackets
path and end indicate cyclic repetition,

Assuming the existence of the type "command", a type
definition for 1/O devices is

typa 170 dovica =

var combuf = command; -
;m't'h send; execute; inspect end;
let Dev = 1/0 dovice, com = command in

op send(com, Dav) = Dev.combuf « com;

proc execute(Dev) =
<defined by the hardware (Dev)>;

op inspect(Dev) = return Dev.combqu

andtype

The states of an I/O device are represented by two

fields (hidden from the user): combuf, and an implicit fleld
“opstate" for the path expression. The combuf field holds the

_command that is executed by the device. The opstate fisld
represents the operation state and determines which operation
Is currently executable. In this example, the opstate field can
have three distinct values, indicating which of send, execute, or
inspect can next be executed,

A short explanation of the implementation of‘pith

expressions is in order. A path expression is implemented by a -

state variable (opstate in this example), a simple lock, and a
prologue and epilogue attached to every function named in the
path expression, The prologue-epilogue pairs are generated
by the compiler, not by the programmer. The function of the

prologue is to lock the object, inspect the state, and determine .

whether or not the attempted operation can be executed, If
s0, the operation proceeds; if not, the progtam attempting the
operation is ‘put to sleep (with the object unlocked). The
function of the epilogue is to change the execution state end
unlock the object. Any sleeping programs which can now
proceed are restartod at their prologues.
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For each device in the above example, theres is assumed
to be an implicit process dsfined by the hardwere which is
equivalent to

ropaat execute(l/O device) end

The let clause specifies the typss of the formal
parameters used in the following operation and procedure
definitions. The differance betwean an operation and a
procedure (s that the former is available to all users of the
type definition and the tatter remains hidden from the user,

Operations and procedures are distinguished by the keywords
op and proc.

The path exprassion prescribes the execution history of
the operations performed on an 1/0 device. It assures that this
history is described by the regular expression (xyz)s, where x
= send, y = execute and z = inspect. Thus, if #(x) denotes the
number of executions of x, the path expression guarantees that
the relation ‘ '

#(send) 2 #(execute) 2 #{inspect) 2 #(send)-1

is always true. One can then easily prove by induction using
this invariant that a user cannot overwrite a command nor
inspect the device status before the device has finished
executing a command. (The use of other path expression
operators, such as '+ for exclusive selection and "¢ for
indefinite repetition, is described in [Cam74, Hab75))

4.2, A Formal Exemplo

As a formal example of the relationship of path
expressions to verificatibn, consider the definition of a type

© “"bufferpool”. We would like to think of a bufferpool as two

distinct, non-intersecting sets of buffers whose union is fixed,
One set of buffers designates the allocated or "in-use" ones,
the other set the unallocated or "free” ones.

B~ (Binuw’ Bfrn)
. n ,
where B, ~UB, = iﬂ {buffer } an‘d Biruse M Biree = {

Initially, all buffers sro free, so

0

(1) Binum - {}
0 n
(¢3) Brree ™ 391 (bufferl}

The superscript O indicates ths state of an object at
initialization. Using Hoare's notation[Hoa69], we specify two
operations on bufferpools (we will use uppercase latters when
referring to abstract operations, and lowercase letters for
their concrete counterparts): '



(3) true { XeACQUIRE(B) } (IbeB

frn

-{b} A B

-[B' inuee - Binua- v (b} A X=b]

free freo

(@) beB { RELEASE(B,b) }

BI

fuo . f

U{b} A B =B -{b)

inupe nupe

In our implementatibn, we choose to represent a
bufferpool as an array of n buffers (assuming the existence of
type buffér), with a pointer to separate the in-use buffers from
the free ones. The type definition for bufferpool uses a
numeric path element which takes the form

path (acquire-release)” end
and requires, by definition, that

() 0 < #(acquire) ~ #({release) S n
The followmg definition for type bufferpool is given (the with
construct is borrowed from HASCAL[WIHZ])

type bufferpool(niinteger) =
var A = array l.h of buffer,
ptr = integer(0};  comment initially O;

invariant 0sptrsn;
path (acquire-release) and;

Lt bp=bufferpool, buf=buffor in
op acqulre(bp] hu.ffar = with bp do
begin
ptreptrel;
return A[ptr]
end;

op release(bp,buf) = with bp do
begin
ptreptr-1;
Afptr+1Jebuf
ond ;

endtype ,

In order to verify the correctness of this implementation,
we must first define the map;ing into our abstract model:

oF(A ptr) = (Blnum fru)
n 0
where Bfna = i-le:'u {A[J]} and Bmuu = Bfru " Ptree

Now we must verify the implementation by induction.
We first show that the initial concrete object is mapped by o#
into the desired initial abstract object. Then, for each
operation, we show that the resulting concrete object is-both
in the domain of e# and mapped by “into the correct
abstract object. Upon initialization,

HAptr) = o#AD) = ( {) ‘Gl @A

is the correct initial abstract object (egs. 1 and 2), and the
invariant,

I(Aptr) = Osptrsn

is true for ptr=0. To complete the proof, we must verify
equations (3) and (4).

Equation (3) states that any abstract bufferpool which
results from an ACQUIRE operation must satisfy the given post-
condition. Therefore, we must show that any concrete
bufferpool which results from an acquire operation is mapped
by e# into an abstract bufferpool which satisfies the post-
condition. First, however, we must show that the new concrete
bufferpool is one to which e# can be applied.

Because ptr is incremented by one in acquire and
decremented by one in release, we can make the observation
that

btr = #(acquire) - #(release)

is invariant for inactive objects. We can use the additional
information supplied by the path expression (equation 5) to
assert that the relation

Osptrsn
is also invariant for inactive objects. And, since
domain(e®) = { (Aptr) [0 sptrsn}

we can conclude that all inactive obiects are congistent, a fact
which, without the path expresston, would have been harder to
derive.

Verifying the post-condition of equation (3) is now easy.
In particular,

ptr'.= ptr +1

and A[ptr] is the returned value, so



e#(A'ptr) = e (Aptrsl) = (B

inue’

)

fres

’ n
where Bf = U
ree juptre2

aun = g | (AL - (Afptr 1]} =

mptr

By, - {Alptr+1])

: 0 ’ (]
inuoe Bfrae " Ptree = freo Bfro

and B o U {Alptr+i]} =

B U {Afptr+1]}

inupe

Let b=A[ptr+1] and the post-condition falls out.

The verification of equation (4) is entirely similar, and
hence the proof of the implementation is complete.

43. The Bounded Message Queue

The next example is primarily intended to illustrate the
relative difficulty of proofs of programs using P and V
operations[Dij65, Hab72] vs. programs which™ use path
expressions. Thus, we will be a bit less formal than we were in
the preceding example. Consider a message buffer which is
used by senders to deposit messages and by receivers for
removing and processing messages. Of course, ho message can
be taken from the buffer when it is empty. Therefore, a
receiver finding the buffer empty should go to sleep until a
message is deposited. If some receivers are asleep when a
sender places a message in the buffer, one of the receivers
should be awakened. The buffer also has a finite capacity for
holding messages. Therefore, what has been said about
receivers and empty buffers must also hold for senders and full
buffers.

In order for messages to be processed in FCFS order, the
buffer is implemented as a queue. The queue is stored in an
array A[0:n-1], where n is the buffer size. The total humber of
messages sent is recorded in variable s, the total number
removed in variable r. Both are initialized to zero. When a
new message is sent, s i8 incremented by one and the message
is placed in A[s mod n}. When a message is received and
removed, r is incremented by one and the message is taken
from Alr mod n] Both sending and receiving use the elements
of A[O:n-1] in & circular fashion,

The two operations on message queues are “send” and
“remove”. Assuming the existence of type message, a type
definition for message queues using semaphores is:
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type message quene(nintoger) =
var mutex = semaphore(l),
left = semaphore(n),
filled = semaphore(O),
r, s = integer{0),
A = array O.n-1 of message;

lot Q=mesrage quens, m=message in

op send(m,Q) = with Q do
begin
P(left)
P(mutex);
ses+];
Als mod nlem;
Vimutex)
V(fitled)
end;

op remove(Q) : message = with Q do
bagin '
local m=message;

P(filled);
P{mutex);
rer+l;
meA[r mod n};
clear(Alr mod n]}
V{mutex);

V(left);

roturn m

end

endtype

The "mutex” semaphore is used to build a critical section
around the actual depositing and removing of a message. (We
will assume the standard mutual exclusion properties[Hab72]
without explicit mention in the proof.) The "left" semaphore is
initialized to n, the maximum queue size. The function of left is
to insure that a process is blocked if it attempts to deposit a
message in a full queue. Similarly, the “filled" semaphore is
used to block any process which tries to do a remove when the
queue is empty. The “clear” procedure used in remove (and
which we have not defined) is assigned the task of cleaning up
a message slot. -

The crucial thing to prove about message queues is that,
in fact, semaphores filled and left correctly perform their
intended functions, i.e. we would like to be sure that once
inside its critical section, the send operation is guaranteed to
find an empty slot in which to place its message (and the
similar statement for remove).



Let us consider relations on the length of the queue
(glength). Conceptually, glength is incremented by one when s

is incremented in send, and decremented when r is incremented -

in remove. Therefore,

(1) qlength =s-r 2 filled

The inequality is true initially and, by induction, every
increment of filled (ie. every WV(filled)) is preceded by an
increment of glength, and every decrement of qglength is
preceded by a decrement of ‘filled (ie. P(filled)). By a similar
argunient,

(2)  qglength < n-left

Both. equations (1) and (2) are always true. However,
inside the critical sections of send and remove, we can make
stronger statements. At the start of the critical section of
send, we have successfully passed a P on left without having
done the corresponding V on filled. Hence,

(3) qlength < n-left (when s is incremented in send)
]

Similarly, i
|

(4) glength > filled (when r is incremented in remove)
i

|
Since both left20 and filled20 (from the definition of
semaphores), we obtain [

|

glength < n (w$en s is incremented in send)

|
i
:
|
(6) qlength>0 ({when r is incremented in remove)

5)

and

Equation (5) states that when the send operation enters
its critical section it will find an empty slot in which to place
its message. Equation (6) states that when remove enters its
critical section, it will find a'message to remove. The proof is
therefore complete. !

Our proof, while no[t particularly complicated, was
nonetheless undesirably tedipus. The corresponding proof for
a type definition using path expressions is entirely trivial
Consider the new type deﬁni}ﬁon:

|
|
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type message quevelninteger) =

path (send - remove)" end;
let Q=message queve, m=message in

op send(m,Q) = with Q do
begin
ses+l;
Als mod n}em
and;

op remove(Q) : mesrage = with Q do
begin
local m=message;

rer+l;

meA{r mod n};
clear(Afr mod n])
roturn m

end

endtype

Suppose we wish to prove the same properties we
proved about the P/V solution. We know from the definition of
the path expression that

0 < #(send) - n{remove) < n

and that (because send and remove are entirely mutually
excluded on the same queue)

glength = s - r = #(send) - #{remove)

Hence, send will not execute on a full queue or ‘else glength
must increase beyond n. Also, remove will not execute on an
empty queue or else glength must decrease below O. The
reduction in proof effort between the two solutions is clear.

In our example, a higher degree of concurrency can be
achieved if the receiving of messages is separated from the
removal of processed messages. We now allow the existence of
received but undeleted messages. If the total number of.
received messages is recorded in r and the total number of
deleted messages is recorded in d, (with s as defined
previously) we require '

dsr<ssd+n

The remove operation of the earlier version is split in two.
Operation "receive" increments r and returns the message in
Afr mod n). This assures that the elements of A are processed
in a circular fashion. Operation "delete” increments d and
clears Ald mod n]



To govern the execution of the (now) three operations,
we will-use a path expression which generalizes the numeric
path element introduced earlier. The expressior

puih (send - receive - delete)? end

will ensure that the relation
#(send) 2 #(receive) 2 s(delete) 2 #(send)-n

is invariant. The modified type definition for message queues
is

type message queve(nintager) =
var A = array 0.n-1 of message,
s,r,d = integer(0)

path (send - receive - delete) and;
let Q = message queve, m = message in

op send(m,Q) = with Q d
begin :
ses+];

Als mod nJem
end;

op receive(Q) : message = with Q do
hegin
local m=ntessage;
rer+l; .
meAlr mod n);
return m
end;

op delete(Q) = with Q do
hegin
ded+l;
clear(A[d mod n})
ond

endtypo
The message processor is given by
raopaat process(receive(Q)) end
and the message deleter by

rapoat delete(Q) end

Achieving this higher degree of concurrency can be of
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importance if the messages contain commands which must be
executed by a device with a critical time constraint. The
message processor of this new version is immediately ready to
process the next message (if any) so that it can keep the
device busy. In the preceding version, the message processor
had to delete a message from the queue before it could process
it. Deleting a message is now a separate task. Moreover, the
process which deletes the messages can be assigned additional
duties (such as notifying a sender that his message has been
processed) without affecting the processing of messages. We
still must show that the messages are processed and deleted in
the proper order. A message must not be deleted before it has
been processed, the oldest unprocessed message must be the
next to be received, and the oldest processed message must be
the next to be deleted. -

Our abstract model of the message queue consists of the
sequence of messages Q,, Qz’ QB’ .. in the order sent, and the
three integers s, r, and c} Sending a new message corresponds
to extending the sequence with a new element. The length of
the sequence is given by the value of s. The path expression

guarantees the invariance of
dsrss<dn

because d=#{delete), r=#{receive), and s=#({send). This means
that the variables d and r point to existing messages in the
sequence if their values are non-zero. The mapping from the’
concrete object to the abstract sequence is given by

e#{A[(d+) mod n]) = Q for i=1,2,.,5-d

dei

The mapping is clearly one-to-one and preserves the order of
the messages. Receiving a message corresponds to moving the
pointer r ahead to the element after Q' in the sequence.
Likewise, deleting a message corresponds to moving the pointer
d ahead to the element after Qd in the sequence.

In order to show that the operations send, receive, and
delete are meaningful, we must show that

1) there is room for a new message when sending
is permitted

2) there is an unprocessed message when
receiving is permitted

3) there is a processed and undeleted message
when deleting is permitted.

Since the path expression guarantees that the relation among
d, r, s, and n will hold after executing send or receive or
delete, we have

(1) (r S s=s+] <d+n) > (r < s < d+n) when sending
is permitted



(2) g)de:nrﬁr*al <s8)-o (d{ Sr <s)when receiving is
(3) (d=d+l <7 <8)» (+ <r gs)when deleting is
permitted.

Equation (1) shows that there is room for a new message
when sending is permitted, equation (2) that the message
processor does not operate on an empty slot, and equation (3)
that a message cannot be deleted before it is processed. This
proves the most important aspect of the abstract model. The
formal proot that the message queue is a consistent
implementation of the model is omitted.

5. Conclusion

Data types are an impartant design tool both because of
the freedom of abstraction they allow and because they
contribute to the localization of design decisions. This
localization contributes not only to program modifiability, but
also to ease of verification. We assert that the goal of writing
verifiable software is more easily attained when verification
can be directed toward the geftnmon of a concept rather than
its usage.

Path expressions aid in the desired localization by
expressing synchronization conditions in the form of invariant
relations on data structures., These invariant relations, which
have previously needed to be (often) laboriously derived from
multiple concurrent programs, now become a separate part of
the definitions of data types, thus easing the verification task.
In addition, with regard to information distribution, the
synchronization conditions required to maintain the integrity of
a data structure are separable from the individual operations
on that structure. This is' related to the fact that most
synchronization is a feature solely of the implementation,
designed to ensure that the abstract state of the system is

always well-defined. Path expressions provide a vehicle for
describing  synchronization | without over- complicating the
relationship between specification and implementation.
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