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Abstract :  Data types are an important design tool. because they atl.ow freedom of abstraction. Thus~ they are  
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1. Introduction 

Procedures and macros were original.[y invented to save 
the programmer the troub[e of rewriting the same piece of 
code in severe[ places in his program. Later on, programmers 
di.scovered that macros, and in particular procedures or 
functions, are an important abst'ractien tool. To the caller of a 
procedure, all that matters is the type of its parameters and its 
effect. It l.s not necessary to know the details of how it i,s 
implemented. Following Parnas' idea of information hi, ding 
[Par72] we adopt the rule that the caLl-sl.te does not use any 
know{edge it might have about the i.mp[ementation. In thl.s 
way, a modLfi.cation in the implementation does not affect the 
catt-sl.te, provilded that the speci.fLcation (the requi.red 
parameters and the effect of the procedure call.) is not 
changed. 

Abstraction from implementation of executable code Ls 
achieved by the procedure concept. The equivalent abstraction 
tool for data objects i.s the abstract data type definition. It 
allows the programmer to distinguish between speci.fLcatien and 
[mpiementation of a data object. A type definition describes to 
l.ts users the possible states of an object of that type and the 
ways in which it can be manipulated. The type definition we 
have in ml.nd is based on the':class concept of SIMULA 67 
[Dah68] and 'ts close to the cluster~ concept in CLU ill.s74, 
Sch75] and the form concept in ALPHARD [Wut74, Wut76]. A 
sUght di.fference from the SIMULA class is that the internal 
structure impl,ementEng the data objects is completely hidden 
from l.ts users. Although it is possl.bie to do this Ln SIMULA, 
the default rule gives the user complete access to the internal 
structure. For the purpose of this paper, we adopt a more 
Puritan view and do not allow any direct access at al.t to the 
i:Rternal structure of a typed object. Type definitions witt be 
presented in an i.ntui.ti.ve, informal, syntax. 

The ways in which a typed object can be manipulated are 
given by the type defl.n[tion as a set of eperatlons. An 
operation is a procedure or macro whose specification [s made 
known to the users of the typed object. The set of operations 
is complete [n the sense that a typed object cannot be 
accessed in any other way than through one of the deft.ned 
operations. 

The state resulting from the manipulation of a typed 
object is a function of the starting state and the applied 
operation. This implies that the state of an inacti.ve object (Le. 
one not currently being operated on) can be characterized by 
the initl.al state of the object and its execution history (Le. the 
operations which have been applied and their application 
order). It is often useful to limit the set of. histories that can 
be generated to a desirable subset of those possible. This can 
be achieved by incorporating a pr~h e~l>r~iop~[Hab75] Ln the 
type definition. The path expression defines the set of Legal 
sequences {n which the operations of a type can be applied to 
an indi.vidual object of that type. 

We mentioned as the primary purpose of using type 
defi, nEtiens the abstraction from implementation. Therefore, 
type definitions are an important desiM= tool [Flo75]. The 
designer deliberately chooses to impose the rules and 
restrictions of type definitions on his design language i.n order 
to wri te more reliable programs. These restrictions enabie the 
programmer to make verifi.able assertions about his programs. 
Enforcing the rules does not necessarily result in much runtime 
overhead. The types of operands and parameters and the 
legality of the applied operations are statically checkable. 
Many operations can be written as macros so that runtime 
overhead due to parameter passl.ng is avoided. 

In the next section we discuss the formal basis for the 
significance of path expressions to the ver[fi.catEon of data 
types. Our approach is based on a proof methodology provided 
by HoareEHoa72]. Path expressions provide a powerful. 
additional verification tool,. The difference between path 
expressions and Hoare's moni.tors [s discussed br[efl.y l.n the 
fell.owing section. The rest of the paper i.s devoted, via several. 
examples, to a demonstration of the usefulness of data types 
and path expressions for verificat[on purposes. 

*This work was supported by the Nati.ona[ Science Foundation under grant DCR74-24573. 
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2, Data Types and 

[n thee72], Hears descr, 
of abstract data. types. Ln thi 
two Levels. At one Level, an a 
whicil manipulate that objec 

Verification 

besa method for the verification 
; method, the task Ls broken Late 
~0tract object and the operations 

are described mathematLcaLLy~ 
using such well defined cohcepts as sets and sequences. 
VerifLcatLon of these operat!ons may be conoLdered to be 
verLfLcation of spectfLcetLon. At e lower Level, the abotrsctLon 
Ls LmpLemented via suitable algorLthms and data structures. 
The verLfLcatLon task then reduces to e proof that the chosen 
implementation models the specLficati.on. To accompLLsh thLs~ It 
,~, ' f  be r~o.~-" le t~ ~ p  the cbncrete state of an obJect~ e, into 
the abstract object, /J, Lt reprbsents, This mapping Ls denoted 
by e~#.. We write 

/ i  .= s#'(~)  

if ,1/ is the interpretation or" the concrete object e (we require 
that ~ .  be a function). Hoiare indicates the need for an 
Lnvariant condition,/(c), whLchi each of the concrete operations 
must preserve. In fact, Z(c) Ls the characteristic function of the 
domain of @#.: i 

domaLn(~@) ,. {c I /(c)} 

E 
Examples of such domain-restricting [nvarLants include 

the demand that a stack pointer never overflow or go negative, 
and that a Linear List remain LLr~ear, 

One of the major effectsithat the goal of verif iabil i ty has 
had on the way we write software is the idea that the input 
state to a prograr~ segment Ibe restricted and wel.L-defLned. 
This is, Of course, one of the strongest arguments agaLnst 
LndiscrLmLnate use of the 8'ote-lstatement, e.g. 

x~-Ot 

if: x*-X+lj 

12: ! 

What is the value of x a~ L2? Because of the +presence of 
LL it is necessary to comb the entire program (not even/just 
the scope of LJ. Lf Label p'~aramelers are allowed) and deducb the 
set of possible values of x b~'iore each "~'oto Ll". It is now 
well understood that the use (if uJhHe- and r~peaJ'- statements 
restricts possible program sta~es Ln a useful wey~ thus making 
the task of verification simpler.! 

The use of abstract datla types Ls another step Ln the 
direction of restricting the class of Legal program states. Zn 
particular, we allow direct dataistructure access only to s small 
number of procedures and titus minimize the potential for 

creatLng inconsistent structures, Unfortunately, thLs La not 
quite enough to make some verLfLcatLon questions eaaLty 
answerabLe. ConoLdor the case of a data type LmpLementinll a 
queue as a Linked tLst. We can verify relatively,smelly that the 
appropriate Links are constructed upon Lnsert~bn and deLetLon. 
In order to verify, however, that no attempt Ls made to delete 
an element from an empty queue, we must, once again scan the 
entire programs of every user of type queue. The introduction 
of path exprasaLons guarantees thLsp for a small rust les prLce. 
In operatLng systemej where concurrency Ls important, the path 
expression becomes a synchronLzatLon method whose 'coat La no 
more t'han that of the price of the P and V operations 
otherwise dLstrLbuted throughout the system. 

We wiR demonstrate that path expressions are suitable 
for statLng certain program invarLants and thus facilitate 
program verLfLcation. Without path. expressions Lt Ls hard to 
prove such tnva~'iants from the programs. The parsing of path 
expressions was discussed earLLer Ln [Cam74]. A detailed 
LntroductLon to path expressions illustrated with several 
examples Ls found Ln [Hsb75]. 

3. A Note on Monitors 

Monitors[Hoe74] provide a mechanism for the control of 
concurrency which Ln some aspects Ls similar: to that provided 
by data types with path expressions. We see at Least two 
major differences in philosophy, however, whLch Lead us to 
prefer the Latter approach. 

One .inherent difficulty with monitors Ls the restr'Lctton 
which states that  the operatiops of a molnitor can never 
execute concurrently. This restrtction is a very "coarse" one, 
because it dictates that the time spent in execution of one 
operation must be very short. In particular, it effectively 
prohibits one monitor from using (being implemented Ln terms 
of) another, since when the Lower Level monitor wars, Lt 
prevents the higher Level monitor from any fur'ther execution. 
While this is also true for path expressions associated wit~ the 
same object, operations on different objects of the same type 
can, at the dLscreti.on of the programmer, operate completely Ln 
parallel. This makes data types with path expressions appear 
to be a "simpler" concept, since it Ls not necessary to make the 
distinction between "monitor" and "class" and since data types 
may be hierarchically structured with mLnLmaL interference 
among different objects, 

Another advantage of data types with path .expressions, 
which [s perhaps more relevant to this paper, Ls thb fact that 
synchronization conditions are localized Ln a concLse.synta~ and 
are not part of the individual operations as they are wLth 
monitors, While it is a major step to take the synchronization 
conditions out of user programs, it is of even further benefLt to 
take them out of the implementation of the operatLons. The 
specification of an operation should be Lgnorant of the 
existence of other operations. Synchronization Ls a global 
property and should therefore be specified globally. The 
advantages to verification are discussed in succeeding sections, 
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4. Data Invariants as Path Expression= 

4,l, An tntrodu©tery Example 

I/O devi,ces are serial, devices which can execute onty 
one command at a time. The device must not start executing 
until, the user of the device has pieced a command in the device 
command buffer, When the device has executed the command 
i,n i,ta cornrnan d buffer, the user can i,nspect the device status to 
check for errors during the execution and send another 
command. The brder of executing these device operations is 
stated by the path expression 

p¢lh send; execute; inspect end 

The operator ; is the sequencing operator. It requi.res 
that its opersnds are executed i,n left to right order, (Thi.s 
operator is associative, but not commutative.) The brackets 
p==h and end indicate cycii.c repetition, 

Assurning the existence of the type "command", a type 
defini,ti,on for 1/0 devices is 

type I / O  de.l¢~ . 
vet cornbuf - commend; " 

Im,ih send; execute; inspect e.d; 

let, Dev - I / O  de.i~e, corn - comma.d in 

ep send(corn, Day) = Dev.combuf ~- cornl 

pre~ execute(Day) = 
<defined by the hardware (Day)>! 

op inspect(DQv) = retur,  Dev.combuf 

end|ype 

The state~ of an I/0 device are represented b y  two 
fields (hidden from the user): cornbuf, and an trnptictt field 
"opstete" for the path expression. The cornbuf fi,eld holds the 
command that is executed by the device. The opstate fi,etd 
represents the opeyation state and deterrni.nes whi.ch operate,on 
is currentty executable. In this example, the opstate fIJtd can 
have three distihct vai,ues, indicating which of send, execute, or 
inspect can next'be executed, 

A short explanation of the imptementati,on o f  path 
expressions is in order. A path expression is imptemented by a 
state variable (opstate in this example), a si,mpi,e tack, and a 
proi,ogue and epilogue attached to every function named i.n the 
path expression, The protogue-epitogue pairs are generated 
by the compiler, not by the programmer. The function of the 
proi,ogue is to tack the object, inspect the state, and determi,ne 
whether or not the attempted operation can be executed, If 
so, the operation proceedsl if not, the program =ttempti,ng the 
operation is 'put to sleep (with the object uni,ocked), The 
function of the epilogue is to change the executt.on state and 
untock the object. Any steepi,ng programs which can now 
proceed are restarted at thai,r prorogues, 

For each device in the above exempts, there is assumed 
to be an implicit process defined by the hardware which i,a 
equi,valent to 

repoa.r execute(I/O device) e.d 

The Is= clause specifies the types of the format 
parameters used in the foi,i,owing operation and procedure 
defl.n!tions, The dLfferance between an operation and a 
procedure i,s that the former i,s avail,able to at,i, users of the 
type definition and the tatter rernai,ns hidden from the user. 

OPerations and procedures ~re dlstinguLshed bY the keywords 
ep and prec,. 

The path expression prescribes the executi,on history of 
the operations performed on an ]/0 device. It assures that thi,s 
history i.s described by the regutar expression (xyz)*, where x 
= send,  y - execute and z = inspect. Thus, i,f #(x) denotes the 
numf~or of executions of x, the path expression guarantees that 
the retatton 

#(send) > #(execute) Z #(inspect) > #(send)-1 

i.s atways true. One can then easii,y prove by i,nduction using 
this [nvariant that a user cannot overwrite a command nor 
inspect the device status before the device has tint,shed 
executing a command. (The use of other path expressi,on 
operators, such as '+' for exctusi,ve setection and "1" f o r  
i,ndefinite repetition, is described in [Carn74, Hab75].) 

4.2. A Formal Exampio 

As a format example of the rei,ationship of path 
expressions to Verlficatit)n, consider the defi.niti,on o f  a type 
"bufferpool °', We would like to think of a bufferpooi, as two 
distinct, non-i,ntersecting sets of buffers whose union i.s fixed, 
One set of buffers desi,gnates the atiocated or '°in-use" ones, 
the other set the unaUocated or "free" ones. 

where B. 
,nuBo 

B "(Binu+, Bfr . )  

U Bfr,, " CJ {buffer;} and Binup = N.Bfr.. " 1}. 
;.t 

InitlaiUty, air buffers are free, so 

(t> B ° - {} 
InU l~  

n 

(2) B°fr,, - U {buffer,} 

The suporscri,pt 0 indicates the state of an object a t  
initialization. Using Hoare'a notation[Hoe69], we apeci,fy two 
operations on bufferpooi,s (we wi,i,i use uppercase i,etters when 
referring to abstract operations, and towercase tatters for 
their concrete counterparts): 
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troe (X -ACQU  I(B  
[e'fr..'=B(r.-lb} A I Binuw"=Binu. U l b }  A X,-b] 

(4) b~B. { RELEASE(B,b) } 
/ . ! t 

Bfr n=Bfr'  ¢U{b} A. Binu~-Binuw'{b} 

Now we must verify the implementation by induction. 
We first show that the initial concrete object is mapped by 
into the desLred initial, abstract object. Then~. for each 
operatLon, we show that the resulting concrete object is  both 
in the domain of e~" and mapped by ~ "  into the correct 
abstract object, Upon initialization, 

n 
e~"(A,ptr) = e~"(A,O) - ( {}, U {A[j]} ) 

In our implementation, we choose to represent a 
bufferpoot as an array of n !buffers (assumEng the existence of 
type buffer), with a pointer io separate the in-use buffers from 
the free ones. The type definition for bufferpoot uses a 
nmn~de pcth element which ~akes the form 

path (acquire-reLease) n end 

and requires, by definition, that 

(5)  0 <_ #(acqUire) - #(reLease) < n 

c 

The fottowing definition for iype bufferpoot is given (the w~h 
construct is borrowed from F~ASCAL[Wir72]), 

t ype  hu, f ferpool(n:hlte~m') = 
~,ar A = array t..h of buf fer ,  

ptr = integet~O~ comment  initiaLLy O; 

invariant O<ptr<n; 
path (acquire-reLease) n end; 

let bp.--lm, ffm'pool, buf=h~ffm" in" 
op acquire(bp!'bu,/'fer = wi~h bp do 

begin 
ptr~-ptr+|; 
rm=n A[ptr] 
end; 

op release(bp,buf) = with bp de 
begin . 
ptr*--ptr-~; 
ALp t r + t ]~-buf 
end 

#nd t ype  

In order to verify the ¢orrectness of this implementation, 
we must first define the mapl:ing into our abstract modeL, 

~',(A,ptr)  != (Binut~, Bfr n )  
'I 

= B ° ~J {A[j]} and Bin,, - f t ,  - Bf,.. == 
where Bfree j = p t r + l  

is the correct initial abstract object (eqs. 1 and 2), and the 
invariant, 

l(A,ptr) = O ~ p t r S n  

is true for ptr=O. To complete the proof, we must verify 
equations (3) and (4). 

Equation (3) states that any abstract bufferpoot which 
results from an ACQUIRE operation must satisfy the given post- 
condition. Therefore, we must show that any concrete. 
bufferpoot which results from an acquire operation is mapped 
by (~#. into an abstract bufferpoot which satisfies the post- 
condition. First, however, we must show that the new concrete 
bufferpoot is one to which t ~  can be applied. 

Because ptr is incremented by one in acquire and 
decremented by one in release, we can make the obse~'vati.on 
that 

Ptr = =(acquire) - #(reLease) 

is invariant for' inactive objects. We' can use the additional 
information supplied by the path expression (equation 5) to 
assert that the relation 

0 < ptr ~ n 

is also invariant for inactive objects. And, since 

domain(~,) = { (A,ptr) ] 0 <- ptr < n } 

we can conclude that aLL inactive objects ar_Ee consistent, a fact 
which, without the path expression, would have been harder to 
derive. 

Verifying the post-condition of equation (3) Ls now easy. 
In particular, 

p t r~=pt r+  I 

and A[ptr]  is the returned value, so 
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t s 
e~(A',ptr') ,- @~'(A,ptr+l) = (Binu, @ Bfre.) 

n i1 
' - U {A[j ]}= U {A [ j ] } - {A [p t r+ l ] } -  where Bfree i - p t r * 2  j - p t r ÷ l  

Bfree- {A[ptr+t]} 

and B inu~ B ° ' = B ° = f ree  - B f r e e  free - Bfree U {A[ptr+l]} - 

Bi... * U {A[ptr*t]} 

Let b=A[ptr+t] and the post-condition falls out. 

The verification of equation (4) is entirely similar, and 
hence the proof of the implementation is complete. 

4.3. The Bounded Message Queue 

The next example is primarily intended to illustrate the 
relative difficulty of proofs of programs using P and V 
operatior~s[Dij65, Hab72] vs. programs which" use path 
expressions. Thus, we wilt be a bit less format than we were in 
the preceding example. Consider a message buffer which is 
used by senders to deposit messages and by receivers for 
removing and processing messages. Of course, no message can 
be taken from the buffer when it is empty. Therefore, a 
receiver finding the buffer empty should go to sleep until a 
message is deposited. If some receivers are asleep when a 
sender places a message in the buffer, one of the receivers 
should be awakened. The buffer also has a finite capacity for 
holding messages. Therefore, what has been said about 
receivers and empty buffers must also hold for senders and fuff 
buffers. 

In order for messages to be processed in FCFS order, the 
buffer is implemented as a queue. The queue is stored in an 
array A[0:n-l], where n is the buffer size. The total humber of 
messages sent is record_ed in variable s, the total number 
removed in variable r. Both are initialized to zero. When a 
new message is sent, s i~ incremented by one and the message 
is placed in A[s rood n]. When a message is received and 
removed, r is incremented by one and the message is taken 
from Air rood hi. Both sending and receiving use the elements 
of A[0:n- l ]  in a 'circular fashion. 

The two operations on message queues are "send" and 
"remove". Assuming the existence of type metJel, a, a type 
definition for message queues using semaphores is: 

type m.essctge quev.e.(n:integer) = 
vat mutex = semaphore(l), 

[eft = semnphere(n), 
fitted = semaphore(O)~ 
r, s = integer(O), 
A = en'ay 0.n-t ej" message; 

let Q=messege quett~, m=lttessoge in 

op send(re,Q) = with Q do 
begin 
P(teft); 

P(mutex); 
s~-s+l; 
A[s mod n]*-ml 
V(mutex)l 

V(fitted) 
end; 

op remove(Q) : n~s~ge = wbtk Q do 
begin 
local m=message; 

P(fitted)~ 
P(mutex); 
re-r+t; 
m~-A[r mod n]; 
cLear(Air rood n])l 
V(mutex); 

V(teft); 
r e t l / J r n  m 

end 

ondtype 

The "mutex" semaphore is used to build a critical section 
around the actual depositing and removing of a message. (We 
wil l  assume the standard mutual exclusion properties[Hab72] 
without explicit mention in the proof.) The "left" semaphore is 
initialized to n, the maximum queue size. The function of taft is 
to insure that a process is blocked if it attempts to deposit a 
message in a full queue. Similarly, the "fitted" semaphore is 
used to block any process which tries to do a remove when the 
queue is empty. The "clear" procedure used in remove (and 
which we have not defined) is assigned the task of cleaning UP 
a message s lot .  

The crucial thing to prove about message queues ts that, 
in fact, semaphores fitted and left correctly perform their 
intended functions, i.e. we would like to be sure that once 
inside its critical section, the send operation is guaranteed to 
find an empty slot in which to place its message (and the 
similar statement for remove). 
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Let us consider retatb 
(qlength). Conceptually, qtent 
is ~.ncremented in send, and d~ 
in remove. Therefore, 

( l )  qlenl 

ms on the tength of the queue 
:th is incremented by one when s 
,cremented when r is incremented 

th = s-r >_ filled 

The inequality is true initiaLLy and, by induction, every 
increment of fiLLed (i.e. every V(fitted)) is preceded by an 
increment of qlength, and every decrement of qiongth is 
preceded by a decrement of filled (i.e. P(fitted)). By a similar 
argunient, 

(2) qlength < n-Left 

Both. equations (1) and (2) are always true. However, 
inside the critical sections of send and remove, we can make 
stronger statements. At the start of the critical section of 
send, we have successfully passed a P on Left without having 
done the corresponding V on fitted. Hence, 

(3) qlength < n-Left (when s is incremented in send) 

Similarly, 

(4) qtength • fitted (when r is incremented in remove) 

Since both teft>_O and fLtLed_>O (from the definition of 
semaphores), we obtain i 

(5) qtength < n (wl~en s is incremented in send) 

and 

(6) qtength • 0 (whqn r is incremented in remove) 

Equation (5) states thai when the send operation enters 
its critical section it will fin¢l an empty slot in which to place 
its message. Equation (6) states that when remove enters its 
criti.cat section, it wilt fled a!message to remove. The proof is 
therefore comp le te ,  r 

Our proof, whLte ndt particularly comp|icated, was 
nonetheless undesLrabty tediDus. The corresponding proof for 
a type definition using path expressions is entirely t r iv ia l  
Consider the new type definition: 

t y p e  m~essage qttcwe(n:iJtteger) = 

ondtype 

palh (send - remove) n end; 

let Qfn~ssege qu.ewe, m=ntessage in 

ep send(re,Q) ,= w/sb Q de 
begin 
s~-s+l; 
A[s rood n]~-m 
end; 

op remove(Q) : n~s~nge = wbth Q de 
begin 
local m=ntessege; 

re-r +J.| 
m~-A[r rood n]; 
clear(Air rood n]); 
retu.rn m 

end 

Suppose we wish to prove the same properties we 
proved about the P/V solution. We know from the defLnLtLon of 
the path expression that 

0 ~ =(send) - #(remove) ~ n 

and that (because send and remove are entirety mutually 
excluded on the same queue) 

qtength = s - r = #(send) - #(remove) 

Hence, send wil l not execute on a full queue or "else qLength 
must increase beyond n. ALso, remove wilt not execute on an 
empty queue or else qtength must decrease below O. The 
reduction in proof effort between the two solutions is clear. 

In our example, a higher degree of concurrency can be 
achieved if the receiving of messages is separated from the 
removal of processed messages. We now allow the existence of 
received but undeteted messages. If the total number of.  
received messages is recorded in r and the totat number of 
deleted messages is recorded in d, (with s as defined 
previously) we require 

d ~ r ~ s ~ d + n  

The remove operation of the earlier version is split in two. 
Operation "receive" increments r and returns the message In 
Air rood n]. This assures that the elements of A are processed 
in a circular fashion. Operation "delete" increments d and 
clears Aid rood n~ 
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To govern the execution of the (now) three operations, 
we wilt,use a path expression which generalizes the numerLc 
path element introduced earlier. The expressiop 

perk ( s e n d  - r e c e i v e  - d e t e t e )  n end 

wi l l  ensure that the relation 

#(send) > #(receive) >_ #(delete) >_ e(send)-n 

is invariant. The modified type definition for message queues 
is 

type m,esse ge qeJ, ett, e.(n:integer) = 
vat A = en'ay O..n-t o f  message, 

s,r,d ffi integet~O~ 

path (send - receive - delete) n end; 

let Q = mes~nge qexeu, e, m = message in 

op send(re,Q) = wi#b Q do 
begin 
s<-s+l; 
A[s mod n]*-m 
end; 

op receive(Q) : message = with O de 
begin 
local mfntessage; 

r~-r+l; 
m,-A[r rood ni; 
reftLrn m 
end; 

op delete(Q) = wide Q do 
hegin 
d+-d+l; 
ctear(A[d rood n]) 
e n d  

endtype 

The message processor is given by 

r~p~a= process(receive(Q)) end 

and the message deleter by 

r e p o a l  delete(Q) end 

importance if the messages contain commands which must be 
executed by a device with a critical time constraint. The 
message processor of this new version is immediately ready to 
process the next message (if any) so that it can keep the 
device busy. in the preceding version, the message processor 
had to delete a message from the queue before it could process 
it. Deleting a message is now a separate task. Moreover, the 
process which deletes the messages can be assigned additional 
duties (such as notifying a sender that his message has been 
processed) without affecting the processing of messages. We 
sti lt must show that the messages are processed and deleted in 
the proper order. A message must not be deleted before it has 
been processed, the oldest unprocessed message must be the 
next to be received, and the oldest processed message must be 
the next to be deleted. 

Our abstract model of the message queue consists of the 
sequence of messages QI, Q-' Q . . . .  in the order sent, and the 
three integers s, r, and d. S~nd~ng a new message corresponds 
to extending the sequence with a new element. The length of 
the sequence is given by the value.of s. The path expression 
guarantees the ~nvariance of 

d ~ r < s ~ d + n  

because d=#(delete), r=#(receive), and s=#(send), This means 
that the variables d and r point to existing messages in the 
sequence if their values are non-zero. The mapping from the' 
concrete object to the abstract sequence is given by 

~#'(A[(d+i) rood n]) = Qe,i for i=t,2,...,s-d 

The mapping is clearly one:to-one and preserves the order of 
the messages. Receiving a message corresponds to moving the 
pointer r ahead to the element after Q in the sequence: 

f , 
Likewise, deleting a message corresponds to moving the pointer 
d ahead to the element after Qd in the sequence. 

In order to show that the operations send, receive, and 
delete are meaningful, we must show that 

1) there is room for a new message when sending 
is permitted 

2) there is an unprocessed message when 
receiving is permitted 

3) there is a processed and undeteted message 
when deleting is permitted. 

Since the path expression guarantees that the relation among 
d, r, s, and n wilt hold after executing send or receive or 
delete, we have 

Achieving this higher degree of concurrency can be of (1) O'<-s=s+l .<_d+n)-+(r<s<d+n)when sending 
is permLtted 
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(2) (d _< r.ffr+~ <_s)~(d < r < s )  when receiving is 
permL¢[eo I 

(:3) (d=d+l <r_<s) - * (  < r  <s) when deleting is 
permitted. 

Equation (1) shows thai there is room for a new message 
when sending is permitted, equation (2) that the message 
processor does not operate On an empty slot, and equation (3) 
that a message cannot be de!.eted before it is processed. This 
proves the most important aspect of the abstract model. The 
formal proof that the m~ssage queue is a consistent 
implementation of the model iS omitted. 

5. Conclusion 

Data types are an important design tool both because of 
the freedom of abstractioni they allow and because they 
contribute to the localization of design decisions. This 
localization contributes not Only to program modifiability, but 
also to ease of verification. We assert that the goat of writ ing 
verifiable software is more ieasity attained when verification 
can be directed toward the definition of a concept rather than 
its usaRe. 

Path expressions aid in the desired localization by 
expressing synchronization c~)nditions in the form of invariant 
relations on data structures. These invariant relations, which 
have previously needed to be (ofte n ) laboriously derived from 
multiple concurrent programsp new become a separate part of 
the definitions of data types i thus easing the verification task. 
tn addition, with regard !o ~nformation distribution, the 
synchronization conditions required to maintain the integrity of 
a data structure are separable from the individual, operations 
on that structure. This is~ related to the fact that most 
syn¢:hronization is a feature solely of the implementation, 
designed to ensure that the abstract state of the system is 
always well-defined. Path expressions provide a vehicle for 
describing synchronization without over-complicating the 
relationship between specification and implementation. 
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