MULTISAFE--A DATA SECURITY ARCHITECTURE
by

Robert P. Trueblood

H. Rex Hartson*

Department of Computer Science
University of South Carolina
Columbia, South Carolina 29208

INTRODUCTION

MULTISAFE is a MULTI-module system for supporting Secure Au-
thorizations with Full Enforcement for database management. The
architecture of MULTISAFE combines new ideas with existing ap-
proaches such as 'back-end' computers [CANAR74], "encapsulation"
[BISBR74], object program division [LANGT76], and ''user virtual
machines' [COOKT75]. The MULTISAFE architecture provides a
framework for seeking solutions to data security problems such as
limited ability and variety of security mechanisms, verification

of security mechanisms, and system performance overhead.

BASIC ARCHITECTURE

The MULTISAFE architecture is composed of three modules:
(1) the User and Application Module (UAM), (2) the Protection
and Security Module (PSM), and (3) the Storage and Petrieval
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Module (SRM). The UAM can support many different types of wuser
interfaces. The SRM can support any of the three data models
(relational, network, and hiergrchiéal), or it can be a special-~
ized database machine. MULTISAFE can be implemented on one or
more processors. In an ordinary single 'processor system these
three modules function sequentially in an interleaved fashion.
In a multiprocessor system all three modules can function in a
concurrent fashion. The UAM coordinates and ‘analyzes user re-
quests concurrently with the SRM's generation of database
responses for previous requests. Simultaneously, the PSM per-
forms security checks on the system's activities. In the
remainder of this note the multiprocessor view is used.

The basic multiprocessor architecture for MULTISAFE is 1il-

lustrated in the figure below. Three separate processors are
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connected to three separate primary random access memories, util-
izing a multiport, private memory organization [ENSLP77]. This
organization permits the PSM processor to access (read/write) all
three memories while the UAM and SRM processors are restricted to
their own memories. The effect is module isolation by physical

boundaries.

FRAMEWORK FOR SOLUTIONS

The MULTISAFE architecture provides a useful framework for
formulating solutions to the three data security problems in the
following manner. Solutions for the first problem, limited abil-
ity and variety of security mechanisms, are fostered by the pro-
vision of a dedicated processor and memory for efficiently imple-
menting and executing sophisticated mechanisms. The PSM can sup-
port numerous security mechanisms and techniques such as formu-
laries [HOFFL71], or predicate-based models of protection
[HARTH7], as well as encryption, history keeping, security audit-
ing, and inference controls.

The physical isolation of modules described earlier con-
strains all intermodule communication to well-defined channels
and eliminates all ""back door" access paths in the software. As
a consequence, security depends upon the correctness of the
mechanisms within the PSM and upon the correctness of intermodule
communication. Verifying the correctness of the authorization
and enforcement processes of the PSM can now be isolated as a
separate endeavor. Currently available procedures can then be
applied to show that the specifications of these processes do not

violate protection policies (axioms) and that the programs are
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faithful to the specifications.

The correctness verification of intermodule communication,
in the general case, can he made more difficult by the addition
of process concurrency. However, the architecture of MULTISAFE
has been designed with an overriding concern for the simplicity
of intermodule communication, because of its importance to secu-
rity. First, coupling among the modules is extremely loose.
This eliminates the concerns about synchronization which occur,
for example, with semaphores and similar interprocess signals.

Next, all three modules operate quite independently, each
being driven by request and response messages in its input queue.
When, in order to contimue with its current process, a module A
needs a function performed by module B, module A puts its process
to sleep, sends a request message to module B, and continues with
other work. Eventually, B will select the message from its
queue, coampute the function, and respond into A's input queue.
When A finishes 1its current task and looks in its queue for
another one, it will find the results for B's function. A can
then reinstate the original process and continue its processing.
Therefore, the order of messages in the queue 1is not important
with regard to correctness or synchronization. Correctness of
inter-module communication depends on three very simple
processes: a control loop (for selecting items from a queue), a
sending loop, and a receiving loop. The important parts of each
of these processes require a page or less of straightforward
code. The messages are encapsulated as abstract data types to
maintain their integrity and security. Further, all three MUL-

TISAFE modules use the same set of inter-module communication
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programs, so that verification needs to be done only once for the
whole system.

The procedures. have been designed and specified in
[TRUER81]. The verification step was not taken; program verifi-
cation is not part of this research. However, the methodology
for doing this verification is now well established elsewhere in
the literature.

In some systems, performance overhead, the subject of the
third problem area, can be as low as 107 or less. However, it
has been reported in [WOODF74] that meticulous data-dependent
security checking can impose up to a 2007 performance penalty.
The MULTISAFE architecture counteracts such burdensome perfor-
mance degradation through concurrent processing of the three
modules. In addition, the communication bottlenecking typically
found 1in multiprocessor systems is overcome by dividing intermo-
dule messages into two parts: a fixed length message descriptor
and a variable 1length message.text. Message descriptors flow
from processor to processor while message text flows directly
from memory to memory. A simulation study of ‘MULTISAFE perfor-
mance is given in [TRUER8C], and a analytic performance model is
being studied at USC. Some work is-also presently being conduct-
ed at VPI & SU on cost functions for MULTISAFE protection perfor-

mance analysis.
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