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I rITRO F)U CT I ON 

Practicing auditors largely ignored computer systems until third 

generation technology became common. By that time, however, the increase 

in sophistication and complexity of both hardware and software components 

was so great that catching-up was almost out-of-the-question. Since that 

time the rate of change of technological developments has been even greater 

with the advent of on-line processing, data base management systems, data 

base machines, distributed processing and distributed data base. 

This doesn't imply, however, that auditors have been idle. The 

accounting profession has been active in developing audit techniques. 

However, when the burden of keeping abreast of data processing and infor- 

mation systems developments is added, the auditors have not kept up. 

Auditors approach the problem of gaining reasonable assurance of data 

integrity by realizing that they can audit the system processing or audit 

the results of processing (the data). The f i r s t  method involves an 

evaluation of controls and testing of these controls (called compliance 

testing). 

The second method involves sampling of thedata and testing its val idi ty 

(called substantive testing). The auditor's problem when the data resides 
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in a data base is how to extract the data at one point in time in order 

to carry out a test. 

The two methods are interdependent. The more the auditor can test 

the controls on the processing of data, the more reliance can be placed 

on the system and the less testing of data is required. The complexity 

of data base systems introduces the problems of understanding the controls 

and devising methods of testing a dynamic system. Further, the methods 

of testing are l ikely to require techniques to be designed into the system 

at the development stage. 

The purpose of this paper is to introduce audit problems to the computer 

science community, catalog techniques suggested and so l ic i t  suggestions 

for further research. 

A SURVEY OF DATA BASE AUDIT TECHNIQUES 

The audit techniques to be surveyed wi l l  be broken into three general 

classes: audit around the computer, static auditing, and dynamic auditing. 

Auditing around the computer essentially ignores the existence of the 

computer and simply tests manual controls or monitors inputs and outouts 

for correctness. Some of the techniques of auditing around the computer 

wi l l  exist in a data base environment because the audit is concerned with 

all controls, those outside the computer as well as those incorporated 

in procedures within computer processing. Static auditing involves the 

controls within computer processing but the techniques allow testing only 

at one point in time. These techniques served the auditor adequately in 

testing batch update processing. Finally, there exist dynamic audit 

techniques whose operation allows the auditor to test controls during 

actual processing and over time. These techniques require substantial 
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knowledge of procedures used, usually must be specified at the design 

stage and are costly to develop. 

Table l contains most audit techniques classified into these three 

catagories along with a brief explanation of each and several references 

to the l iterature. Each class of techniques wi l l  be discussed in the follow- 

ing paragraphs. 

Auditing around the computer, as far as the data base administrator 

(DBA) is concerned, is of l i t t l e  importance, since i t  is d i f f i cu l t  to 

support an activity that largely ignores an interface with the data base. 

Therefore, the accounting procedures used for this class wi l l  not be 

discussed, although references are provided for readers who wish additional 

information. 

Static audit techniques are of interest here. These must be used 

off- l ine or with nonproduction f i les.  Since this class of techniques 

ignores program-internal procedures, there is no way for the same procedures 

to recognize transactions or data transfers solely for the purpose of audit- 

ing (a r t i f i c ia l  transactions). Particularly in the case of controlled 

processing or reprocessing there is a danger of updating f i les twice; in 

a production environment this is obviously intolerable. Program code 

checking and flowchart verification are very costly operationally, but 

should be done as part of any systems implementation ef fort ,  as well as 

during maintenance and/or modification of systems. Auditor use of log 

tapes is just beginning to be explored. The magnitude of the data available 

and the d i f f i cu l ty  of selecting and extracting the desired data are posing 

complex problems. Perhaps the safest technique of this class is the use of 

generalized audit software, which was very popular several years ago. 
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Table 1: Data Base Audit Techniques 

I .  

I I .  

Techniques 

Audit around 
computer 

the 

Static audit 
techniques 

Test deck 

Concurrent 
processing 

Paral lel 
simulation 

Control Ied 
processing or 
reprocessing 

Generalized 
audit software 

Characteristics 

Both popular and traditional 
methods of ignoring the 
computer; input typical ly 
monitored and output checked, 
but no attempt to understand 
procedures. 

This class of techniaues also 
does not attempt to Understand 
computer-internal procedures 
but does require that the 
logic of processing be under- 
stood and the computer is used 
to assist the auditor. 

A more general and appropriate 
term might be "test data." 
This technique involves sub- 
mitting a r t i f i c i a l  data, trans- 
actions, etc. and monitoring 
output for expected results. 

Detects known exception 
conditions and checks for 
output caused by them. 

Actual data reprocessed using 
auditor programs, results 
compared to output from normal 
processing. Generalized audit 
software may be used to pre- 
pare auditor programs. 

Used to check for consistency 
of processing by submitting 
identical transactions a 
number of times or those 
that have already been processed. 

Used primarily for testing of 
data f i les (substantive testing); 
not for testing of processing. 
Involves a set of subroutines to 
extract and print data values at 
one point in time. Most software 
is not designed to interact with 
a DBMS. 

References 

9,12,13,18,21 
24,28,29,30,31 
32,35,36,39,40 
41,42,44,45,50 

9,10,11,12,13,15 
16,18,19,21,24 
25,26,27,28,30 
31,32,35,36,39 
40,41,44,45,48 
49,50,51,52,56 

1,23,34 

46 

38 

2,5,8,14,33 
37,43,45,47 
49,55 
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Table 1: Continued 

I l l .  

Techniques 

Program code 
checking 

Flowchart 
verif ication 

Custom-designed 
computer programs 

Dynamic audit 
techniques 

Integrated test 
f ac i l i t y  

Tagging and 
tracing 

Mapping 

Audit hooks 

Characteristics References 

Examination in detail of all 
processing logic, requiring a 
great deal of expertise both 
in the computer language and 
the application. 

Similar to program code 
checking, but done at the 
flowchart level and, thus, 
is less time consuming. 

19 

Audit software written for a 
speci f ic  computer/appl i cati on 
combination. Although e f f i -  
cient once written, may impede 
maintenance and/or modification 
of applications. 

6,46 

This class of techniques re- 
quires some degree of under- 
standing of the program-internal 
procedures and therefore tends 
to be much more complex and 
less general-purpose than the 
other techniques covered. 

7,9,10,II,12,13 
15,17,18,19,21 
24,27,28,29,30 
31,32,36,40,41 
44,45,50,51,53 
55,56 

Operates using existing proce- 
dures but on a r t i f i c i a l  f i les 
and inputs or those physically 
segregated from normal opera- 
tions, thus referred to as 
"minicompany" or "dummy company" 
procedure. 

11,22,57 

Typically involves marked real 
data whose progress can be 
traced through the programmed 
procedures. May require changes 
in processing logic. 

II,57 

Monitors use of program-internal 51 
logic for excessive and/or rare 
use, either of which may indicate 
unfriendly or incorrect prodecures. 

Modules written into programs 
which allow the auditor to 
extract transactions during 
actual processing and write 
them to an audit f i l e  for 
subsequent testing. 

9,50 
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Table 1: Continued 

Techniques 

Use of log 
tapes 

Characteristics 

Retention of transaction logs 
created by the system for 
rollback and recovery. Auditor 
extracts selected information 
for evaluation and testing. 

References 

20,54 
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Actually this is an audit aid whose sampling and retrieval caDabilities 

are controlled by the auditor -- in a sense, a decision-support system. 

The d i f f icu l ty  that this technique causes is the interface problem, because 

of the existence of such a wide variety of system software (including 

operating systems and DBMSs). 

Dynamic auditing requires a rather extensive understanding, although 

not a complete understanding, of the program-internal procedures; therefore, 

this class of techniques tends to be costly to either design and/or 

execute. The integrated test fac i l i t y  and audit hooks require a great 

deal of system design forethought, but i f  invoked during regular production 

time may be quite reasonable from an execution-cost point of view. 

Tagging and tracing requires forethought during system design and, addition- 

al ly ,  may be costly to execute, particularly i f  a r t i f i c ia l  transactions 

must be backed out of the system. Mapping is a very reasonable cost technique 

that may be executed during low system-use hours, although i t  may not te l l  

the auditor as much about the systems operation. 

DATA BASE AUDIT POTENTIALS 

The data base audit picture is obscure, to say the least; many second- 

and third-generation techniques being applied to advanced systems, parti- 

cularly data base systems, are achieving inadequate results. There is some 

hope, however. Three proposals are made here, each of which must be 

evaluated prior to application in specific cases. 

One possibi l i ty, at least with regard to program validation, is the 

use of cert i f ied software. Primarily a concept for commercial software, 

whether system software or application packages, the cert i f ication might 

be given by an independent body capable of extensive software testing. 
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Certification would, to a considerable extent, relieve the burden of EDP 

auditors in the area of software validity. Obviously, custom systems 

would be nearly impossible, or prohibitive in cost, to cert i fy i f  they 

were submitted for independent testing. 

A second possibil i ty is a standardized "audit window," a window 

through which the data base could be queried or sampled. Insofar as we 

have both standardized (principally the DBTG's DBMS) and special purpose 

data base systems, this concept would only l ikely be applied to the DBTG 

standardized system. By defining a specific subschema for all data to 

be audited, generalized packages of extensive capability but reasonable 

cost could be provided to DBMS users. 

A third possibil i ty is the use of techniques derived from ar t i f i c ia l  

intelligence for audit purposes; there is a large body of theory available 

that needs only to be applied to new problems. Pattern recognition, for 

example, could be applied to many currently collected performance parameters 

to detect unusual events that indicate either the possibil i ty of error or 

fraud. 

To be sure, there are many other evolving technologies having audit 

potential in the data base area (for example, data base machine and fuzzy 

set theory). Here we have suggested just a few. 

SUMMARY OF DATA BASE AUDIT 

This paper classified data base audit techniques. In addition to 

discussing many techniques, a few relatively unexplored "audit potentials" 

were offered. An important point to be made here is that audit methodologies 

must be identified and considered prior to data base design and implementa- 

tion, to avoid redesign and modification costs or the possibil i ty of 
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incurring an audit premium resulting from an intractible data base system. 

The DBA is best advised to consult directly with the firm's internal and 

external auditors for develoDing audit specifications for all data base 

systems. The audit problem is not too different from the problems of 

system testing and on-going maintenance testing. Hopefully the computer 

science community can contribute to the resolution of the auditors needs 

by suggesting techniques and additional areas of potential research. 
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