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fi0 certlflc&lon schemes for tr2nsaA-lons In 
Plstributed d2tabPee systems 6re FroFoeed The 
scberrez do rot construct en> conflict graph but 
use qetcm-wide unlcue timeetsmmpe to serisllze 
certlf3c2tion reouests of concurrent treneectlonF. 
In the flrct scheme, the Plstrlbuted certlflc&lon 
sckre, trenszctione c’re eslgncd turteet?mp when 
they reoues* for certlflc2tion ? trzncacticn get 
certlfled If, Zt no site, Its certflcztlon rcoucct 
conflict klth tbet of s tranc2ctlon *ltn 111gher 
tlmeetcmp. In the secon? scheme, the nqct]itP? 

certlficstlon scheme, the sy$tcm neqc;~p+s with 
Fc’rtlclFr’tlng &tc items, ard COFCE uy ~itI> e 
tlmestzmp, If psslblc, with ~,b~ch the trFn:ectlon 
kill not fzce pny corf!lct myth conctlrrent tr.zr=- 
set 1or,c 2nP roll get certlfle? 7-I-F trc-yhrc 
COlnrlt Frotocol cc’n very easily be Integr&eP with 
either of the two certlflcetlon zcbenee, et-8 It IL 

chow tbet the echefiec do not neec7 zny extr: 
rreeszge cost to guarantee f?i!ure rtorriclty 

1. Jntrorkcticn 

In c’ ??tsbsse systeKN, cri Tut ccces: ccrlfl ic+-c (r-p? 

or Vrlte zcctss) among concurrert trznsectlonC Fre 
Infrfcuent, It IS Frcpxtc~ PVY 70, XlJW P:J ti-st 
‘iCCCEECF of tr~ns3ctionc sboul? be cermlttec’ 
‘entztlvcly hhltt- no syncbroniz2tion rhstsocver, 
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x7? the seri?11z&ility [P!ZIW 791 of p tr3nspction 
should be vcr I fled orly kben the trensectior 
attelrrts to tenrinete Tn otkr por&, wher P 
transsction issues ItE Pn? Tr:ns?ction statement 
the systerr checks bhetber tk xce=e cor-+llcte of 

the trenezction pith other concurrent tr~n.ssztions 
,-re serlsllz?ble or not. Tf yeE, the trcnezctlcn 
IF certified en? thereby comnltted, otberblee It 
IL Fkxtcc?. The methds follc~ing tbiF qproecb 
ere krown 3s certlflcetlon echemee [PFCD 791, or 
nFtlTil?+?C ;retl~c~~ for coiiclzrency 
ccr,trol [KUNG ?I]. Tllic cmrc?ch is expected to bc 
more efficient since it Poef not USC !ockc Pt ~11, 
~3 tbercbv 1 t cl:mlr?tW tk Y?EOCJc’tEd &I ?ys 
TblC irrrOcCf rcl?e,c cn rrLr:sc:icn brckup c.c the 
Ol~l> contlcl me&eniem, end ~?FPCE, it If Pt- 
tr+2tlve for alery c%minzt& &tsbisr syzterre. 
I’hlcrh the ccrtlfrcztlcr f&emeC hevc beer ep 
Frcclrtc’ 3s Fromisino for cpntrrl izeP PztPbPse 
systems, serious dcubte kve been re7efP or, it? 
aF&lic?bilIty for ?lstribute? iiPt?becc 
cysterrs [EFFF el] FhPrqsvP IPWP P21 has props& 
zn optimistic corcurrepcy scheme for ?letributed 
cyet TE ehcre t5e nictory of corrrrlttcc7 trPns?c- 
tions pre mPlntzined, Fnr7 c’ dynCnlc ccnfl’ct are@ 
(ElDlli'r to F Malt-fcr CT+) IE conctructe? ot 
e-cl- 51tf :- t-oncLr, c: :clcct, the certificptlon 
of P trzneectlon TI, cortr?st, we bc’ve Fropsec’ : 
5creme wblch docc riot ccnEtruct zny conflict 
ore&, but ~sfs c’ systerW41Se unicue tU'PCet?lPF to 
serielize certific?tlon of ccncurrcnt tr?neections 
Pt various sites Cchlsgeter lcCPL FJ] l-c’5 tried 
t0 c’eVelCp C’IJ cFtimistic methoc’ for ccncurrency 
control In llstrltutcd c’ztabese :yztems which uses 
prely lcczl trFnc7ction number for ccrtiflc;tion 
8 e;cb zlte, but unfortunztcly it ?occ not glvc 
cf riel iz;ble execctiop secuencc el~yc Y-IY fall- 
urc of Cchlegeter SChlT IF shown tbrowb 21, 
ElPITpIC in [Clw P51. 
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Tr P c, 'L‘2:lZrP f-f 1 tlflc2tlcr -cl-cT;r csrl- tl -ns- 
:ctlcr bcs to go through 2 critical 
sectlcn [KXJK 681 rhere the test of s~rlsllz2~ll1- 
ty of Its execvtlon secuencc hlth respect tc ct:-FT 
concurrEnt transactions is donf [KLIC P]. If chc 
test f2llc, the trens2ctlon comes ov’ of the 
crltlc21 sectIon 2nd korts. Put if the vr- 

12lIZiblllty of tk trznsztlon 1s certlflcd, the 
trens2ctior cc3rmits, Inst211s 211 Its tentstics 

q+tes (If any) FenrTncntly and IWVFC the crl- 
tlc21 section. Certif~cetion 2nd irst2!3zticr cf 
Qxwcs Et-e Farts of tk crit3cr’l sectIon 

The netvrel extension on this EC~EITE for 2 c71s- 
trli-vte6 dHar2se system srli bt- to execute 2 
trenssction as 2 set of processes 2 set of 10~21 
subtranszctlon L;rocesses, one 10~21 subtransactlon 
at each psrtlclpstlng site, Jnd 2 tr2nsactlon 
manager Frocess that coordln2tes the particIp2tlng 
local subtrensectlons [GRAY 781 P locsl 
subtransaction does all actions of the trersactlon 
related wltb that site, with no synchronization 
whatsoever. When 2 transection IS through with Its 
Jctlvltles Jnd kants to complete, the trensactlon 
manager follows two phase certlflc2tloD scherre to 
coordinate certification of all particlpatlng lo- 
,221 subtrens2ctlons In the first phase, the 
certflcetlcn m, +hc transaction menirger asks 

es& of its local subrans2ctlons to gat certif7+ 
locally. For local certlflc2tIon, a suttransactlon 
enters into the 10~21 crltlcal section of that 
site, where the test of serial I zebll ity of the 
10~1 subtransactlon with respect to other 10~21 
subtransactlons running at that site IS done 
Pfter all the I;artlclp3lng local subtransactions 
inform the transaction menager sbovt the =ucccss 
of their local certlflc2tlons, the transactlon 
msnaqer enters the second phase, the lnstz!?;tlon 
*. In the installation Fhase, It asks sll 
partlcqatlng local subtransactlons to Install 
their tentstlve upa2tes (if any) pcrmapentlk. 
Since, the certlflcstlon and lnsta?latlon cf up- 
dates 2re lntegrsl part of the critIca sectlon, 
2fter certification local subtransactlo?s ~113 
heve to wait within their local crltic21 sections 
until they get slgnel frcrr the transJctlon sanegcr 
to instsll (or ebort) their v@Jtes. This, in 
turn, mey IeJd to 2 situation where 2 group Of 
loc2l subtransactIons (local subtransactions of 
c'ifferent trensectlors) msy get lnvolvfd In 2 
certlflcatlon-deadlock 2 situation In whlcb tech 
member subtr2ns2ction of the group waits in- 
Peflnitcly to enter In Its 10~21 crltlcel sectlon 
whlcF IS being vIsIted by some member subtr2szc- 
tlon of the grow (IX., E local svbtranscctlon cf 
some other tr2nsactIon) 

SbF rEcLircrent for z lor2! clbtr?nsPcticn to bv27t 
,nslc% 2 cr7tic21 seC+ioP 3-c the Frlrr2ry CiUFF for 
j-he s]tLztlcn of ccrtlflc2tlo~-~E2c’lock to occvr 
;EltilT~ of P locel si+trzns~ct~on ~ithlr 2 cri- 
t1cz1 scctlon c2n be 2vclPec' provl&+ the 
inst~!Ietlo~7-+;sf 1s dlslntegr?ted from the 
cer+flcction>hssc by pushing It ovt cf the crl- 
t1ca1 sectlcn. Tb1s mccknicrl 2eF2rttIon 1r2y 
evold the Crrtiflczt~or~Peedlock .zltoqether, but 
it introduces 2 Froblem as ~213 even if 2 trens- 
cctior gets local certlficstioP 2t ?I1 F2rticip2t- 
lng sites tt-e glob21 serial~z2b~l~ty of its execu- 
tion secvence c2nnct be gLPrzntfe+. LOCEI 
tcrtiflcetions of 2 set of conflicting trer92c- 
tlons c2n get lnterlesved, 2nd this InterleavIng 
robs off the guzr2ntee of glob21 serlallzablllty, 
the reason on which the epFl]cablllty of 
certification scheme In dlstrlbuted dstebase sys- 
tems was auestlonec7 In [EERN 811. 

In this Faper, we present certlflcetlon schemes 

for dlstrlbutd database systems where the 
-nstalletionghase is not J part of the certifica- 
tlon crltlcal section. To gvarentee glob21 ser- 
lallzablllty among conflicting concurrent transac- 
t1crs, v'e use system-wide unioue timestamps for 
honouring, or relectlng, the certlflcatlon reou- 
estc of c07flict1ng trans2ctlons at various sites. 
WP have dpcom~~pd the certlflcation raest into 
Read-Certify and Wrrlte-Certify reauests. P 
Re2d-Certify (Write-Certify) reouest fsces a s- 
fllct If It reouestc fqr certlflc?tlon on the data 
I ten here 2 Write-Certify (Read-Certify) ITSLIeSt 
of some other tresactlon (ectlve or cmltted) has 
elready been honoured. We characterize the con- 
fllct to be entaqonistlc if the Read-Certlfy 
(Write-Certify) recrvest is beving timestemp smal- 
1~ than that of the Write-Certify (Reed-Certify) 
reouest whlcn 1s CAALC al--+y Pcnoured. Jn the dls- - 
trlbuted certlflcetlon scheme bseed on timestamps, 
i certification rccfuert fsclng en sntagonistic 
conflict 1s rclccted, preventing a certificstlon 
deadlock. 

We have extended the dlstribvted certification 
scbcrre basec' on tlmest2mps by lncoqoratlng the 
concept of cc#rnWtabillty of tr2nsaCtlon IFFY!? 82, 
PINW 831 2nd have ccme up with the negotistd 
certific2tlon scheme that salvages msny trensac- 
tlons that would have got aborted in the dls- 
trlbuted certlflcstlon scheme. In this scheme, the 
system negotiates with participating deta items 
For 2 tlmestsmp with which the tresactlon a111 not 
'2ce conflict with concurrent tr2ps2ctione. If the 
negoti2tion succeeds, the trensaction gets certi- 
'Ied with that timestsmp, otherwise It 1s shorted. 
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I- Ct"t'oP z, 3r FTC-'Pt thr ?lc+r?tLtcd 

certification, scheme based on timestamps, 33A in 
section 7 FE PIECUSS the irtegr?tlon of the 
certlflcrtlon scheme wltr the two-phase CCTI~ 

pJotocol . Jn snctlon E, ke Frcsent ti-e 7crj3tl-:e? 
ccrtlficcticn scberre, an? in the ere bp smarize 
thr s;licnt points of thr F?Fer 

7. !PE CirtritLtcc’ Ccrtificzticr ccl-clrc P?se< cn - --- 
Tlrcstxqx 

Fe Frescnt the dlstr&Ltc? certlflc?tlon schemr lr 
the context of the pbstrpct Spt; m&cl snc’ tbF 
trersiction Frocessing P&e1 Cur m&e1 b2e some 
Exl?2rlty kit: tl-E ix&~ crfsentw? In [rLl?Y Cl, 
REEI! 581, but in our scheme there IS no syn- 
chrorlzstlon until the transaction reaches the end 
of its execution. 

2 1 The Distritute? Database Encdel - 

In a dlstrltuted database system, the informatIon 
IS qread across a collection of node.5 (Or sites) 
Interconnected througl- 2 conmunication network 
EJ& node has a systerr-wide unloue Identifier 
(site-Id), and podes ccmmunlcate through messages 
PI1 messages sent arrive at their destlnatlons In 
flnlte time, and the site-to-site ccmmunlcetlon IS 

pipelined. Each site is eouiFped with P Icqc--1 
clock, end clocks of a13 eltes :rt ‘ow?ly 
synchronized [LPMP 7f!]. The system provides a pri- 
mitive, Cet t3mest?rP(), WI-~& on being invcke?, 
generates e system-wide unloue tlmestemr with the 
he!~ of Its site Id 2nd the local clock Greater 
than (>) and less -i%n (<) relations for tine- 
st2rrps zre defined ;c :I-q ;rc given in [TWM 791 
Wile comparing tbo transactions, be cell the 
transaction having smaller (greater) tlvest=rrF 2~ 
the older (younger) transaction. 

The model consists of two basic entities process 
and dste iterr (cr otyect) -- A F'OC=C5 IS 3” 
autonorrous active entity that 1s scheduled for 
execution Every prcccss “c’c a system-wide vn3oue 
name, called recess id, an d they corrarunlcete klth 
each other tl-rcuqh ~=ssag=c Data ~tms ;rf cc'"- 

slve entitles that represent some iEd;dcprdently 
accessible piece of InformatIon. Each data Item IS 
essocieted with a Frocess (called the dat2 Irene- -- 
gfr) that has tl-c exclcs~~c right to xcess It. 

2 2 7-l-E. Cb-ect Ffoic? --- 

P Fets IterP 1s biewcc' 2s i <nme,vcrsIoQ> Fsir. -~ 
Tl-w xrslon of 2 P2t2 item is reFrceePte? by 
<v?l,trwc’,trrite>, where val g1vcs Its \PlLC, - 
trez6 51~s the tlmest?mp of the yowgest trznrac- 

+IOP tkt rea? this C’?ti Item, en8 tkritc giveF 
the timeFtamF cf the transection that cre2ted this 
~lve The tbrltc field IS slso call.+ 2s the 
verclon lfl cf the version P d2tz item can be in 
-1 the! cf the tkc states norrwl stetc a& tr?ns- 
lent state In trersient state, P dc’t? Item can 
bve sprt frm tbc version, one or more takers, 
1 .e., teqxrary wrsions [RFFD 7P]. P token has 
structure slrrllar to a version, 2nd to dlstlnoulsh 
components cf a version from that of c’ token we 
~.1!! VW cLbscr1pts 4 ?nC t respectively The set 
of Frlrritivcs that are provided by J eat? manager 
to operate or a ?at; Iterr sre 2s follows. 

Ret? Cata (c’cta-item) returns <value,bersloi?-id> 

Reed~Certify(dsta~item,versic?n~id,timestamp) 
returns <recuest-certified booleen,token-Id> 

Wr~te~Cert~fy(dsta~~terr,new~vclue,t~mestamp) 
returns <reouest certifidSbooleen,token id> 

RW_Certlfy(data--_ltem,verslon-Id, 
neivvelue, t mestamp) 

returns Creouest-certlfled booleen,token-Id> 

Install-Tokcn(data-iterr,token-id) 

Delete-Toker (?&s-i tem,token-Id) . 

Except the certify requests, Read-Certify, 
Wr‘rlte_Certlfy, and FW-Certify, no other reoueet 1s 
ever relectr?? by a data menag&. There IS no 
concept of locking J Pet2 item, 2nd J dst2 recnager 
~111 honobr P Reed-Datz reaest at any time, and 
irrespective of Its state. Pll the three certify 
reouestf carry the tunestq of the lnvoklng 
tvars?c?cn P= cpc cf its parameter (discussed in 
sectxn 2 4) F certify recuest, if It gets hon- 
oured by the data manager, creates 2 token for the 
fist2 Item, and the dpta Item makes a transition 
frcir rlsmel EtitF *c transient state (If it is not 
in transient state already). The three certify 
reouests create tokens of three different kinds, 
and they are Read token, Write token, and RW token 
respxtl~el>. EFCb dat2 lter IS provided Fltb two 
cvews, RtolwI C x.l btc!:n C, hIhere 211 its 
eesoclated Read tokens and Write tokens are stor- 
ed, In ascending order of their fyelds, treadt and 
taritet, respectively Since pn Fw toiG7is 2 
-- 
union of a Read-token and a Wr’rte-token, a copy of 
It 1s attached in both the cueves On &ng 
Invoked 2 data manager processes these recueste in 
the folloblng w2ys 

Read-Data(data-item)S When a data manager recelvef 
F Re2d-Deta reauest it fetches the version of the 
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det3 item, 2nd rfturns tb- v,alue rlcng wvlth lte 
version-id hhicb IS nothing but the field trritc 
kter, when the trmssctlon bents to conurlt, It 
uses wrsion ld es e perzmeter of the Reed-Certify 
recuest. 

Resd_Certify(dats-ltem,verslon-ld,tlmcstsmp) The 
reoucstcr rrcvldes the version-Id of the vcrslon 
whlcb It nzd read earlier, 31-d bents the d&z 
szneger to certify that Its reed reauest does not 
fete sny zntzgonlstic conflict wltb other tresec- 
tlons. Cn successful certific&ion, the dete mane- 
gcr creates c Feed-token which IS cueued 3n the 

Raker c 

lf twritev p vtrsion 12 
then r&quest-ccrtlfled -= felse ---(I) 

else If Wtoken Q is em~3~ --- 
then reauest ccrtlfled = true 
else hqin 

get the oldest Frltc-token, t, 
from Wtoken C, 

If t]mestamF < twrltet - 
then request-c&%& = true 
else rcoucst certified =Ki& 

&, ---111) 

If recuest certified - 
ther begin 

creste E Pead-token, t, 
where tree+ -= timestamp, 
%--cthxGlds are not use3 --I 

state = treneient 
7 eno, 

send recpnsc tc ti-e reuuecter acccrdingly, 

Wr~te~Cert~fy(data~item,new~value,tlmestsmp)- The 
user reaucsts the data msnsger to write thr= 
new-vslue tentatively, and provides the tlnrctx~ 

so that the dzte meneger csn cert?f! tiT;t ti-1s 
tentEtlve write doe? not face eny +zgonlstlc 
conflict with other transactions Cn sLccecsfi1 
certificstlon, the d&z msnsger creztce z 
Frlte token whack 1s c~=veP In Ftoken C 

If Rtoken C IS m -- 
then If treed, < tlmestzmp -- -- 

then reouest-certified = trut 
else recuest-certified =fslse 

----(Ill) 

clet Isenln -- 
get the ycungcst Re:d token, t, 

from its Rtnkn C, 

If trcedt < tlmest>rG --- 
tbn rccuert certified = trLe 
clcr rccuest ccrtlflcd c = fc^!EF 

&# ---(Iv) 

If rccueet certified - 
then beclr -- 

cre‘ete r‘ Frlte-taker, t, 
where vK& = neb LF!CC, 

tra?c’t = m,,, 
tr r I tFt *= tuw~tmr, 

etitc = trenslent - 

send reqzorse to the recuester ecccrclingly, 

RW Certify(det? item,verslon Id,new vzlue,tlme- 
St;@ : This &II is nothlng but the ccwblnetlon 
of e Red Certify 2nd a Wriff-Certify cells Cn 
succercfu] ccrtlflc?t?on the de-t? mTnrger crretcc 
only one token, en Rt”_tolrcn Isey, it IS t) , a 

union of E Red-token en8 c’ Yi’rltp token, i.e., - 
treedt as well 2s twrltet 1s set to t3mesteQ P -- 
copy Of ti-e m-tOkG&Ieued In Rtcken C ss hFl1 

bs Wtokcn C 

AS shown :bove, z certify reauest ten face fellure 
3n four conditions Condition(i) 3rd 
Condition (il), In case of Read-Certify, end 
Conc’3ticn (111) end Condltlon(lv) , In cese of 
writc_Certify. Fgzin, the feilurcf or Condition(i) 
and Condltlcn(lll) c‘rc due to commlttcd trsnsec- 
tion, but tbst on Conc’3tim(ii) em? CorYlticn(lv) 

zrc due to the existence of tokens. It is possible 
thet the tr.sneact>on which creeted the token 
(ccuslng the zbortlon of tie certify recuest) mey 
get ri2orted. Pnf Fence, reletting e certlficztion 
recuest due to the ex3stence of e token IS too 

harsh P decision This issue is discussed lr 
s:ct1on 4 

P user bnosc certify recuest hes been honourd hy 
thr, d=t- mieneger must eerd either c’n Jnst.?ll-Token 
rec,cct cr E- Flute Taker rrcuest following that. 
P deta m?n?ger necer noncurs an Jnstsll-Token or c’ 
Delete Token recueet otherwise 

Delete-Token(datz-item,token-id)S Cn recelvlng 
this reciicst ti-2 cute aPn;ge r Lclroves the token 
frorr the system, whether it is in Ftoken C, or in 

Fltckr C, or in both 

If tcken-Id exlste In Woken C 

tber delete It from Rtoken C: 

If token-Id exists In htoken C - 
then delete It from Wtoken C, 

If no token IS left then state = normel, - 

Install~Token(dat~~-ltem,token-Id)* In bonourlnc 
this rfcuest z r’ete msneger follohs the the ThOmef 
Frlte Rule [TIDY 791 
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g the token-td (say, t) erletf In Rtoker Q 
then If It 1s not an outc’atec? token -- - 

then beoin -- 
b-3 verelon-flelc 1s rrd~fi~?\ 
treac7, -- =Np 
mark all Read-tokens ahead of t 

in Rtoken Q as outdetec’, 
remove 5 frm Rtoken Q 

en? - 
else remove & from Rtoken C; 

If the token-id (say, t) exists in F’tcken Q 
then if It 1s not an outdated token -- 

then jG& 
%-a field of tckeD 1s Tdlfld\ 

tresdt = mex (tread,, treaft) ; 
GG the%rz%dG-L 

the version of the data item; 
mark all Write tokens ahead of 

t In Wtoken Q as outdated 
end - 

elsf remove 5 from Wtoken Q, 

If no token IS left then state = normal, 
send acknowledgement to the requester, 

2.3 The Distributed Transactlon Processing Model - 

A user operates in an interactive mode with the 

system, and the following five operations are 
defined at the user-system Interface 
level [BERN 811. 

Begin-Transaction, 
Read (data-item), 
Writecdsta-it~,r.c~-~alLe), 
Abort-Transaction, 
End-Transaction. 

P user’s trensactlon is a sequence of Reed and 
Write operations on participating data items 
bracketed betkeen PegIn-Transactlon and 
Abort-Transactlon or End-Transactlon operstlons. P 
Begin-Transaction cell results in the creation of 
a transactlon manager at the user’s site which 
pocesses all user’c reouests following It. The 
transaction manager initializes its sLbtransFct3cn 
table that keeps information about the set of 
local subtransactions particq&ing In this trsns- 
z&ion. To start with the table is empty When it 
receives i-’ Reed (data-lterr)/h?ritc (deta-item, 
neV,-velue) request, it checks whether or not .S 

local subtransaction has been created at the site 

of tb? reouested data 1telr. If It eylsts, It 
passes on the reoueet to the locrl subtrensactlon, 
end returns the reply received to the user. 

Put, lf a locel subtreneectlop does not exist et 

that site it creates 2 local subtr?nsactlon there, 
?nd to rhlch it passes on the reouest Jt else 
u@etes its sLbtrancact]on-table Fence the model 
follows en optimistic concurrency control scheme c’ 
user’s Read en? Write reouests never fall. 

When a local subtransection gets created, it IS m 
starteil state It imtializes its cctlrity table 
that functions as a buffer to keep mfomatior, 
about deta items accessed by it. For eech dets 

Iterr entry in the activity-table, there are fcl- 
lowing fields. (1) the name cf tl-e data item, 
(ii) its current-value, (iii) the verslopid (only 
for those d&s 1%~ that have beep read by the 
user, and IS useful for read certficatlon In the 

end), (IV) the token-id (filled after certlflca- 
tion), (v) a read flag, set if the data item IS 
read, and (vi) a write flag, in?lcstlng whether 
the user hss updated the data item or not An 
entry can have some fields set to null 

When a subtransaction receives a Read(&te item) 
reouest from Its transaction manager, it checks 

whether or not the data item exists In the 

actlvlty table. If It exists, Its current value 1s 
returned to the user. If it does not exist, It 
Issues a Read-Datafdata-item) request to the date 
manager. After It receives the respnse from the 
data manager, an entry in the activity-table IS 
created where the name, the current-value (set to 
the valLe of the data item returned), and the 
veslon-id fields are filled, and the read-flag is 
set V??en a subtranssctlon receives a 
~rrlte(data-lterr,~e~-~slue) reouest from Its trans- 
action rranager, it agaIn checks the activity-table 
for an entry of the data-item If It exists, It 
overwrltes the current-value in the table by the 
new-value EUFFI I ed , and sets the write flag. Jf it 
&es not find the data item In the table, it 
creates an entry In the actlvlty table and fills 
accordingly. Please note that it does not issue 
any reouest to the data manager. 

Wen a trsnsactlon manager receives an 
Pbort-Transaction comman? from the user, it sends 
:h?rt slgml to rll itc 10~1 subtransactlons (by 
going through Its sbbtransectlon-table), and a- 
borts itself When a locsl subtransaction In 
started state receives 3n ebort signal from Its 
transaction manager it discards its activity-tabIF 
and termlnetes But when a transection manager 
receives the End-Transaction ccmrrend from the 
user, it acgu~res a system-wide un3oue timestamp 
by issuing the Get-Tisestarrpf) cell, an? follcrs 
the distributed certlficetlon scheme 
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2.4 The !?lstributed Certlflc2t:on Schema - A 

The distributed certification scheme follows tro - 
a certlficetion protocol In the first rh*sQ1 
i.e., the certlflcetionghase, tbe trsns2ctlon 
m2ncqer sends a certify slgnel to 211 partlclpt- 
lng subtraneactlons, and waits either for a 
certification success, or for 2 certiflcatlon 
failure signal from each one of them If 1t 
receives a cerificetion-failure signal it enters 
the ebcrt phase, sends abort signal to ~11 par- 
tlclpatlng subtransactions, and termlpates. Put, 
if it rec3ves a certification-success signal from 
each of its partlclp2ting subtransactions it com- 
lnts, 2nd enters the conmit phcse. In the 

ccanmltghase, it writes ccmmut-flag in a stable 
place [LAMP 761, sends commit signal to all par- 
ticipating subtransactlons, and waits for their 

acknowledgements. Pfter receiving acknowledgemert 
of its commit signal from every participants it 
terminates. 

Slmllar to the transection manager, a local sub- 
transaction also goes through two phases. When a 
subtransaction receives a certify signal from Its 
trensaction maneger it records its started state 
in a stable place and enters the local certifica- 
tion critical section, the first phase of the 
two_Fhase certification protocol. Each site he2 

its own local certification critical sectlcn ,ohlch 
is as follows. 

< for each entry In its actlvlty-table 
do begin 

If read-flag and write-flag 
then send RFi_CeEtlfy reouest 

to the data manager 
else if Read-flag -- 

then send Read-Certify recuest 
to the dats manager 

else send Write-Certify recluest 
to the data menager, 

% -- data manager responds with 

creouest certified boolean,token id>\ 
if not reouest-certified -m 

then lccpexlt 
& save token-id in the activity-table 

&; 
if request-certified - 

then signal certification-success 
to the transaction manager 
and set state = certified 

else sign21 certification failure 
to the transaction rransger 
and terrrinate, 

> 
< > denotes the critical section 

Cn successful certlflcatlon, the local subtrsnsec- 
tion comes out of the certificstion crlticel 
section, 2nd it 1s in certlfled stste. Jt waits 
for m commlt/&ort signal from Its tr2rsaction -- 
m2nager, 2nd on recelwng the signel, it executes 
the following 

for each entry In its actlvlty-table - 
do fetch the token-id of the entry (say, t) - 

If it is a comrrit signal 
then send Jnstall_Token(dat2-ltem,t) 

to the data mencger 
& send Delete-Token(data-Item,:) 

to the data manager; 

send acknowledgement to the trensactlon manager 
and terminate; 

Please note that unlike the centrslized certifica- 
tion scheme [KDNG 811 tbls portlon of the code 1s 
not part of a critical section, since sn 
Install-Token request or a Delete-Token reouest is 
related to a specific token of the data Item, and 
it 1s bound to get honoure? irrespective of it2 
arrival time. 

It is important to reelize at tbls point that the 
presence of a token ray forbld a certlflcatlon 
reauest of some other subtransaction getting hon- 
oured, e.g., the subtransactions facing 
Conc’ltlon (ii) and Condition (iv) . Fence, to enhance 
the success of certlflcstlon raests, the 10~21 

sche&ler should give priority to the processing 
of abort signal received by a subtransaction In 
certrfie? state. 

3. Failure Ftomlclty and the Distributed -- 
Certlflcatio~ Scheme 

iV%vhlle presenting the certification protocol, we 
had essmed a reliable distributed system. Fut, 2 

cllstrlbuted system IS prone to failures, and to 
ensure failure atomiclty a transaction manager, on 
receiving the End Transection reOUest, must follow 
the two pi-ese conmlt protocol [GRAY 781 in cam- 
muqlcating with its local subtrensactlong The 
thaJb2se certlflcstlon Frotocol and the two_Fhase 
commit protocol csn be nicely integrated since the 
logical pint in the execution of the transaction 
Taneger (and local subtrensactlons), on which the 

phase does change IS same for both the protocols. 
Vence, a certify reuuest c2n be acccarpanied by a 
zre commit reouest [WY 781, and a commit/abort -- 
signal can be treated as a signal for both the 

3rotocol s , i.e., no extra message cost 1s paid to 
guarsntee failure atomiclty. 



L 1 List-ltutcd Crrtlflcetlon Sch-ne Eased on --- 
N~gOtlStlOPS 

In the distributed certificetlon scheme bps<* on 
timestamp, the certify requests of ccncurrent 
conflicting transactions are crdcred according to 
their tlmest2mps which 1s ssslgned to them, by the 
system, prior to the occurc’nce of the confl let. A 
certify reouest that reecbes 2 site out of order 
gets eborted, resulting 3n the restsrt of entIre 
trmsaction. In piece of 2ssigning 2 t7mest2mp 
prior to the conflict, if it IS 2sslgned efter the 
occur2nce of the conflict it is possible to 
selvege the trsns2ctlon which otherwise would have 
w -bof ted [SINrn E31. We have Incorporstc? the 

concept of eesigning a tlmestamp after 2 conflict 
has occurred in our certification scheme bseed on 
timestamp, and have come up with 2 new scheme, the 
negotiated certification scheme. A trans2ction 
thet would have got aborted, in the dlstrlbutEd 
certlflcatlon scheme, on Condltlon(11) and 
Condltlon(lv) can be salvaged In this new scheme. 

The negotiated-certification scheme dlstingulshes 
itself frcm the distributed certflcatlon scheme 

based on tunestamps In the following ways. 

(1) Contrery to the distributed certlficstlon 
scheme, where 2 trens2ctlon manager acoulre= 
a unque tunestamp from the system In- 
dependently, in this scheme, the transsctlon 
marqer tries to get a unioue timestamp, 
that will guarentee its serlallxeblllty, by 
going through negotiation with participating 
dsta items. 

(11) The transaction m2nager negotiates directly 
with the partlclpatlng dats man‘qerc, 2nd lt 
does not creete any locel subtransaction 
All tasks, earlier done by a lcccl sub- 
transaction (e.g., m2inteining 
activity-table, interacting with dit2 m2n?- 
gers, etc.), are done by the transsctlon 
manager itself 

(iii) When the regotiaticr is going or emcng the 
transaction manager 2nd all Its FXtlClF2t- 
lng data managers, all deta items par- 
ticipating in the transaction are put under 
negotiatlcn locks And hence, no process hss 
to go through any cr3 tlcsl section. 

(iv) The negot~2tecl_certificPticn scheme has 
three Fheses: ~T~cctlatlcr Fhase, Certiflcz- 
tlon phase, and Irst2llatlon ph2se 

4.1 The CbVct V&e1 fcr the Negctlate? ----- 
Certlfic2ticn Scheme 

For negot12ted certlflcztlor, the ~PEIC obJect 
mcdel rice% acdlficetlon, and the mdlflrd chect 
mcdel provides four more primitives The first 
three primitives sre negotiation calls 
(corresponding to the three certification calls 
described in sect Ion 2 2) , 2nd the fourth prImI- 
tive permits 2 treneactlon msneger to 2batdon its 
nqotlstlor with psrticip2tlng dsta m2negere It 
al20 gives different sem2ntlcs to the three certl- 
fy primitives descrlte? e2rlier in section 2 2. 

Fead_Negotlatlon(deta-item,version-id) 
returns <negotlatlon feasible booleen, 

range of t1mest2mps> 

Write-Negotietion(dat2-item) 
returns ranae of tImestamps 

RWJegotiation(data-ltem,version-18) 
returns <negotistion-feasible boole2n, 

rslnge of tisestsmps> 

Withdraw-Negotietion (data-1 tern) . 

In the mcdlfled ob?r=ct model, a dat2 Item offers 
two separate negotistlon-locks which 2re Indepen- 
dent of each other re2S negoti2tion lock and 
write negotiation lock We mention rw-negoti2tion 
lock when the reed-negotietlon lock as well 2s the 

write negotletlon lock of the data item is SC- 
oulrs by the same process When a data item IS 
under a negotietlcnJo&, the deta asnager keeps 
the negotlatlon reouests of the szme type pndlnq, 

2nd reicctn c certify reouest of the corresponding 

tmr other tha? that recclved frcmr the owner of 
the lock. Processing of all other reouests 
(Read-Data, Install-Token, and Delete-Token) does 
PCt get affected by the presence of 2 

negotletlon-lock For the owner of the 
negotiation-lock, only two typcc of reouests 2re 
vslid, 2 certify reouest of corresponding type, or 
the Fithdrew Negotiation reouest. Pny of the two 
reoueste, on corryleticn, ~111 remove the 

negotiation-lock A negotlstloplock should be 
dlstlngulshed from other locks elnce (I) it for- 
bids only negotiation rcouest of its type 21-d 
(11) the negotistlon-lock is for extremely short 
pfrid, and it is withdrawn by the very next 

reouest of the owner. Again, to mste it resil lent 

to failure, each negotiation lock is sssoclstd 
with 2 timeout . 
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ReJd~egotlJtlon(dJta~ltem,vers~on~~d)~ The 
requester provides the verelon-Id of the version 
that it hed read earlier, and It huPntf to negctl- 
ate for e tmestamp (asking e range cf txre- 
stamps), if possible, with hhrhlch It ~11 not fzlce 
any antagonlstlc conflict with those concurrent 
transactlons that have accessed this deta Item 
The data menager keeps the request pendlng if the 
d&a item is under a readnegotletlon lock 

If twrite, # version id --- 
then negotiation-feaslblc = felse 
else begin 

negotlation~feasible = true: 
- If Wtohen C is ffiFty 

then range = <twrltev .oO> 
else begin 

get the youngest Write-token, 
2, of Wtoken Q, 

range = <twrite ,..terltet> 
end - 

end; 

if negotiation-feasible - 
then put read~negotiation lock 

on the data item; 
send response to the requester eccord~nqly; 

Write-Negotiation(data-item) : The dsta mdnpger 
keeps the reauest pending if the data item 1s 
under a write-negotiation lock A 
Wrlte~egotlatlon reauest never fails. 

If Rtoken Q 1s elllFty 
then range *= <tread,..oO> -- 
else begin 

get the youngest Pead-token, t, 
of Rtoken Q; 

range = <treadt..w> -- 
g; 

put write-nqotlatlon lock on the dstc Item: 
send rsnge as the response to the r-ester; 

RW-Negotlatlon(datJ-item,version-id) : It IS a corn- 
bination of a Resd-Negotietion end J 
Write-Negotiation requests. A user who has read as 
well as wrltten the data item will Issue tbls 
request, negotlationq for a timestamp (or e range 
of tlmestamps) klth which It ~111 not face an> 

antagonistic conflict with those concurrent trans- 
actions that have accessed this dsta Item. me 

data manager keeps the reouest pxdlng if the Pet? 

item IS either under a reJd-negotieticn lock, or 
under a write-negotlatlon lock 

if terlte, # vercion Id --- 
B negotletlon-fesslble = felse 
else lzec?ln -- 

negotistion-fe?slblr = true, 
If Vtokcn C is emFty 

then range, = <twrite, NJ> 
else beuln -- 

get the youngest Write-token, 
t, of Wtoken Q: 

rJnger = <tkrite .twrltet> v. 
en* 

if negotiation~fess~ble - 
then lxcln -- 

If Rtoken Q is errOty 
then range, = <tread,..cO> 
else& 

-- 

get the youngest Read-token, 
2, of Rtoken 0; 

raw+ *= <WL.. 06> 

*; 

range := range, n rJwew; 
If range is a 

then negotlstlon-feasible = false 
else put rw-negotlatlon lock 

on the data item; 

end, 

serd response to the requester accordingly; 

Withdraw-Negotiation(data-Item): On receIvlng this 

recuest, the data manager checks the identity of 
the owner of the negotlatlon-lock. If the r-es- 
ter 1s the owner, the negotlstlon-lock 1s with- 
c’rabm, and a pendIng negotlatlon reouest IS chosen 
from the oueue (if any). If the data Itern IS not 
under negotiation-lock, the reouest IS ignored. 

Certify Requests: A certify reouest of a process 
gets accepted by the data msnsger only In the case 
the d&a item 1s under regotlatlon-lock owned by 
the sarx process, qot otherwise. 3nce J certify 
reouest carries the negotrated timestamp, the 
certification is bound to succeed, provided the 
negotlatlon-lock 1s not broken by tlmeout. A 
certify recurxt, once honourfl, creates a token of 
corresponding type (as discussed In section 2.2) 
Jnd then, it relesses the negotiation lock. 

4 2 The Transaction Processq KxYel for - -- 
Negotiated Certification 

The user interfsce to the system remains un- 

changed, but the actlvlty of the trsnssctlon 
manager changes qualltatlvely. 
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Tb=re IS no concept of ‘occl subtrsnssctlorl, and 
the transactlop msnager ccimrunicetes directly with 

the participating data msnpgers. 

hben a user iSSUeS e Pegin-TrJnSaCtlOn reCUeSt, it 
results In the creation of a trenssctlon msneger 
at the user site. The transaction mensger ini ti- 
etes its activity-table (same 5s thet of local 
subtransactions in the dlstrlbuted certificstion 
scheme), and is in stsrted state. When it receives 
any of the reouests, Read (Pats-i tern) , 

Wrlte(data-item, new-value), and Abort-Transaction 
from the user, it operates in the srme wJy as J 
local subtrJnsJction does in the distributed 
certlfic&ion schemp, i.e., issuing appropriate 
cslls to the data managers, updating the 
activity-table, etc. But when it receives an 
End-Transaction command fram user, it follows the 
negotiated certlflcatlon scheme. 

4.3 The Negotiated Certification Scheme - 

The negotiated-certlflcatlon scheme follows the 
three m neqotisted certification protocol In 
the first phase, the negotiation phase, the trans- 
action manager scans through its actlvity_table, 
and sends appropriate negotiation reouests to the 
participating data maragers. If the negotlatlon 
reguests get granted by the data managers (i.e., 
all participating dJtJ items are put under either 
read, or write, or rw-negotlatlon lock), the 

transaction manager receives a range of timestamps 
frcan each of the partlclpatlng dats senagcrs. It 

of the ranges of time- 

stamps received If the intersectlorl is empty (or 
any of its negotiation requests get re?ect&) it 
means that the tranaction manager 1s unable to 
acquire, through negotiation, a unique timestamp 

which would guarantee the global serializability 
of the transaction In this cJse, it sends 
Witbdraiv-Negotlatlon to data managers thJt hon- 
oured its negotiation request, and terminates. 

If the intersection of the ranges of tmestJmps 
received 1s non empty, the negotiation 1s succes- 
sful, and the transaction manager chooses the 

lowest timestamp from the lntersectlon, called the 
negotiated timestamp. It sends certify requests to 
Jll its psrtlclpatlng dats managers, along with 

the negotiated tunestamp, Jnd enters the 
certlflcetlon phase. Since ell part]clFatlng ilab 
items are put under a negotlstlon-lock, a trensac- 
tion manager *ill receive certification-success 
signals from Its partlclpatlng data managers, 
unless some locks got broken due to timeout. ? 
successful certlflcatlon creates a token for the 
dJta item. If the transaction manager receives one 

or more certlfIcstion_feilure signals, it sends 
mlete-Token reouest to all d&s managers thst 
bme honoured Its certiflc6tlon reouest, end ter- 
minates. Cn the other hsn?, if the transaction 
maneger receives certificetion-success s1gnsls 
from all its psrticipJting datJ rrsnegers, it 
writes ccnmlit-flag 1~ a stable piece, enters the 
commit phase end sends Instell-Token recueets to 
all participting eata msnegers. Cn receiving 
Jcknow~edg~ments of all its Instsll Token reou- 
ests, the transaction meneger termlnstes. 

4.4 Failure Atomlcity ?nd the Neootlatefi -- 
Certlflcetlon Scheme 

To guarantee failure Jtmicity, the trsnsactlon 
manager follows tboJhase ccmunlt protocol while 
ccmununlcatlng with the participating dsts mana- 

gers. Similar to the case of distributed 
certlflcatlon scheme (discussed in sectlon 3), the 
twoghase camnit protocol can very easily be 
integrated with the latter two phases of the 

threeghase negotiated-certification protocol. 

5. Smary 

(1) We heve propsed a tlmestPmp based 
certlficetlcn sc?eme for treneectlons in 
distributed database systems. ? transaction 
m?y fail to get certified if its certifica- 
tlor reouest reaches a site later than that 

of a conflicting younger transaction. 

(ii) We have proposed a negotisted-certificstion 
scheme for transactions where the system 
negotiates with particlpatlng data items for 
a timestamp wltb which the transaction will 
not fact conflict with concurrent trensec- 
tions, and will get certifie?. 

(111) Either of the tw certification schemes can 
be inteqreted with the tw2hase commit 
protocol so appropriately that the u-keg- 

rsted scheme does not psy any extra message 

cost for guarsntecing failure atomicity. 
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