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ABSTRACT

In a voting-based algorithm, a replicated
file can be updated in a partition if 1t con-
tains a majority of copies. In this paper, we
propose an extension of this scheme which
permits a file to be updated i a partition
provided 1t contains a majority of up-to-date
copies Our scheme not only preserves
mutual consistency of the rephcated file, but
provides improvement i 1ts availability as
well We develop a stochastic model which
gives insight into the improvements afforded
by our scheme over the voting scheme

I INTRODUCTION

A partitioning of a distributed database (DDB)
occurs when the sites in the network split into groups
of communicating sites due to node or communication
failures The sites in each group can communicate
with each other, but no site in one group 1s able to
communicate with sites 1in other groups We refer to
each such group as a paristion The algorithms which
allow a partitioned DDB to continue functioning gen-
erally fall into one of two classes ! Those mn the first
class take a pessimistic approach in that they share
the philosophy that mutual consistency 1s of consider-
ably greater umportance than avallability
(1,2,8,8,11,13,18,25,20] Consistency 1s enforced by

t There are algorithms (see [12,15,23,28] for example) which do
not belong to either of these two classes, however, they require a
prior1 knowledge of the kind of updates to be made to the file
We make no such assumption n this paper
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permitting files to be accessed only in one partition
As a consequence, any updates which are permitted 1n
a partition do not conflict with updates in other parti-
tions, assuring mutual consistency of data when parti-
tions are reunited

The algorithms 1n the second class take the
approach that the database must be available even 1n
the face of node or communication hink failures and
permit every group of sites mn a partitioned DDB to
perform new updates [9,20,22,30,31] Since now the
databases of the partitions will clearly diverge, they
require a strategy for conflict detection and resolution
Usually, rollbacks are used as a means for preserving
consistency, conflicting transactions are rolled back
when partitions are reunited Since coordinating the
undoing of transactions 18 a very difficult task, these
methods are called optimistic since they are useful pri-
marily in a situation where the number of items 1n a
particular database 1s large and the probability of
conflicts among transactions 1s small

In this paper, we consider only the pessimistic
strategies  Although these methods guarantee that
there will not be more than one partition performing
the update at the same time, they cannot guarantee
that there will be a partition which can perform
updates at any given time All known methods share
the drawback that failures can occur in such a way
that no updates can be performed anywhere in the sys-
tem until these failures are repaired While this 1s
undesirable, 1t 1 a necessary property exhibited by any
protocol which tolerates network partitioning [27],
thus, the challenge 1s to devise consistency control
algorithms which preserve mutual consistency of repl-
cated files and which, at the same time, provide
improvement 1n the availability of files over that of
existing schemes

Voting [13,25,29] 1s the best known example of a
pessimistic scheme In its simplest form, an item can
be updated 1n a partition if 1t contains more than half
of the sites where the file 1s replicated Thus, if a file
1s replicated at 100 sites, a majority partition will have
to contain at least 51 of these sites In the event that



there does not exist such a partition, no updates can
occur anywhere 1n the system

In this paper we propose a generalization to the
voting scheme, called the dynamic voting scheme It
has several advantages beyond those of the voting
scheme

e Unhke the voting scheme, the number of sites
necessary for an update 1s a function of the
number of current copies 1n existence at the time
of the update

e This required quorum changes
without any manual intervention

dynamically

e A file can be updated in a partition if 1t contains
more than half of the current copies As a conse-
quence, a file may be replicated at 100 different
sites, yet 1t 1s possible for this scheme to allow
updates with as few as 2 copies accessible

e Like the voting scheme, our protocol 1s simple to
state as well as implement It requires only a
slight modification to the voting scheme

e It does not require a complicated message-based
coordination mechanism

We have called our algonthm dynamic voting
since 1t has the same availabihity as the scheme pro-
posed by Davcev and Burkhard in (8], whenever one
scheme permits an update to occur in the system, the
other does also Their scheme, however, suffers from
severe drawbacks (see section III) While our scheme
has all the advantages enjoyed by their scheme, ours
does not suffer from any of the drawbacks mentioned
in section III

In section VI, we present a stochastic model and
compute the availabiity of the simple voting and
dynamic voting algorithms in the context of that
model We prove that under the assumptions of the
model, the availability of the dynamic voting algo-
rithm 1s greater than or equal to the availability of the
voting algorithm 1f there are four or more sites, except
for a single special situation (five sites and slow
repairs)

FORMAL SPECIFICATION
OF THE PROBLEM

The distributed database system consists of a col-
lection of independent computers, called nodes or sites,
connected via communication links We assume that
site failures are clean, 1e, nodes stop executing
without performing any incorrect actions and that
node crashes are detectable by other nodes [24] We
do not include Byzantine failures [21] where sites may
act mm an arbitrary and malictous manner Site or
communication fatlures may separate the sites into
more than one connected component of communicating

II.
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sites We call each connected component a partition

There are several logical files 1n the DDB, and a
physical copy of each logical file 1s stored at one or
more sites Each site keeps a history of all updates
which 1t performed on a file We assume that each
sites runs a concurrency control protocol which ensures
that the execution of all transactions at every site 1s
seriahizable [6,17] While serializability of transactions
at each site 1s certainly desirable, 1t 1s not sufficient to
guarantee that the transactions runming 1n different
sites will combine to yield a sermalizable result, and
therefore, 1t 1s necessary to run a consistency control
protocol which correctly manages the replicated data
n the presence of failures In a pesstmistic consistency
control protocol, a replicated file can be updated 1n at
most one partition at any given time We will call
such a partition the magority partition Different pes-
simistic protocols use different definitions of a majority
partition When site or communication link recoveries
cause partitions to unite, the nodes form a new parti-
tion by comparing their histories and obtain, if neces-
sary, all updates that they have missed If there does
not exist a majority partition, all sites 1n the system
must wait until enough sites and communication links
are repaired so that there is once again a majority
partition 1n the system Since this wait 1s unavoidable
[27], the challenge 1s to come up with a pessimistic
consistency control algorithm which not only preserves
mutual consistency of various copies of a file, but at
the same time achieves high availability as well

1. PREVIOUS PESSIMISTIC ALGORITHMS

In this section, we outline several existing pes-
simistic schemes and point out how these methods
restrict availability (An excellent survey of several of
these strategies 1s given 1n [10] ) In a subsequent sec-
tion, we shall give our consistency control algorithm
which provides greater file availability

Primary Site [3] Here each file has a primary
physical copy, and the permission to update any copy
resides with the node contaiming the primary copy
Therefore, the partition containing the node with the
primary copy is defined to be a majority partition No
updates can occur anywhere in the system if the site
containing the primary copy crashes

True-Copy Token [18] In this scheme, there 1s a
token associated with each file, and a partition 15 a
majority partition if 1t contains a site which has the
file token There are two drawbacks to this scheme
First, 1t 1s possible that tokens can get lost, and 1t 15 a
nontrivial problem to recreate lost tokens Second, if
the token happens to reside in a partition contamning
only rarely used sites, the file will, for all practical pur-
poses, become unavailable



Voting [13,29] In a voting-based system, a par-
tition 1s a majority partition if 1t contains more than
half of the sites where the file 1s rephcated By
definition, there can be at most one such partition In
the event that there does not exist a partition contain-
ing a majority of sites, no updates can occur anywhere
in the system A brief description of the basic voting
algorithm 1s g1ven 1n next section

Missing Writes Algorithm [11]  This algorithm
runs i two modes, a normal mode in which 1t reads
any copy and writes all copies and a failure mode 1n
which 1t uses voting Several files must be maintained
to keep track of updates which were made while the
network 1s partitioned—the so-called ‘“‘missing write”
information—so they may be propagated to other sites
later These files need not be maintained during nor-
mal operation, but can grow rapidly during failures
[10, page 355]

Accessible Copies Algorithm [1,2] This algo-
rithm 1s a generalization of the voting scheme since it
allows different partitions to have different quorums for
a majority The drawback 1s that the required quorum
for each partition 1s fixed a prior1 Moreover, this
algonthm ‘‘relies on coordinating a consistent view
among the nodes” [4, page 197] By contrast, the
required quorum 1n our scheme changes dynamically as
well as automatically No elaborate mechanism 1s
required for this purpose

Davcev-Burkhard Algorithm [8]  As we men-
tioned 1n the introduction, the Davcev-Burkhard algo-
rtthm has the same availability as that of our scheme
Their scheme, however, has many severe drawbacks

e  The major difficulty 1s that they assume that each
site maintains an n-bit binary connection vector
that 1t uses for checking the availability of remote
sites The jth entry of the connection vector at
site 1 1s equal to 1 1if site + can communicate with
site 7, 1t 1s equal to O otherwise It 1s assumed
that the ‘‘changes 1in the system configuration
resulting from site failure or network partitions
are 1nstantaneously recorded within the proper
connection vectors' (see [8, page 89]) Perhaps it
1s possible to come up with an efficient way to
implement the connection vector scheme, but 1t 1s
sure to entail substantial communication over-
head

e  Their scheme requires each copy to have an asso-
ciated verston wvector!, which 1s an array of n
mntegers where n 1s the number of copies, and
these vectors have the problem that it 1s difficult
to keep them consistent among communicating
sites while the system 1s being reconfigured

+ Called partitron vector in [8)

229

® The use of version vectors requires more storage
as well as processing time for their manipulation,
especially if n 1s large

e If the number of copies varies with time, the
length of the version vectors may need to change
dynamically, which 1s not easy to program

Our scheme manages to avoid all these flaws while
retaining all the advantages of the Davcev-Burkhard
algorithm

Finally, two recent papers [4,5] also deserve men-
tioning They contain protocols for dynamically reas-
signing votes upon site or communication link failures
1n an attempt to make the system more resilient

IV. THE VOTING ALGORITHM

We present a brief overview of the original voting
algortthm to show that our scheme requires only a
shight modification to 1t

Each copy of f has associated with 1t a verston
number which 15 equal to zero mmtially and 1s incre-
mented by one each time the copy 1s updated Thus, a
version number represents up-to-dateness of a copy A
site can process an update provided it belongs to a
partition containing at least |_n/2J other sites If so,
1t must first ensure that those participating copies
which are not up-to-date are brought up-to-date To
this end, 1t computes the maximum, say M, taken over
version numbers of all participating copies The copy
which has the version number M 1s the current copy
and 1s used to propagate missing updates to the other
copies Once this 1s done, the new update 1s then per-
formed

Thus, 1n the voting algorithm, we see that more
than half of the total number of copies of a replicated
file must be available 1n order for an update to
succeed In the next section, we present a generaliza-
tion of the voting scheme that sometimes permits a
partition to perform updates even when 1t does not
contain more than half of the sites Like the voting
algorithm, 1t preserves mutual consistency of replicated
files, 1t also provides improvement in their availabihity

V THE DYNAMIC VOTING ALGORITHM

A. Description of the algorithm

In this section, we provide a description of our
algorithm 1n 1ts simplest form where each file 1s
assigned an equal weight (of one) It 1s possible to per-
mit copies having different weights This generaliza-
tion 1s straightforward, so the details are omitted

We associate with each copy of the file fa version
number and an update sites cardinality which are



defined as follows

Definition 1 The verston number of a copy f, at
a site 4 is an integer VIV, which counts the number of
successful updates to f, We let VN, be equal to zero
mitially and increment 1t by one each time an update
to f, occurs

Definition 2. The current version number of a
replicated file f1s the maximum taken over the version
numbers of all copies of f

Defimtion 3 A copy 18 said to be current if 1ts
version number equals the current version number of
the repheated file

Definition 4. A partition is said to be a majority
partition if 1t contains a majority of the current copies
of the replicated file f

Definition 5. Associated with each copy f, at a
site ¢+ is another integer called the update sites card:-
nality, denoted by SC,, which always reflects the
number of sites participating 1n the most recent
update to f, We let SC, = n (number of sites) -
tially, and whenever an update 1s set to f,, then SC, 1s
set equal to the total number of copies which were
updated during this update

Each site which has a copy of the file f must
maintain 1ts version number and 1ts update sites cardi-
nality We can now describe our consistency control
algorithm, Suppose a site receives an update request
It must first determine 1if 1t belongs to a majority par-
tition, If so, it can perform the update, otherwise, 1t
must reject the update, A site can easily decide if 1t
belongs to such a partition as follows

Suppose a site A; wishes to determine 1if it belongs
to a majority partition It asks all sites with which 1t
can communicate and which have copies of the file f
for their version numbers and update sites cardinali-
ties, Let A,, , Ay, denote these sites Let VNV, and
SC, denote, respectively, the version number and
update sites cardinality of the copy f, of the file f at
site A,, Now,

1

The site A, calculates

the value M = max{VN, 1<:<m},
the set I={A4, VN,=M 1<;<m),

and the value N = max{SC, A; €I}
2) If card(I) > N/2, then A lies in a majority parti-
tion and can proceed with the update, otherwise,
1t does not belong to such a partition and must
reject the update t Note that we can permit 4, to
read the file if 1ts partition contains exactly one-
half of the current copies (1e, if the values
card(I) and N/2 comncide)

t Notation For a set X, card(X) denotes 1ts cardinahty
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3) Whenever an update is made, 1t must be made to
all sites 1n the set I Moreover, the values VN,
and SC, at every site in I must be modified as
well by letting

VN, = M +1

8C, = card(l)
Each time an update succeeds at a site, 1t must
commit the update together with the version
number as well as the update sites cardinahty
Thus an update operation at a site 15 atomic 1n
the sense that either all three operations—
updates to the file, version number, and update
sites cardinality—are performed in entirety or are
not performed at all

Our scheme can be best illustrated by an exam-
ple

Example 1. Assume there are five sites A, B, C,
D, and E which have copies of the file f These sites
are imtially connected and form a single partition
Suppose the file f has been updated nine times, so the
imtial state can be represented as follows

A B C D E
VN 9 9 9 9 ¢
sC 5 65 5 5 5

At this point suppose site A recerves an update,
and 1t finds that 1t can communicate with sites B and
C only Since A still belongs to a majority partition,
1t can process the update The state then changes to

A B ci{D FE
VN 10 10 10]9 9
SC 3 3 3 5 &

Suppose now that site A receives yet another
update, and 1t discovers that 1t can communicate with
site ¢ only, The novelty here 1s that since sites A and
C together contain a majority of the current copies of
the replicated file, they form a majority partition even
though there are only two sites {out of five) i this
partition Thus site A can process the update, after
which the database state will be-

A C|B|D E
VN 11 1 |[10|9 9
§C 2 2 315 5

In our scheme, updates are always made to the
up-to-date copy of the file, those copies which are not
must be brought up-to-date before the new update can
proceed For this purpose, sites from time to time
determine 1f their copies are current If not, they must
take steps to ensure that their copies are brought up-
to-date., We describe how this 1s done next

A site A; can easily determine whether or not 1its
copy 15 current as follows,



1) Let 45, , A,, denote other sites 1n A,’s partition
Ay needs to examine the version numbers and
update sites cardinalities of all these sites

A,y's eopy 1s not current if 1ts version number 1s
less than the version number of some other site m
its partition A;’s eopy 1s current if 1t has a copy
with the highest version number and if, moreover,
1t belongs to 2 majority partition

Suppose the site A; realizes that its copy 1s not
current and wishes to catch up It may do so if and
only if 1t belongs to a majority partition Spectfically,
site A; must execute these steps
a) The site A; must examine the version numbers
and the update sites cardinahties of all sites 1n 1ts
partition Let A,, , A,, denote the other sites of
the partition

b) A, computes

the value M =max{¥N, 1 <:<m},
theset I={4, VN,=M 1<;<m},
and the value N =max{SC, A, €I}

If card(I) > N/2, then the sites in Ay’s partition
together form a majority partition, so A; can
bring 1ts copy to up-to-date status by requesting
the missing updates from any site in I The ver-
ston number VIV, of the copy A; 1s set to equal M,
and the update sites cardmnality SC,, along with
the update sites cardinalities of each site 1n I, 1s
set equal to NV + 1

Otherwise, A; cannot request missing updates
from anyone

d)

There 1s a good reason why we do not allow sites
to merge arbitrarily The example below illustrates
why some form of restriction 1s necessary

Example 2. Continuing with the example given
above, suppose that site B resumes communication
with sites D and E Our algorithm will not permit
these sites to merge for if we were to allow this to hap-
pen, the database state will become

A ¢c|B D F
v 11 11 {10 10 10
SC 2 2 5 5 5

The partition BDE will conclude that 1t too 1s a
majority partition Thus, we will have two “‘majonty”
partitions which can make updates independently, pos-
sibly leading to inconsistencies between the partition
copies

On the other hand, in the previous example, sup-
pose sites A, C, D, and E were to unite as a single
partition Then the copies at D and E can be brought
to the current status The database state will then
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become

B. Addition and deletion of sites

In this section, we show how we may add or
delete copies of the replicated file f dynamically from
the system Suppose a site A; that does not have a
copy of file f wishes to have one The site A, sets the
version number as well as the update sites eardinahty
of 1ts copy to be —oo where —oo is some value much
smaller than any actual values for the version numbers
and update sites cardinahties Then, 1t may imitiate
the steps which permit a site’s copy to catch up

It 1s equally easy for copies to be deleted from the
system Suppose a site A; decides that it no longer
wants to have its own copy of the file f I A,’s copy 1s
not current, 1t can delete its capy any time it desires
It 1s desirable, however, that A; notify other sites hav-
ing the copies that it no longer maintains 8 copy and
should be excluded from their future attempts of form-
ing a majority If A}’s copy is current, 1t will be per-
mitted to delete 1ts copy 1n one of the followmng two
ways
A The site A; may do so if 1t belongs to a partition
having all current copies of the repheated file If
this 1s so, 1t requests all sites having the current
copies to decrement theiwr update sites cardinali-
ties by one

B There is another option if A; is a member of a
partition contaming only a meperity of current
copies In this case, all sites in the partition that
have current copies increment thewr version
numbers by one and decrement their update sites
cardmalities by one

C. Proof of correctness

In this section, we briefly argue that our con-
sistency control protocol 1s correct It suffices to show
that there exists by our algorithm at most one major-
1ty partition at any time for then the rephcated file
can be updated in at most one partition which 1s
enough to guarantee the mutual consistency of multi-
ple copies

It 1s not difficult to see that our algorithm permits
at most one majority partition to process updates at
any time since 1t has the following two key properties

e The version numbers of current copies are mono-
tonically mcreasing and umique to a given major-
1ty See steps 2) and 3} of our algorithm

e For a given version number, any two consecutive
majority partitions have at least one site In



common, and the update sites cardinality of this
common site gives the total number of current
copies 1n existence See step ¢) of our algorithm

VI. AVAILABILITY OF
VOTING AND DYNAMIC VOTING

A The stochastic model

When there are just three sites with copies of the
replicated file, if an update request can be accommo-
dated under the dynamic voting algorithm, 1t can also
be accommodated under the voting algorithm When
there are four or more sites, however, a sequence of
failures, repairs, and update requests can occur 1n such
a way that the dynamic voting algorithm can accom-
modate a request when the voting algorithm cannot,
and vice versa For example, suppose a five-site net-
work splits 1nto two partitions,

A B C | D E
and an update appears at site A Both voting and
dynamic voting permit the update to be processed If
site C thereafter forms a third partition by 1tself,

A B | ¢ | D E
dynamic voting permits updates arriving at sites A or
B to be processed, while voting rejects all update
requests On the other hand, if the two-site A-B par-
tition now sphnters into two single-site partitions while
site C joins sites D and E,

A}l B]| ¢ D E
ordinary voting would permit updates arnving at sites
C, D, or E to be processed, while dynamic voting
rejects all update requests 1n this state

The real question 1s this which algorithm 1s more
likely, 1n the long run, to be able to handle any given
update request’ That 18, which algorithm has greater
availability?

In this section we develop a stochastic model to
make precise what 1s meant by the phrase ‘‘more
hikely’’ 1n the preceding paragraph Key aspects of the
model are no attempt 1s made to model changes to
the network topology (only sites go up and down),
updates are assumed to be frequent relative to failures
and repairs, and communication delays in the commit
protocol are ignored We show that under the assump-
tions of the model, the dynamic voting algorithm pro-
vides an improvement over the voting algorithm 1n the
availability of replicated files if there are four or more
sttes, except for a single special situation (five sites
and slow repairs)

We now 1ntroduce the five assumptions we make
to model stochastically the update availlabihity of the
network under these two algorithms The first four
assumptions duplicate assumptions that Pairis uses to
analyze the availability of his wvoting with witnesses
scheme [19] The fifth assumption, however, causes
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our model to deviate from his Here are the assump-
tions, their justification comes next

e  The communication hnks between sites are infalli-
ble Only sites go up and down Any site that 1s
up can send a message to any other site that is
up

e  The failures at the various sites form independent
Poisson processes with failure rate N For any
given site that 1s up (functioning), the probability
it goes down (fails) at or before the next ¢ time
units 1s 1 — e

e  Similarly, the repairs at the various sites form
independent Poisson processes with repasr rate u

e Updates are instantaneous We 1gnore communi-
cation delays in the commit protocol

e Updates are frequent after any failure or repair,
an update always arrives at a functioning site and
1s processed before the next failure or repair An
alternative assumption that yields the same model
1s frequent polling after any failure or repair, the
functioning sites communicate to determine the
new status of the system before the next failure or
repair

The first assumption seems rather odd the model
prohibits precisely the phenomenon—partitioning—
that voting and dynamic voting are designed to
tolerate! We make this assumption in order to
sidestep the countless network topologies that might
occur as links fail Our choice has been to use rather
strong assumptions to obtamn a proof of a strong
theorem, rather than to use weaker assumptions and
present only simulation results Needless to say, weak-
ening the assumptions while maintaining the results 1s
one focus of future research

As Paris notes [19, page 608], the third assump-
tion 15 less reasonable than the second, but both are
necessary if we wish to model the network’s behavior
by a Markov process The fourth assumption (instan-
taneous updates) 1s another simplification necessary to
maintain the Markovian model Because we are
interested 1n a comparison of voting and dynamic vot-
ing, and because both algorthms face similar commun-
1cation delays in the commit protocol, the fourth
assumption does not seem unreasonable

On the other hand, the fifth assumption 1s not
necessary to force a Markovian model In either of 1ts
forms, the fifth assumption permits great reduction 1n
the number of states in the Markov process that
describes the network’s behavior This simplifies the
analysis and led to discovery of the theorem that
appears at the end of this section

Our dynamic voting algornithm s available for
updates exactly when the Davcev-Burkhard algorithm
1s available, the two algorithms have the same



avallability Hence this section applies equally well to
the Davcev-Burkhard algorithm

B Two measures of availability

The standard measure of availability (see [26] and
[19], for example) 15 the hmit as ¢t goes to mfinity of
the probability that a majority partition exists at time
t, where the definition of “majority” depends on the
algorithm used An alternative measure 1s the limit as
t goes to infinity of the probability that an update
arriving at an arbitrary site at time ¢ will succeed
This alternative measure requires not only that a
majority partition exist, but also that the update
arrive at a functioning site In this report, we will use
the alternative measure, deeming 1t more appropriate
Each formula in this paper requires only a trivial
modification to use the standard measure Further-
more, use of the standard measure only increases the
supertority of dynamic voting over voting That 1s, the
measure of availability that we use 1n this report
shows dynamic voting 1n 1ts least favorable hight

C Availability under the voting algorithm
The mean time to failure of a functioning site 1s
1/)\ The mean time to repair of a failed site 1s 1/p
It follows that for the Poisson process describing the
behavior of the sites, the probability any given site 1s
up at any particular time 1s

1/)
1/N+1/u’

The availability of the voting algorithm 1s
k n—k
n k [n

- B A
k-lnX/;‘zJﬂ k][>‘+ll] [>‘+ﬂ

that 1s, —;\—_%—;

n

The k term 1n the summation reflects the fact that an
n

update request can be processed only if the site at
which the request arrives 1s one of the k sites in the
majority partition

This same formula could also be obtained by
drawing the state diagram for the birth-death process
that describes the number of failed sites and solving
the resulting balance equations We will use just such
a procedure to analyze the dynamic voting algonthm

D Availability under dynamic voting

The system begins with all n sites in the majority
partition  Eventually one site fals Our fourth
assumption msures that before another failure occurs
or the failed site is repared, an update arrives at a
functioning site The majority partition finds that 1t
now contains n—1 of the n sites with up-to-date copies
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of the file—still a majority The update sites cardinal-
1ties are adjusted to n—1 at the n—1 functioning sites
If a second failure then occurs, the majority partition
will soon thereafter discover that i1t contains n—2 of
the n—1 sites with up-to-date copies of the file—still a
majority, so the update sites cardinalities will be
adjusted to n—2 at the n—2 functioning sites The
process continues, with update site cardinalities always
increasing or decreasing by one, until there are only
two sttes 1n the majority partition and a failure then
occurs The subsequent update 1s blocked—one out of
two sites 1s not a majority Of these two sites 1n the
most recent majority partition, call the one still up site
U and the one now down site D From this state, one
of three events can occur

e Site D might be repaired The two-site majority
partition 1s restored and the action of the network
continues 1n the fashion deseribed thus far

® One or more of the other n—2 failed sites might
be repaired If sometime later site D 1s repaired
and an update arrives, the functioming sites
include both (hence a majority) of the sites with
up-to-date copies of the file In this case, how-
ever, the newly-formed majonty partition will also
include the other sites that have meanwhile been
repaired

e Site U might fail Now both site U and site D
must be repaired before a new majority partition
will be formed Again any such newly-formed
majority partition will also include any other sites
that have meanwhile been repaired

The state diagram we have just described 1s
shown in Figure 1 on the next page State (X;Y,2)1s
the state 1n which

e The update sites cardinality of each up-to-date
copy of the file1s Y

e X of the Y sites with update sites cardinality Y
are up

o 7 of the n—Y other sites are up

Arcs 1n the state diagram indicate the rate at which
the system moves from state to state

An update request will be accepted if 1t arrives at
a functioning site and the network 1s in any of the
states on the top row of Figure 1 Label the top-row
states Ay Ay, , Agg, from left to right Label
the middle-row and bottom-row states By through
B,_, and Cj through C,_,, respectrvely, again left to
right In an abuse of notation, we will also let A;
denote the steady-state probability of state Ay, and
similarly for the Bys and Cys The availability of the
network 1s

n—~2

by

k=0

k+2

A
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1,2,0 1,2,1
(n—2)u n—3)u
A 21 A 21
A 2X
0,2,0 0,2,1
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u “
(n—3)A (n—2)X
1,2,n-3 1,2,n—2
2p H“
A 2u A 2u
~ (n=3)\ (n—2)A
0,2,n—3 0,2,n—-2

Figure 1. The state diagram for dynamic voting.

The k+2

n
which the update request arrives must be one of the
k+2 functioning sites 1n state Ay

To find the steady-state probabihities of the states

in Figure 1, set flow-out equal to flow-in to obtain the
following balance equations, one equation per state

term reflects the fact that the site at

The three leftmost states have special equations

nHCO = XCI + XBO
For the remaining top-row states (k =1, 2, n—2)

[(k+2))\ + (n—k—2)u ] Ay

= (k+3)Myy + (n—k=1)uAs_, + 1By

For the middle-row states

(k=1,2,

remaining
n—2)

[(Ic+1)>\ + (n—k—1)u ] B,

= (]C+1)>\Bk+1 + (n-—lc—-l)uB,c_l + QNCI;
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For the
(k=1,2,

[k)\ + (n—lc)/t] o

remalning bottom-row states

n—2)

= (k+1)>‘0k+l + (n—k—-l)uC’k_l + >\Bk

By defining A,_; = B,_; = C,_; =0, the above equa-
tions are seen correct for the right-boundary states
One of these 3n—3 equations 1s redundant

Replace 1t by the equation that says the probabilities
sum to one

n—2

(A +B+CG) =1

k=0

It appears difficult to find a closed-form solution
to the above system of equations However, for fixed
i, X and n, the system 1s easily solved by your favorite
numerical technique for systems of linear equations
Furthermore, for fixed small values of n, the symbolic
manipulator MACSYMA™! can solve the system 1n
terms of 4 and A The final word, however, 1s given by
the theorem 1n the next section

t MACSYMA 1s a trademark of Symbolies, Inc It was original-
ly developed by the Mathlab Group of the MIT Laboratory for
Computer Science
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Theorem Suppose the repair rate u 15 at least as
large as the failure rate N Then the availabihty of
dynamic voting 1s greater than the availlability of vot-
ing if and only if

e there are 4 sites 1n the network, OR

e there are 5 sites 1n the network and the ratio of
repair rate to failure rate 1s at least 1 3070, OR

e there are 6 or more sites 1n the network

Proof. The proof for 4 or 5 sites 1s by exphecit, sym-
bolic calculations performed by MACSYMA The more
challenging proof for 6 or more sites 1s intricate but
mathematically unsophisticated Details are available
from the authors The superiority of voting when
there are only 3 sites 1s obvious voting requires that
any two sites (or more) be up, while dynamic voting
requires that either all three sites or the specific two
sites that formed the most recent majority partition be
up O

The assumption that 4 > X will hold 1n any rea-
sonable application The superiority of voting in the
aberrant case of 5 sites and repair rate approximately
equal to failure rate s best explained as a residual
effect from the 3-site subsystem When there are 4
sites, this effect 1s overwhelmed by the poor perfor-
mance of voting when the number of sites is even

Recall that we have used a non-standard measure
of availability, namely, the limiting probability that an
update arriving at some arbitrary site will be pro-
cessed If we were to have used the more traditional
measure—the long-term probability that a majority
partition exists—the aberrant case disappears That
1s, under the traditional measure of availability,
dynamic voting 1s better than voting if there are 4 or
more sites

The content of our theorem is seen more easily 1n
Figures 2 through 5 (These figures appear at the end
of the paper, after the references ) Each figure shows
the availability of both algorithms In every figure
except Figure 5, which 1s for 5 sites, the top curve 1s
for dynamic voting, the bottom for voting Take heed
that the scaling of the axes varies from figure to figure

Figures 2 and 3 display availlability graphed
against the number n of sites, for repalr/fallure ratios
of 20 and 100, respectively As n grows large, the
availability of each algorithm converges to PESY the

probability that the site at which the update arrives 1s
a functioning site Figure 2 shows with particular clar-
1ty the differences between the two convergences,
namely, that the dynamic voting algorithm

e  approaches 1ts imiting value much more quickly,
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e shows a monotonic 1ncrease in its avallability

Figure 3 again shows availability versus number
of sites but this time using a more reasonable value for
the repair/failure ratio Here both voting and
dynamic voting are not too far from the maximum pos-
sible availability even with only 4 sites Both are
within 0001 of this maximum by the time the number
of sites has reached 14

Figures 4 and 5 display availability versus the
repair/failure ratio The number of sites 1s 4 and 5,
respectively Observe that in Figure 4, there 1s a dis-
cermible difference between the two algorithms even for
repair/failure ratios close to 20 However, the
difference between voting and dynamic voting 1s most
striking when the repair/failure ratio 1s close to 1
Thus the difference 1s most striking 1n situations that
are not particularly reasonable Figure 5 displays the
aberrant crossing behavior, such behavior occurs only
when there are exactly 5 sites

VI OPEN PROBLEMS

In this paper, we have proposed a pessimistic con-
sistency control algorithm for managing replicated files
1n the presence of network partitioning due to node
and communication hnk failures Our algonthm

e requires only a shight modification to the voting
scheme and

e provides improvement 1n the availability of reph-
cated files over the voting scheme

We have developed a stochastic model which provides
an estimate of this improvement We are continuing
our efforts to analyze the availability of these algo-
rithms Here are some open problems we face

o  Our model nsisted that updates be far more fre-
quent than site failures and repairs Does the
superior avallability of the dynamic voting algo-
rithm hold up when this assumption 1s relaxed?

e By not allowing link failures, we chose to 1gnore
the network topology in our analysis We expect
dynamic voting to be superior to voting 1n most (if
not all) topologies, but we have not proved such a
theorem in this paper The two algorithms should
be compared under link failures from several par-
ticular 1mitial topologies, perhaps a ring or a com-
plete graph, for instance Or one might concen-
trate on (say) five sites and investigate the same
six topologies that Barbara et al use in [5] Best
would be to prove a theorem that shows the
superionity of dynamic voting over some wide
class of initial network topologies

e How does the delay in processing an update affect
the comparison of voting and dynamic voting?
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We have compared dynamic voting to ordinary
voting How does dynamic voting compare
against other algorithms for maintaining the con-

agigtanov Af a ronlinatad Blo in +tha
SIoLTlILVY Ul a ITplivauvcu 11T 11 vl

preseiice of net-
work partitioning? For instance,
pare dynamic voting against the
Coan et al analyze in [7]

one might com-
algorithms that

Both the algorithms analyzed permit various
enhancements [14,16] How do these enhance-
ments affect the availability of the algorithms?
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Figure 2. Availability when the repair rate is twice the failure rate.
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Figure 4. Availability when the network has four sites.
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The behavior for six or more sites is similar.
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Figure 5. Availability when the network has five sites.
This crossing behavior occurs only under these circumstances.
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