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Abstract 

A model of a multidatabase system 1s defined m which 
each local DBMS uses the two-phase lockmg protocol 
Locks are released by a global transacuon only after the 
transaction commits or aborts at each local sate Fadures 
may occur durmg the processmg of transacuons We 
design a fault tolerant transaction management algorithm 
and recovery procedures that retam global database con- 
sistency We also show that our algorrthms ensure free- 
dom from global deadlocks of any kmd 

1. Introduction 
A multldatabase system (MDBS) 1s a software package 
that allows user transacaons to mvoke remeval and 
update commands agamst data located m heterogeneous 
hardware and software environments. A multi&tabase 
envronment supports two types of transactions 
0 

l 

The 

local transactions, those that are executed by local 
DBMS, outside of the MDBS system control 
global transactions, those that are executed under 
the MDBS system control 

MDBS IS not aware of local transactions that are 
bemg executed by local DBMSs 

Each DBMS integrated by the MDBS operates 
autonomously A global transaction executmg at a local 
site cannot access DBMS control mformahon that 1s not 
avalable to any local transaction (such as a wtit-for- 
graph, a schedule, a DBMS log, etc ) As a consequence, 
the MDBS system cannot access any local DBMS control 
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mformation 

Transactton management problems 111 a multuiata- 
base environment were first &scussed m [GLIG85]. 
Smce then, the problem was extensively studled m two 
basic tiecuons resmcted autonomy of the local 
DBMS’s (@XMA87], [pU87], [SUGI87]) and a com- 
plete preservation of a local DBMS autonomy 
([ALON87], [LITW89], [BFU389], [DU89]) 

Resmcted autonomy (lVELMA87], [pU87]) lmphes 
that the local DBMSs can share with the MDBS their 
local control mformation (for example, local schedules) 
This assumption, however, requires design changes m 
local DBMS’s and as a result reduces the muludatabase 
transaction management problem to the same problem m 
the homogeneous dlsmbuted database environment with 
hierarchical orgamzation of local sites Thrs Issue has 
been studied extensively 111 the literature and 1s fatrly 
well understood 

Several authors concentrated their effort on 
descnbmg of the mulhdatabase concurrency control 
mechamsm for a mulmiatabase model with complete 
preservauon of local DBMSs autonomy ([BREI88], 
[LITW89], [DU89]). In [BREI881 we considered senal- 
lzablhty as a correctness cnterra of a multldatabase con- 
currency control mechanism and defined a multldatabase 
transactton management protocol that ensures both global 
senahzablllty and freedom from global deadlocks, pro- 
vided that each local DBMS ensures local serlallzablhty 
and freedom from local deadlocks. A multidatabase tran- 
saction manager based on that protocol was recently 
described 111 [BREI89] 

Du and Elmaganmd [DU89] argued that a senal- 
lzablhty might be too strong of a requirement m a multi- 
database envu-onment and as a result mtroduced the 
notron of quasz senalzrabrlzty . Every global senahzable 
schedule 1s also quasi senahzable but not vice versa In 
order to preserve global database consutency, quasi sen- 
ahzablhty reqmres that there be no data dependency 
between data items located at different local sites pro- 
cessed by the same global transaction. In many pracucal 
cases thus may be too strong a resmction on global tran- 
sactlons 

Lltwm and TRY [LITW89] proposed a new para- 
dlgm for a concurrency control that uses the concept of 
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value dates Their approach is apphcable to a multtdata- 
base concurrency control scheme that ensures global serr- 
ahzablhty and freedom from global deadlocks 

In all the above previous work, it was assumed that 
no failures can occur m the MDBS system durmg the 
global transachon processing We are not aware of any 
systemauc treatment of fault-tolerant transaction 
management 111 a mulhdatabase environment that allows 
fatlures to occur durmg any stage of the global transac- 
tion processmg 

In this paper we introduce a model of a mulhdata- 
base environment m which each local DBMS uses the 
two-phase lockmg protocol [ESWA76] We design a 
fault tolerant transaction management algolrthm and 
describe recovery procedures that retam global database 
consistency and ensure freedom from global deadlocks 

In the next two sections we define a mult.&tabase 
transacuon management model and describe global tran- 
saction processing In Secuon 4 we descnbe &fficulhes 
associated wltb multIdatabase recovery management and 
discuss bfferences between dlsmbuted homogeneous 
and multldatabase recovery problems In Section 5 we 
describe the scheduler algonthm and prove 1t.s correct- 
ness In Sechon 6 we ascuss global deadlock problems 
that may occur m our model In Section 7 we descnbe the 
recovery manager algorithm and prove its correctness 
Section 8 concludes the paper 

2. The MDBS Model 
A global database is a collection of local databases dlsm- 
buted among &fferent local sites mterconnected by a 
communication network A global transaction 1s an exe- 
cution of user’s program on a global database Transac- 
tions consldered m our model consist of the operations 
begm , read, write, commit and abort A transaction is 
uufiated when the operation begin 1s encountered Upon 
recelvmg a begin, the MDBS creates a tmnsacuon 
ldentlfier and asslgns a umestamp to the transaction No 
two different transactions can have the same timestamp 

To install permanently m the local databases the 
results of a global transactlon, the operation commit 1s 
used If a user decides to abort a transacuon and cancel 
all its changes m local databases, the operation abort 1s 
used The other two operauons are read ( denoted by r) 
and write ( denoted by W) A read copies a global data 
Itern into the user address space and a write causes a new 
value of the data item to be wntten onto a local database 
We assume that each data Item can be read only once by 
the transacuon and If a data Item 1s read and wntten by 
the transaction, then a read occurs before a write 

Formally, a transacuon 1s a sequence of operahons 
OPl, OP2. 9 opk , where op 1 is begin, opk 1s either com- 
mit or abort, and each op, (1 <J c k), is either read or 

w-rite We define the nouon of senalizable global (local) 
schedules m the usual manner [BERN871 and use serial- 
lzablhty as a correctness cnterion for the MDBS and 
local DBMS concurrency control mechamsms 

We assume that the MDBS software 1s centrally 
located It provides access to lfferent DBMSs that are 
timbuted among various local sites interconnected by a 
network The model discussed m this paper is based on 
the followmg assumpttons 

(1) 

(2) 

(3) 

(4) 

No changes can be made to the local DBMS 
software. This means that local DBMSs cannot be 
mo&fied m a manner that will provide the MDBS 
wltb local control mformauon This assumption 1s 
adopted for purely practical reasons Any attempt 
on the part of the user to mo&fy the DBMS 
software results m the vendor’s dropping support 
of the product As a result the maintenance costs 
skyrocket and oblrterate all advantages that the 
MDBS can brmg to the user’s orgamzatlon 

A local DBMS is not able to dishnguish between 
local and global transactions which are active at 
the local site This assumption ensures local user 
autonomy 
A local DBMS at one site 1s not able to commum- 
cate directly with local DBMSs at other sites to 
synchromze the execution of a global transaction 
achVe at several SlteS 

Each local DBMS uses the smct two-phase lockzng 
protocol [BERN871 (1.e , local locks are released 
only after a transachon aborts or commits), and has 
a mechanism for ensurmg deadlock freedom Thus, 
each local schedule is senahzable, and any local 
deadlocks are detected and recovered from 

Thus, the MDBS IS the only mechanism that IS capable of 
coordmatmg global transachons execution at different 
local sites However, any such coordmatlon must be con- 
ducted m the absence of any local DBMS control mfor- 
mahon Hence, the global transaction manager must 
make the most pessimistic assumphons about the 
behavior of the local DBMSs m order to ensure global 
database consistency and freedom from global deadlocks 

The MDBS system consists of the followmg four 
major components 
l Transaction manager The transaction manager 

TM controls the execution of global transachons 
For each global operahon to be executed, the TM 
selects a local site (or a set of sites) where the 
operation should be executed In each such site, the 
TM allocates a server, (one per transaction per 
site) and the operation 1s sent to the scheduler for 
scheduhng and further execution at the selected 
site Once the TM allocates a server to the transac- 
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Uon, it IS not released untd the transachon either 
aborts or commits In submlttmg transachon 
operations for CXCCUhOn, the TM uses the follow- 
ing restnchon 

No operation of the transaction (except the 
very first one) IS submrtted for scheduhng 
and executron untd the TM receives a resp- 
onse that the prevrous operatron of the same 
transaction has completed 

l Scheduler The scheduler manages the order of 
CXeCuhOn of the various read, write, commit, and 
abort operations of &fferent global t.ranSaChOnS 
The scheduler receives the next entry from the TM 
and makes the determmahon whether the operahon 
should be executed, whether the transaction lssumg 
the operation should be aborted, or whether the 
transaction lssumg the operation should wat untd 
it can be executed The scheduler algonthm, whrch 
ensures global database consistency, 1s presented 
in SecOon 5 

l Recovery manager. The recovery manager 1s 
responsible for restormg the global database to a 
consistent state in the case of falure In this paper, 
we consider software, communicahon, and site 
fadures We do not consider here the case of non- 
volatile storage fsulure Smce a maJor part of this 
paper deals with the recovery issue. a more exten- 
sive dlscussron concemmg the nature of the 
recovery manager is presented m Sechon 4 

0 Set of servers A server is a process generated by 
the transaction manager to act as an agent for the 
global transaction at the local site The local 
DBMS treats each server as a local transachon 
Each server 1s responsible for translatmg global 
operations into the appropriate query language 
operations of the local DBMS, and submlttmg 
these OperahOnS for execution to the local DBMS 
Results of the operation execution by a local 
DBMS are reported to the recovery manager In 
addlhon, a server also needs to mteract with the 
recovery manager after a falure has occurred 
(more on this m Section 4) 

The general structure of the system IS deplcted m Figure 
1 

3. Global Transaction Processing 
A multldatabase system is bullt on top of a number of 
exlshng DBMSs that are being integrated into a single 
MDBS Each of its constituent DBMSs assures the con- 
sistency of its local database (see assumphon (4)) How- 
ever, running of global transactions by the MDBS may 
create mconslstent global database states, since local 

databases do not coordmate the execution of the same 
global transaction 

I 

T1, T2 T, - gtial transaotlons 

sites 1 Sk0 Sk 
Figure 1 MDBS Architecture 

Each local DBMS keeps a wIlte-ahead log on 
stable storage that 1s used by the DBMS to restore the 
local database to a consistent state m the case of falure 
Before a global commit operation of h-amachon T, can 
be processed, all its changes must appear m the stable log 
of the vaflous local DBMSs m which it was achve This 
log, however, is not avsulable to the MDBS system and 
as a result it is not avtiable to any of the transachon’s 
servers Therefore, each server must also keep a wnte- 
ahead log of the changes made by the global transachon 
that it is responsible for Each ttme that the server 
updates a local database, it also updates its own log The 
server log 1s kept m stable storage 

After the global transachon has successfully com- 
pleted its execuhon at each local site, the MDBS should 
execute the commit operahon 

In order to ensure the atomlclty of global transac- 
tions, the two-phase commit protocol [GRAY781 1s used 
When the MDBS encounters the commit operation of 
transaction T,, it sends to each server involved m this 
execuhon of T, a prepare-to-commit message Each 
server recelvmg the message determines d it can commit 
transachon T, If it can commit, it forces all the log 
records for T, to stable storage, including a record 
<ready T,> It then notties the MDBS whether it IS 
ready to commit, or T, must be aborted The MDBS col- 
lects all responses from the servers If all responses are 

“ready T, “, then the transaction enters ready commit 
state and the MDBS decides to commit T, If at least one 
server responds with “abort T, ‘I, or at least one server 
fals to respond wlthm a specified time out period, the 
MDBS decides to abort T, , In either case, the decrslon 1s 
sent to all servers Each server, upon receiving the decl- 
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slon, m turn, mforms the local DBMS as to whether to 
abort or commit T, at that local sate 

Note that even though T, 1s considered 
globally commztted after the MDBS has sent a corm?ut 
message to each transactton server, from the local 
DBMS’s pomt of view the transachon 1s not commttted 
yet, and thus the appropnate local DBMS log records 
may not have yet appeared on stable storage of the local 
DBMS The transactton may sttll at tlus pomt m trme 
abort locally (if the sue fatls prror to processmg of the 
local commit of T, ) It 1s for thus reason that we keep a 
separate log by each server The appropnate local 
DBMS log records appear on the local DBMS stable 
storage only after a server submrts a commit operahon to 
a local DBMS for executton and a transactton 1s 
locally commttted 

4. Recovery Management 
There are many different fatlures that may occur m the 
multulatabase envrronment However, the malor types of 
farlures are transactzon farlures, system failures, server 
fatlures, sate fatlures, and communtcatton fatlures The 
scheduler and recovery management algonthms 
described m this paper tolerate any farlures of the 
descrrbed types 

If a global transactton falls before rt commrts, then 
any of its local subtransactrons must be undone by the 
approprtate local DBMSs As a consequence, global 
database conststency 1s also preserved, smce the transac- 
uon dtd not make changes m any of us local databases 

The srtuatton becomes more complicated d a 
fatlure occurs durmg the processmg of a commit opera- 
bon of a global transactron Constder the case where the 
MDBS decrdes to commit transactton T, Suppose that a 
local sue, Sk, m which T, was acuve fads wrthout havmg 
the appropnate local DBMS log records m stable storage 
and before the server for T, at site S, has recaved the 
commit message from the MDBS If such a fatlure 
occurs, then upon recovery of S,, T, must be undone at 
S, However, the MDBS constders T, to be commrtted 
and thus upon recovery of S, , the MDBS must redo T, at 
S, As far as the local DBMS IS concerned, redoing the 
transacuon consmutes a new transactron at that sate, 
wtthout any connectton to the faded one Thus, tt 1s pos- 
sible, that between the trme that the local DBMS at Sk 
recovers from the fatlure and the trme that the restarted 
transactton T, at site S, obtams the local wrtte locks from 
the local DBMS to redo the T,‘s wnte operauons, the 
local DBMS may execute some other local transacttons 
that, m turn, may lead to the loss of global database con- 
ststency This sttuatron creates serrous recovery prob- 
lems m the multtdatabase envrronment Let us Illustrate 
these problems wrth the followmg example 

Example 1: Consider a global database consrstmg 
of two sites S I wrth data item a, and S2 wrth data item b 
Constder the followmg global transachon T1 which has 
been submitted to the MDBS 

Tl rda) w&a) w,(b) 

In add&on to that, the followmg local transactron L, IS 
submrtted to the site S t * 

L2 r2b) w2(4 

Suppose that T, has completed its executton at both sites 
and tt IS III the ready-to-commzt state The MDBS now 
submtts the commit operauon to the servers at both sites 
Further suppose that site S2 has received the commit and 
has successfully executed it, whtle site S r fatls before the 
commit operatron arnves Therefore, at sue Sr the local 
DBMS considers T1 aborted and, as a consequence, 
releases rts local lock on a Upon recovery of S *, L2 1s 
granted the local lock on a, successfully completes its 
executron, and commrts Followmg this, the server reexe- 
cutes transactton T1 (as a new transactton, say T3) This 
results m the followmg local schedule at site S 1 

rl(a) r2(Q)w2(4 w3W 

However, the T,‘s write operatton IS the same as w I(a) 
as far as the MDBS IS concerned Thus, this execution 
results m the following non serrahzable schedule from 
the MDBS vrewpomt 

This example demonstrates one of the major 
dtfficulttes m dealmg with recovery m the multrdatabase 
envtronment. A global transactton that farls for whatever 
reason at some local site is undone by the local DBMS 
whtle rt should be redone as far as the MDBS IS con- 
cerned Barrmg the ehmmatton of local DBMS auton- 
omy, rt appears that it would be rmpossrble to recover 
from global transactton fatlures during the commrt phase 
of the transacbon wrth no restnchons on global transac- 
uons One natural resmctron 1s to partmon the set of data 
items into two classes 
l globally updateable -- those data items that can 

only be modified by global transactrons, and 
l locally updateable -- those data items that can only 

be m&fled by local transactrons 

For example, any rephcated data item should be globally 
updateable and not locally updateable A data item, how- 
ever, need not be rephcated to be classtfled as globally 
updateable The subdtvtsron of data items mto these two 
mutually exclusive classes is purely admmtstrahve How- 
ever, even with such a restrtctton, mulhdatabase recovery 
may sttll run mto some problems as rllustrated m our 
next example 
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Example 2: Consrder a global database conststmg 
of two sues St and S2, with data items a and b located at 
St, and c located at S2 We will assume that a and c are 
globally updateable, whereas b 1s locally updateable 
Consider the followmg global transactton T, that 1s sub- 
mitted to the MDBS 

Tl r,(b) wda) WI(C) 

In addmon, let us consider the local transacuon L, run- 
ning at site S 1 

Suppose that T, has completed us execuuon at both snes, 
and 1s in the ready-to-commzt state The MDBS now sub- 
mrts the commit operation to the servers at both sates 
Further suppose that sue S2 has recetved the commit and 
has successfully executed it, whtle sne S r farls before the 
commtt operatton arrtves Thus, at site S1 the local 
DBMS considers T, aborted and, as a consequence, 
releases rts local locks on a and b . Followmg thrs, L2 IS 
tmmedtately given local locks on a and b (before the 
MDBS 1s able to restore the value of data ttem a wrttten 
by T, at site S r) After L2 has commrtted, the MDBS 1s 
able to obtain local locks for a and restores T, from 1t.s 
server’s log From the local DBMS vtewpomt restormg 
T1 from the server’s log constttutes a new transactron, T3 
that consists of write operatton on a Thrs results m the 
followmg local schedule at sate S, as rt 1s vrewed by the 
local DBMS at S r 

However, the T,‘s write operatron IS the same as wl(a) 
as far as the MDBS 1s concerned Thus, thus execuuon 
results m the following non serrahzable schedule from 
the MDBS viewpoint 

r,(b) r&l r2(b)w2@) w(a) q 

The reason we have arrived at an mconsrstent database 
state 1s that we allowed a global transachon to read data 
items that are locally updateable The remedy 1s to 
requrre that transacttons modrfymg globally updateable 
data Items would not be allowed to read locally update- 
able data items Thts resmctron wrll be called the 
global conszstency reqzurement . 

If a global transactton, however, does not change 
the value of any data item (I e , read-only global transac- 
uons), then rt may read both globally and locally update- 
able data items Local transacttons may read any data 
item at the local sate 

In [BREI88] we proved that the multuiatabase con- 
sistency 1s retamed d a local transactron 1s allowed to 
modrfy only nonrepllcated data stems Since any reph- 
cated data item 1s always globally updateable, the global 
consistency reqturement 1s stronger than the one from 

[BREI88] Namely, local transacuons may modify only 
those nonrepltcated data items that are designated as 
locally updateable Any data item that IS designated as 
globally updateable cannot be modrfied by a local tran- 
sactton 

5. Scheduler Algorithm and its Correctness 
In thts sectton we outlme the algorrthm used by the 
scheduler and prove that under the assumpuons of our 
model global database conststency is assured Obvr- 
ously, the scheduler cannot allocate local locks, smce 
they are mamtamed and allocated by local DBMSs The 
scheduler, however, keeps track of global transactrons 
requests for local locks through the use of a global lock 
mechamsm Each global data item has a global lock 
assocrated with it A global transactron that needs only to 
read a data item requests a global read-lock If two global 
transacttons request confhctmg global locks (locks are 
conflrctmg, if they are requested by two dtfferent transac- 
hons on the same data item and at least one of the 
requested locks 1s a write-lock) the scheduler will prevent 
one of the transactrons from proceedmg because tt knows 
that the two transactions will cause a conflict at the local 
sue The scheduler uses the smct two-phase lockmg pro- 
tocol for allocatmg global locks to global transacttons It 
should be noted that tf a global transacuon has a local 
lock on a data item at a local site, then it keeps a global 
lock on the same data item The converse 1s not correct, 
that is, tf a global transactton keeps a global lock on a 
data item, rt 1s not necessartly keeps a local lock for this 
data stem It may strll watt for a local lock at a local site 

The scheduler mamtams a global wazt for graph 
(GWFG) [KORT86] The GWFG is a drrected graph G 
= (V, E), whose set of vertrces V IS a set of global tran- 
sactions and an edge T, + T, belongs to E rf and only If 
global transactton T, watts for a global lock allocated to 
global transactron T, If a global transactton warts for a 
global lock, then the transactron state becomes blocked 
and the transachon IS included m the GWFG The tran- 
sac&on becomes acttve agam only after rt can obtam glo- 
bal locks that tt was waning for 

As we shall see later, we need to make sure that the 
GWFG 1s always acyclic There are two methods for 
achieving this 
1 Whenever a new edge T, + T, 1s to be added to 

the graph, a cycle detectton algoruhm 1s mvoked 
If the inserted edge causes a cycle to occur, then 
some global transactron from the cycle 1s aborted 

2 Use the wart-dze scheme [ROSE781 to decide 
whether a transachon requestmg a global lock 
should watt or abort That ts, d a transactton 
requesung a global lock on a data item has a 
smaller umestamp than any transachon holdmg a 
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lock on the data item, then it waits, otherwise it 
aborts Note that we can use the wan-dze scheme, 
since each global transachon IS assigned a unique 
timestamp upon entermg the system 
The scheduler does not release the global locks of 

a global transaction untd the transachon either aborts or 
successfully commits This allows the MDBS to handle a 
fadure that occurred dunng the transacbon’s commit 
operation, when a global transaction successfully com- 
mits at one site and fads to commit at the other one The 
local locks that the transaction keeps at both sites are 
released by the local DBMSs at these sites On the other 
hand, the scheduler does not release global locks allo- 
cated to the transaction until the recovery manager suc- 
cessfully commits the transacUon after redoing it at the 
faled site(s), protectmg other global transactions from 
usmg data values that have not yet been commltted 

In [BREI88], we described an MDBS transaction 
management scheme that assures global database con- 
slstency under the assumption that no fadures can occur 
during the global transaction commit process In that sys- 
tem, If the scheduler recaves a commit operation It 
uncondmonally passes it to servers for execution using 
the two phase commit protocol However, If falures can 
occur durmg the global transaction commit process, the 
commit operauon can no longer be uncondmonally 
passed to the recovery manager wlthout possible loss of 
global database consistency, as the next example demon- 
strates 

Example 3: Consider a multidatabase that conslsts 
of data items a and b at site S1 and c and d at site S2 
Let these data items be globally updateable Consider the 
followmg global transactions submltted to the MDBS 

Tl wlW WI(c) 
T, wdb) w,(d) 

In addmon to the global transacoons, the followmg local 
transactions are submitted to the local sites 

Consider now the followmg scenarro Operauon w I(a ) 
1s sent to site S1 and after it 1s executed, operation wl(c) 
1s sent to S2 and is also successfully executed Followmg 
this, transaction L, at site S, successfully completes the 
execution of r3(b) and then must wat for T1 to release 
the local write-lock on a The commit operauon for T1 
IS now submitted for execution T, successfully commits 
at S 1 and releases 1t.s local locks, but site S 2 fouls before it 
receives a commzt message and thus at site S,, transac- 
Don T1 1s considered aborted by the local DBMS 

In the meantlme, at site S1, transaction L3 com- 
pletes its execution and successfully commits Site S2 
now recovers and undoes T, The operations of transac- 
Don T2 are now submitted and successfully complete at 
both s&s, and the commit operation 1s submitted for 
execution and eventually 1s executed successfully 
Finally, L, 1s successfully executed and commmed at site 
S2 Followmg tis, transaction T, is resubmitted agam for 
execunon at site S2 and successfully commits 

Thus, at site S 1 the local schedule 1s <T1, L3, T2>, 
whale at site S2, the local schedule 1s CT,, L4, T1> 
Therefore, the scheduler generated an non-serializable 
global schedule 0 

In the above example, we arrived at an mconslstent 
global database state because the commit operation of 
transaction T, was processed before the commit opera- 
tton of T1 was successfully completed Since both tran- 
sactions have no confllctmg operations (1 e , both operate 
on the same data item and one of them 1s write opera- 
tion), the scheduler does not have any reason to prevent 
the transactions from running concurrently However, 
local transactions at both sites have confllctmg operations 
with the global transactions, and m this case global 
mconslstency resulted without the scheduler being aware 
of 1t 

Example 3 demonstrates that the scheduler should 
use some protocol m scheduhng various commit opera- 
tions m order to assure global database consrstency m the 
presence of fatlures We would hke to formulate 
sufficient condmons under which global database con- 
sistency is assured m our model To do so we need to 
introduce a notton of a commzt graph. A commzt graph 
CG = cTS , E > is an undirected bipartite graph whose set 
of nodes TS consists of a set of global transactlons (tran- 
saction nodes) and a set of local sites (site nodes) Edges 
from E may connect only transaction nodes with site 
nodes An edge (T, ,S,) IS m E if and only d transaction 
T, was executmg at site S, , and the commit operation for 
T, has been scheduled for processing After the commit 
operation for T, 1s completed, T, 1s removed from the 
commzt graph along with all edges mcldental to T, 

Theorem 1: For a given system of global and local 
transacnons, the global database consistency 1s assured if 
the commzt graph does not contam any loops •i 

In order to decide when it 1s safe to process a glo- 
bal commit operahon, the scheduler uses the commzt 
graph defined above, and a wazt-for-commzt graph A 
wart-for-commzt graph (WFCG ) 1s a duected graph G = 
(V, E) whose set of vertices V consists of a set of global 
transachons An edge T, + T, 1s m E if and only if T, 
has finished its execution, but Its commit operation 1s 
stdl pendmg and T, is a transaction whose commit 
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operation should be completed or aborted before the 
commit of T, can be scheduled 

The scheduler uses the following algorrthm for 
constructmg the WFCG graph, and m schedulmg a com- 
mtt operation of transaction T, 

1 For each site S, m which T, is CXeCUhng, tem- 
porarlly add the edge T, + S, to the commit 
graph 

2 If the augmented commit graph does not contain a 
cycle, then the global commit operauon 1s submlt- 
ted for processmg, and the temporary edges 
become permanent 

3 If the augmented commit graph contams a cycle 
then 

4 The edges T, + T, 1, , T, + T,, are 
inserted mto the WFCG The set 
I7’,17T,29 , T,, ) consists of all the transac- 
tions which appear m the cycle which was 
created as a result of addmg the new edges 
to the commit graph 

b) Remove the temporary edges from the com- 
mit graph 

We note that transaction T,, however, need not 
necessarily wait for the complehon of every tEiMaChOn 

T,, such that T, + Tlk It may be ready to be scheduled 
for a commit operation after some of transactions T,I 
such that T, + T,, (0 c 1 c r) successfully commit (and 
m some cases, a successful commit of only one such 
transaction would be sufficient to schedule the 
transaction’s commitf) From the WFCG defimhon, it 
follows that the graph does not contam any loops 

Theorem 2: The scheduler algomhm defined 
above assures global database consistency Cl 

Example 4: Consider agam the scenarro depicted 
m Example 3. Thus scenano cannot occur with the use of 
the algonthm descr&ed above smce T, IS placed on the 
WFCG to wrut unul transaction T1 completes its commit 
operation This follows from the fact that the attempt to 
schedule the commit for transaction T2 creates a cycle m 
the commit graph 0 

6. Multidatabase Deadlocks 
In defining the MDBS model (see Section 2), we have 
assumed that each local DBMS 1s responsible for ensur- 
mg that no local deadlocks will occur (or If they do 
occur, they are detected and recovered from) Therefore, 
any local schedule 1s deadlock-free In such multidata- 
base environments, however, there 1s an additional prob- 
lem of global deadlocks 

Consider a set of global and local transacuons that 
contains at least two or more global transactions If each 

tEW.aChOn m this set either wats for a local or global 
lock allocated to another transaction m the set, or waits 
for the complehon of a commit operation of some tran- 
saction m the set to start its commit operation, then each 
tranSaChOn in the set 1s waitmg Therefore, no h-ansac- 
&on from the set can release its global and local locks 
that are needed by other transachons m the set We will 
call such sltuatton a global deadlock The MDBS must 
be able to detect and break global deadlocks Smce the 
set of local transactions is not known to the MDBS, 
detectmg global deadlock SitUihOIIS is not simple To 
dlustrate this let us consider several examples 

Example 5: In Example 4, we have placed tran- 
sachon T, m the WFCG in order to assure global data- 
base consistency Whde T2 1s on WFCG, it cannot 
release the local locks it 1s holdmg on data items b and 
d Transachon T2 can release these locks only after it 
commits at both sites However, T2 waits m the WFCG 
for T, to commit. Transachon T,, on the other hand, 
cannot restart at site S2 (after it faded to commit there) 
before it obtains a local lock on c Transacnon L4 holds a 
local lock on c and wruts for a local lock on d that 1s 
being held by tranSaChOn T2 The system now is in a 
global deadlock, since T2 1s Waihng for T1 on the 
WFCG and T, IS watmg for L, to release a local lock on 
c, and L4 m turn wsuts for T2 to release a local lock on 
d Cl 

Example 6: Consider a multidatabase that consists 
of globally updateable data items a and b at site S 1 and 
c and d at site S2 Let us further assume that the follow- 
mg global transactions are submitted to the MDBS 

Tl w(a) w(d) 
T2 w,(c) w,(b) 

In addition to the global transactions, the foIIowmg local 
transactions are submitted at the local sites 

~53 Mb) r&l 
L4 r&-O r&) 

Consider a snapshot of the system where 

1) At site S l, T1 is holding a lock on a, and L3 is 
holding a lock on b and waltmg for T 1 to release 
the lock on a 

2) At site Sz, T, is holdmg a lock on c, and L, is 
holding a lock on d and waiting for T2 to release 
the lock on c 

Since the MDBS 1s not aware of L3 and L4, and since T1 
and T2 do not access common vmables, the operations 
w,(d) and wZ(b) are submltted to the local sites We are 
m a global deadlock since at site S It Tz is waihng for L3 
which m turn Wats for T,, while at site Sz, T, IS walhng 



for L4 which m turn watts for T2 Cl 

Example 7: Constder a global database consishng 
of two sttes Sr and S2, and havmg globally updateable 
data items a and b at sate S t, and a data ttem c at sue S2 
Let us further assume that the followmg global transac- 
uons are submttted to the MDBS 

TI wl(a> WAC) 
T2 w,(c)w,(b) 

In addition to T1 and Tar at sue S1 the followmg local 
transactron 1s submnted 

~53 r3@) rda) 

Let us assume that at site S2, global transactron T, 
has a local wnte-lock on data item c and at sate St, tran- 
sacuon T, has a local wrote-lock on a Let us further 
assume that at site Sr, local transactton L3 has a local 
read-lock on b Transacttons T1 and T2 also have global 
write locks on a and c, respechvely Transactron T2 
requests a global wrote-lock on b and obtams it, but tt 
warts for a local wnte-lock on b at site S 1 L 3 requests a 
local read-lock on a and rt watts for T, T, requests a 
global wnte lock on c and lt wants for T2 on the global 
wart for graph We are agam III a global deadlock sltua- 
tlon Cl 

Deadlocks m centrahzed and drsmbuted homo- 
geneous database envtronment have been extensrvely stu- 
dted and various schemes based on the wazt-for-graph 
concept were introduced to detect deadlocks among tran- 
sachons Here we use a similar technique 

Lemma 1: Let GL be a set of global and local 
tranSaChOnS that contam at least two global tramaChOnS 
Let GG be the union of all local Walt-for-graphs, the 
GWFG , and the WFCG A global deadlock exm if and 
only tf GG contams a loop Cl 

>From Lemma 1, rt follows that m order to detect 
that a global deadlock occurred, rt 1s necessary for the 
MDBS to have an access to the various local-watt-for- 
graphs Smce thus mformatton 1s not avarlable to the 
MDBS, rt 1s necessary to devtse a drfferent method for 
approxlmatmg the union of the local wart-for-graphs 
This approxtmatlon may result m the detectron of false 
deadlocks, but ensures that no global deadlock will be 
mtssed To achieve this, we introduce a new type of 
graph called a potentzal-conjzct-graph (PCG) Before 
defmmg the graph, we must first mtroduce the nohon of a 
transactton being actzve or waztzng at a sate 

A transactton T, IS actzve at szte S, d rt has a server 
at S, and the server IS either performmg the operahon of 
T, at the sue or has completed the current operatton of T, 
and is ready to receive the next operahon of transactton 
T, A transactton that 1s not acttve at sne S, is sard to be 

waztzng at szte S, , provided that It has a server at the site 
and at least one operahon of the transachon was submrt- 
ted to the sue A transactron that 1s ather acme or wazt- 
zng at a local site 1s called executzng at the sue 

We assume that each global transachon can be m 
the waztzng status at most at one site This reStmUOn 
obvrously holds for nonreplrcated global databases It can 
also hold for a replicated global database as well In the 
latter case, rf the traIMChOn should execute the write 
operahon on a replicated data item, local wnte lock 
requests should be submnted m sequence The next site’s 
wnte lock request is not sent unhl the local wnte lock 
request from the previous site is satisfied 

A potentzal conjlzct graph (PCG) IS a duected 
graph G = (V, E) whose set of vertrces V conststs of a 
set of global transacttons An edge T, + T, IS m E d 
and only if there is a site at which T, IS wamng and T, IS 
actzve 

A PCG changes whenever a transachon at some 
site changes its status from acme to waztzng or vice 
versa If a transactron IS waztzng at sue S,, then it warts 
for the local DBMS to allocate local locks requrred to 
perform the transaction OperahOn After the transaction 
has received the requested local locks, the transactton’s 
status at the sate is changed to actzve Thus, when a tran- 
sachon has completed all its operahons at all local sites at 
whrch rt was executzng, and rt receives the prepare-to- 
comt message mdicahng the start of the tG3nSaChOn'S 
commit operatton, rts status at all such sites 1s actzve and 
remams acme unttl the transactton either commns or 
aborts, provided that no failures occurred during the 
commit operahon After the transaction commits or 
aborts, the transachon and all edges mcrdental to it are 
removed from the PCG If a fatlure has occurred after 
the commzt message was sent and before all sues 
recerved the message, the transactton needs to be res- 
tarted (via the restart operatton) at the faded site 

The restarted tmSaChOn should request some local 
wnte locks to redo the transactton at the faded site Thus, 
the transactron’s status at the faded sue 1s changed to 
waztzng and remams such untd the tmnsactron receives 
local locks to redo its operattons after the site becomes 
operahonal After this takes place, the transacuon status 
at the site becomes actzve again and remains such until 
the transachon is successfully redone at the site 

Lemma 2: Let XG be a graph that 1s formed by 
takmg the union of PCG , GWFG , and WFCG If XG 1s 
acyclic, then there is no possrbrlrty of a global deadlock 
(provrded that each local watt-for-graph is acychc, which 
we have assured m our model) 0 

222 



7. Recovery Manager Algorithm 

In this sectron we brrefly outhne the local lock request 
and commit procedures used by recovery manager (RM) 
to detect and break any global deadlock 

As was stated m Sectron 2, each global transactton 
is assigned a unique tunestamp upon entermg the system 
The ttmestamp of a global transactton T, IS &noted by 
ts V, 1 

7.1. The Local Lock Request 
Let T, be a global transactton requeshng a local lock at 
site S, When the local lock request 1s made, T, ‘s status 
at site S, IS changed to waztzng and the PCG 1s modrfied 
accordmgly Followmg this, the RM sets a tzmeout 
penod and warts for the response from the server at S, 
If the timeout exprres, then XG, which 1s the union of 
PCG , GWFG , and WFCG , IS formed and a cycle detec- 
uon algonthm 1s invoked If there IS no loop m the 
graph, then a new hmeout per& 1s set, and the above 
procedure 1s repeated Otherwrse, the set (T,,, , T,,,, ) 
conststmg of all global tranSaChOI'IS that are actzve at S, 
and appear in at least one loop wnh T,, IS formed If 
ts(T,) < mm (ts(T,,), , ts(T,,)), then a new ttmeout 
period 1s set, and the above procedure 1s repeated Other- 
wise, T, is aborted at all sttes After the server responded 
that the local lock has been obtamed, the status of T, IS 
changed at S, to actzve and the PCG 1s mtified accord- 
wly 

7.2. The Commit Operation 
Let SS be the set of sites at which transachon T, was exe- 
cutzng After the prepare-to-commzt message was sent to 
every site m SS , the RM sets a tzmeout penod and watts 
for the local sites to respond If at least one site 
responded with <abort, T, >, or the trmeout penod has 
exprred, then T, IS aborted at all the sites in SS. If all 
sues have responded with <ready, T, >, then the record 
<commzt , T,> 1s added to the global log on stable 
storage, and the commzt message 1s sent to each site m 
SS Followmg this the RM agam sets a tzmeout pertod 
and watts for the commzt completron message from each 
sue from SS If the hmeout penod has exprred, then for 
each sate S, that has not responded, rf T, at sue S, has not 
been restarted, then the transactton 1s restarted with a 
new ttmestamp, the status of T, at Sk 1s changed to wazt- 
zng, and the PCG 1s changed accordingly A record is 
then placed on the global transaction log indicahng that 
T, has been restarted at site S, Following thu, the graph 
XG , which 1s the union of PCG , GWFG , and WFCG IS 
formed If XG contams a cycle then let (T,,, , T,,,, ) be 
the set of all global transacttons that are actzve at Sk and 
appear m at least one cycle with T, The RM aborts tran- 
sacuon T,, , such that ts (T,, ) = max (ts ((T, 1 ), ,ts (T,, )), 

and T,, is not a restarted transachon If XG does not con- 
tam a cycle, then a new tuneout penod 1s set, and the 
above procedure 1s repeated 

For each site S, m SS , that responded with a com- 
mzt complehon message, the RM places a record m the 
global log specrfymg that the commit of T, at sue S, has 
been completed After all the sates m SS responded with 
a commzt compleuon message, T, is removed from both 
PCG and GWFG , T, ‘s global locks are released, and the 
server of T, at each site m SS 1s removed 

The restarted transactron’s local lock requests may 
create a deadlock srtuatron with other global transactions 
which are either actrve or being restarted at the same 
hme Thus the algorithm combines the potenhal conflict 
graph, the global wart-for-graph and the wart-for-commit 
graph to detect and break a potenhal global deadlock, d 
any should occur However, a restarted transactron can 
never be aborted d a deadlock has occurred (or may 
occurt), since the RM has already guaranteed that the 
new data value wtll be mstalled m the database 

The server restart process 1s rdempotent If the res- 
tarted server farls, then rt can be restarted without creat- 
mg an mconststent global database state Eventually, the 
restarted server will be able to complete the restart pro- 
cess, and only then wtll the data that has been locked at 
the global level be unlocked for access by other global 
IraWChOnS 

Let us consider the case where during the commit 
operahon of transactton T, , a farlure has occurred at sites 
S , S In thts case, the RM restarts T, at these sites 
&weve[ for each sue S, r , , S,, , the RM will restart the 
transactton with a new hImStamp This allows the RM to 
consider each restarted transactron at the local site as a 
new global transactron On the other hand, the RM also 
has a record specrfymg that all these restarted transac- 
hons are related to the farled global transacuon This 
mck permtts us to mamtam the restrtctton formulated 
above, namely, that each global t.tIInSaChOn may not be m 
the waztzng state at more than one local site 

7.3. Examples 
To tllustrate the RM algonthm, let us revisit Examples 5, 
6, and 7 

Example 5 (revisited): The transactron’s T, server 
at sue S2 will not respond wtth a commit completed mes- 
sage, since the server failed The RM restarts the server 
with a new tunestamp, the status of T, at site S2 1s 
changed to waztzng , and the hmeout is mmahzed to 0 

At this point the union of the WFCG and the PCG 
contams a loop C = T1, T,, T, T2 1s the only actzve 
mmaChOn at site S, Therefore, T2 gets aborted and 
thus, transacuon T1 wrll successfully complete ns com- 



mit operation Cl 

Example 6 (reviated): Let us assume that transac- 
tton T1 hmes out at Site $2 Then the 
Local Lock Request procedure checks graph XG for a 
loop In this case, the graph PCG contams a loop C = T,, 
Tz, T, At sate S2, transactton T, 1s actzve , and smce the 
umestamp of T, 1s larger then the ttmestamp of T,, tran- 
sachon T2 is aborted Transachon T1 can then complete 
at both sates Cl 

Example 7 (revisited): Since transachon T, warts 
for a global lock that 1s allocated to transactton T2 and 
the PCG contarns a path consrshng of T2, T1, graph XG 
contains a loop C = T1, T2, T, At site S2, transacuon T1 
is actzve and transactton T, IS waztzng After transacuon 
T, has umed out at site S2, the Local Lock Request pro- 
cedure will abort transacuon T,, smce tt has a larger 
umestamp than transactton T1 Transacuon T, will then 
obtam the global lock on c and consequently a local lock 
on c , and finally wrll complete its work and successfully 
commit 0 

8. Conclusion 
We have presented a transacuon management scheme for 
a muludatabase system that assures global database con- 
sistency and freedom from global deadlocks The model 
discussed here assumes that every local database 1s usmg 
the strict two-phase locking protocol and a vanant of the 
two-phase commit protocol 

It appears, however, that there 1s a pnce to pay for 
the advantages that a mulhdatabase envrronment 
provides-admmutratve restnchons on what users tran- 
sacuons are allowed to do We belleve that the resmc- 
uons outlined in this paper are admrmstrahvely easy to 
mamtam In fact, these restnctrons (namely, that each 
data item can be updated by only one method-etther 
locally or globally) are already unposed m users orgam- 
ZahOnS wnh which we are famrhar The payoff from 
imposed resmchons is qmte SlgntfiCant We. gUamU.ee 

consistent data update and data remeval m the presence 
of system farlures and, m addthon, we assure local 
DBMS autonomy All this is accomplished without 
requr.rmg any modrficauons to local DBMS systems, 
thereby ensunng that user DBMS mamtenance costs wtll 
not increase 
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