CONCURRENCY CONTROL IN MULTILEVEL-SECURE DATABASES
BASED ON REPLICATED ARCHITECTURE*

Bons Kogant
Sushul Jajodiat

Department of Information Systems and Systems Engineering
George Mason University
4400 University Drive
Fairfax, VA 220304444

ABSTRACT

In a multilevel secure database management
system based on the replicated architecture,
there 1s a separate database ment sys-
tem to manage data at or below each security
level, and lower level data are replicated in all
databases containing lngher level data. In this
paper, we address the open issue of con-
currency control i such a system. We give a
secure protocol that guarantees one-oopy sen-
alizability of concurrent transaction execu-
tions and can be mplemented n such a way
that the size of the trusted code (including the
wgdmew for concurrency and recovery)
1S

1. Introduction

A majonty of databases m the Department of
Defense (DoD) and the mnteligence community contam
data that are dassified to have different secunty levels. All
database users are also assigned secunty clearances, and it
1s the responsibility of a secure database management sys-
tem (DBMS) to assure that all users wll have access to
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only those data for which they have been granted a dear-
ance Although most commercial DBMS’s provide some
form of data secunty, they do so by controlling modes of
access privileges of users to data. (See, for example, [13])
These, so-called discretionary access controls, do not pro-
vide adequate mechanisms for preventing unauthorized
disclosure of information. For example, they cannot
prevent Trojan horset attacks. Therefore, commeraal
DBMS’s are not suitable for use in military systems. Mili-
tary systems require additional mechamsms for enforcng
mandatory (or nondiscretionary) access controls? that are
based on security levels and dearances plus an assurance
that the system is free of covert channels® As a conse-
quence, databases containing sensitive data are operated
a system-lugh mode: every user is cleared to see all the
mformation stored m the database Not only 1s this
approach expensive (since background investigations are
quite costly), but it increases security risk also (since the
number of users having the highest possible clearance
becomes needlessly large).

Motivated by these concerns, U S Aur Force organ-
1zed a study group which convened 1n July, 1982 at Woods
Hole, Massachusetts to examine multilevel security m the
database context. Their report, commonly known as the
Woods Hole Report [1], considered different architectures
for bulding secure multilevel DBMS’s from exsting
untrusted DBMS’s. Under the assumption that a user
always sees a logically integrated multilevel database, the
study derived three interesting architectures, depending on
how the multilevel data are physically stored [1, pp 21-22]

t A Trojan horse 15 a malicious piece of code which is
hidden within a program and leaks mformation to
unauthonzed users As an example, an innocuous-looking
sort routine may have hidden 1n 1t a Trojan horse such that
whenever a user invokes the sort routine, in addition to
accessing the user’s file to be sorted, 1t accesses other files
belonging to this user and copies them into files belonging to
some unauthonzed user

3 Mandatory access controls provide protection against
Trojan horses See Section 2

¥ Cowert channels are paths not normally meant for
information flow that could nevertheless be used to leak
nformation from high to low subjects



In the first architecture, called the kemelized* DBMS, the
multilevel database is partitioned into single-level data-
bases which are then stored separately (See Figure 1.)
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Figure 1

The second architecture, which we refer to as the repit-
cated DBMS, uses a separate database management sys-
tem to manage data at or below each secunty level, a data-
base at a security cdlass contains all information at its class
and below, and therefore, lower level data are replicated in
all databases containing higher level data. (See Figure 2.)
The third archtecture 1s based on the ntegnity lock tech-
nology, and therefore, appropriately named spray pamnt
DBMS or integnty lock DBMS

The study found problems with each of the three
architectures. (See Section 3 for a more detailed discus-
sion.) According to the study, in a replicated DBMS, any
changes in a low database cannot be propagated to the
hugher databases by the untrusted low database since this
could corrupt the higher databases? Similarly, any changes
to the low data in a lugh database cannot be propagated to
the lower databases by the untrusted high database since
otherwise we have an illegal information transfer from high
to lower databases. Therefore, the report concludes, the
changes must be propagated across various databases by a

* Perhapspartiioned DBMS would be more appropnate in
this paper

Calleddistnbuted DBMS 1n {1]
¥ This s an integnty flaw, not a secunity one  While integnty
flaw 1s undesirable, 1t 1s an unavoidable consequence of any
architecture that relies on untrusted DBMS'’s
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trusted synchronization mechamsm, however, the code to
mmplement such a mechanism would be large, and there-
fore, difficult to verifyt
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In this paper, we produce evidence to the contrary
by gving a concurrency control algorithm for a system
which 1s based on the replicated architecture Qur protocol
guarantees one-copy serializabality of concurrent transac-
tion executions; 1t is secure since the information always
flows in one direction—from databases at lower secunty
classes to databases at higher security classes, and 1t can be
mplemented in such a way that the size of the trusted code
(including the code required for concurrency and recovery)
1s small,

The remainder of the paper 1s organized as follows.
We begin 1n Section 2 with a brief tutonial on the nulitary
security concepts. In Section 3, we again discuss the three
secure DBMS architectures, point out the problems with
the kernelized and integrity lock architectures, and give a
more detaled, but informal description of a secure DBMS
based on the rephcated architecture In Section 4, we
present an abstract model that isolates the transaction pro-
cessing aspects of the replicated DBMS architecture and
defines what it means for such a system to function
correctly. In Section 5, we give two simple algonthms that
at the first glance seem to work and show why they do not
work. In Section 6, we describe our protocol for transac-

1 The DoD Trusted Computer System Evaluation Critena [2]
requires a formal top-level specification of the system and a

demonstration that the implemented system 15 consistent
with the specification Unfortunately, 1t s impractical to
perform the latter task ngorously for large programs



tion processing and prove that 1t 1s correct We also con-
sider the issue of recovery and show how the database can
be brought to a consistent state after failures. The conclu-
sion 1s given 1n the last section,

2. Basic Concepts of Multilevel Security
Below we give a brief description of the relevant

security concepts. For a more detailed discussion, we refer
the reader to [6] or [21]

The way in which a secure DBMS controls access to
data 1s known as the sysiem’s secunty policy In the context
of military databases, a secure DBMS must enforce a suit-
able mterpretation of the DoD secunity policy (mandatory
access controls), and a well-accepted interpretation is based
on the Bell-LaPadula model [3] This model is stated in
terms of subjects and objects. An object is understood to be
a data file, record, or a field within a record. A subject 1s
an active process that can request access to objects. Every
object 1s assigned a classification, and every subject a clear-
ance (lassificaions and clearances are collectively
referred to as secunty classes (or levels) A security dass
consists of two components. a herarchical component
(usually, Top Secret, Secret, Confidential, and Unclassified,
n this order) together with a set (possibly empty) of non-
hierarchical categories (e g, NATO or Nuclear) Secunty
dlasses are partially ordered as follows: Given two security
dasses G and G,, G, > G, iff the lierarchical
of G 1s greater than or equal to that of C, and the
categories in C; contain those in C,. Since the set inclu-
sion is not a total order, neither is>.

Throughout this paper, we use the terms Augh and
low to refer to two security classes such that they are com-
parable and the former is strictly higher than the latter in
the partial order

The Bell-LaPadula model imposes the following res-
trictions on all data accesses:

(@)  The Simple Secunty Property. A subject is allowed a
read access to an object only if the former’s clear-
ance is 1dentical to or higher (in the partial order)
than the latter’s classification.

The *-Property (pronounced “the star property”). A
subject 1s allowed a write access to an object only if
the former’s clearance is identical to or lower than
the latter’s classification.

The above two restrictions are intended to ensure that
there 1s no flow of information from high objects to low
subjects. For otherwise (since subjects can represent
userd) a breach of security occurs wherein a user gets
access to information for which he has not been deared.

Since the above restrictions are mandatory and
enforced automatically, the system checks security classes

¥ 1t 1s a mistake, however, to completely identify subjects wath
users While the users may be trusted not to divulge
knowingly classified data to uncleared users, subjects
(processes) running on behalf of the users cannot be trusted
to enforce secunty properly For example, subjects may
contain Trojan horses

®)
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of all reads and writes, which provides protection from Tro-
jan horses.

As an example, a subject with a Secret dearance, can
read Secret, Qassified and Unclassified items, while it can
write to Secret and Top Secret items.

It turns out that the system may not be secure even
if it always enforces the two Bell-LaPadula restrictions
correctly A secure system must guard aganst not only the
direct revelation of data but also violations that produce
ﬂle@l mformahontbwsthroughmdlredmeans. Covert
channels fall info that category of violations. They provide
indirect means by which information at high secunty classes
can be passed down to subjects at lower security classes. To
illustrate, suppose the database uses a two-phase commit
protocol to commit a transaction. Further, suppose that a
certain transaction requires a ready-fo-commut response
from both a Secret as well as an Unclassified process to
commit it; otherwise the transaction is aborted. From a
purely database perspective, there does not appear to be a

;xoblem,bmﬁnmaseamtyvnewpmnt,thxslssuﬁiuemto
. Since the Secref process can send one

compromise
bltofmformanmbyeltheragreemgornaagreemgto
commit a transaction, both Secret and Unclassified
processes may cooperate to compromise security as follows.
The Unclassified process generates a number of transac-
tions; it always agrees to commut a transaction, but the
Secret process by selectively causing transaction aborts can
establish a covert channel to the Unclassified process. (See
[20] for additional examples.)

There is one other aspect of secure DBMS’s which
we nced to mention. To meet DoD requirements [2], it
must be possible to demonstrate that the DBMS is secure
To this end, the secure DBMS designers follow the concept
of a trusted computing basé (TCB), an approach conceived
by Schell, which is responsible for all security relevant
actions of the system. (See [21, p.254] ) TCB mediates all
database accesses and cannot be bypassed, it is small
enough and simple enough so it can be werified that it
works correctly; and it 1s isolated from the rest of the sys-
tem so it is tamperproof.

3. Three Architectures Revisited

As we mentioned 1n the introduction, the Woods
Hole Report identified three interesting architectures for
building secure multilevel DBMS’s from existing untrusted
DBMS'’s, on how the multilevel data 1s physically
stored [1, pp. 21-2]. In the kernelized DBMS, the mul-
tilevel database is partitioned into single-level databases
that are stored separately. (See Figure 1) The replicated
DBMS uses a separate database management system to
manage data at or below each security level; a database at a
security class contains all information at its class and below.
(See Figure 2) The third architecture 1s based on the
integnity lock technology.

Since the Woods Hole Report raised serious con-
cerns about the replicated architecture and it turned out

# Also known assecunty kemel orreference monitor




that the mntegnty lock architecture 1s vulnerable to Trojan
horse attacks (see, for example, [15, pp 65-66]), most of
the research 1n secure databases has been focused on the
kernelized architecture [7,13,14,17,23] As has been
pomnted out i [1,8,9,10], systems based on the kernelized
architecture may suffer from poor performance There are
several reasons for this. First, partitioned approach works
well when database queries involve data only at a single
level, however, any query involving multilevel data must be

mto single-level quenes and answers from
each single-level database must be buffered and then com-
bined to satsfy the query This means that satisfying mul-
tilevel queries mvolves taking repeated natural joins of rela-
tions, and 1t 1s well-known that natural join is an expensive
operation. Second, the usual concurrency control
nthms are no longer applicable in a kernelized DBMS (for
example, locking cannot be used since a high transaction
wishing to read a low data item cannot keep a low transac-
tion from writing that item by placing a read lock on it),
and a scheme which uscs a simple counter must be used
mstead (see [14, pp 114-125] or [24, pp 120-121]). We
belheve that this simple counter scheme will impose an
intolerable overhead and most hkelywdl not be appropn-
ate for enforcing mutual exclusion in a database system!
Finally, kernchzed DBMS’s require that indices must be
stored as multiple files, which may also have an adverse
unpact on the performance [9, 10]

In view of these performance concerns, there has
been a reexamunation of rephcated architecture. Froscher
and Meadows mn [8] propose using a general-purpose
parallel machine (BBN's Butterfly) to build a secure
DBMS which has the potential for substantial performance
unprovement relative to the kernelized architecture (See
Figure 2.) There 1s a trusted front-end (TCB) which medi-
ates all accesses to the database A user wishing to access
the database requests a session at a certamn security class.
If the user is cleared to that class, the TCB assigns the user
to the appropnate database, and any user queries and
updates are subsequently directed to that single-class data-
base When a user wishes to update the database, the TCB
automatically assigns the secunity class of the user’s session
to the update Smce the lower data is replicated at ligher
levels, the TCB broadcasts the update to all databases
whose secunity levels dommate the secunty level of the
update Exactly how this broadcast is accomplished 1n a
secure fashion 1s left as an open problem.

It is easy to see that the replicated architecture in
Figure 2 addresses the security concerns speafied in the
Woods Hole report Since a user’s query and updates are
always assigned to a database at a single security dlass, all
covert channels assoctated with multilevel queries are elim-
mated. Since there are no mandatory security considera-

1 Database folklore suggests that 20% of the data items are
accessed 80% of the tme Since certain items are likely to
be very heawvily accessed, the likelihood of transactions having
to abort and retry the read accesses becomes large, and n
the worst case, the number of times transactions may have to
abort and retry has no upper bound, creating a lnvelock
situation [4]
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tions which need to be taken into acoount, the challenge is
to come up with a secure mechamsm to propagate updates
across various databases that not only preserves database
consistency, but does not have to be trusted at the same
time

The Secure Distributed Data Management (SDDM)
system [17] and the Secure Distributed DBMS (SD-
DBMS) [23] developed by the Unisys Defense System also
allowed for the possibihity of a complete replication of
lower data at higher levels. Unfortunately, their synchrom-
zation algorithm, which is crudial to the rephicated architec-
ture, is incorrect  The algorithm they use is based on a pn-
mary copy scheme Once an update 1s successfully per-
formed on the pnmary copy, any changes are then pro-
pagated to appropriate copies. In this paper, we show that
this propagation must occur only in a particular order; oth-
erwise, the correctness of the concurrent executions of
transactions cannot be guaranteed. (See Section 5.2.)

In this paper, we give a transaction processing algo-
rithm in a system based on the rephcated architecture in
Figure 2. Our protocol has many desirable properties. We
show that our protocol guarantees one-copy senalizable
executions of concurrent transactions. This means that an
execution of transactions m the replicated database 1s
equivalent to a serial execution of the same transactions on
a single-copy database. Second, our algonthm 1s secure in
the sense that the information flow always occurs 1n one
direction—from lower databases to higher databases.
Finally, we rely for the most part on the recovery manager
of each single-level database for the purpose of global
recovery. The motivation behind this objective 1s that we
wish to keep the amount of trusted code within the TCB as
small as possible. The code for recovery in a DBMS, on
the other hand, is usually quite large, and moreover this
code is very hard to write [S] As an example, according to
[12], about 10% of the System R code is devoted to
recovery! and writing code for a recoverable action is 30%
harder and requires 20% more code than for a nonrecover-
able action.

4. The Model

4.1. Security Model.

The system consists of a set D of objects (data ele-
ments), a set T of subjects (transactions), and a partially
ordered set S of secunty classes wath ordening relation < A
dass § is sad to be domunated by another dass S
(denoted § < §)if1 = ]orS <S.

Thereis a L from Du T'to S, i.e., for every
x€ D,L(x)€ S,and forevery T/ € T,L(T))€ S In other
words, every data element as well as every transaction has a
security dlass associated with them.

The system is considered secure only if the following
two conditions are satisfied at all imes.

(1) Transaction 7} 1s not allowed to read data element x

unless L ( T)2 L (x).

¥ The figure for IMS 15 even larger [5]




(2 Transaction T} 1s not allowed to wnite data element x

wiless L (x) = L(T))

Intwtively, adherence to the above two conditions
guarantees that there 1s no information transfer from
objects (ie, data elements) with ligher secunty levels to
subjects (i.e , transactions) with lower levels.

Property (2) 1s a restricted version of the *-property
The ongmnal *- property [3] allows 7, to write x when
L(T)< L(x) In the database context, however, a write-
up, 1€, the situation when L( 7)) < L(x), 1s undesirable
for integnty reasons. Namely, if the update that 7] intends
to make tox would violate an integnity constraint, 7; should
normally be aborted. However, if aborts for the reason of
mtegrity violations on high data were allowed, then an
untrusted transaction manager would be mn a position to
open up a covert channel to low transactions by making
selective aborts. Thus, out of security considerations, such
aborts should be prohibited.

42, Replicated Architecture Model

Our model of the rephicated architecture for mul-
tilevel secure database systems is illustrated in Figure 3 It
consusts of a set C of contamners, one for each secunty dass}
e, cad(C)=card(S} (C={G,GC, .,.G}). We
generalize the defimtion of L to make it a mapping from
DUTuCto S Then for al GeC, L(G)eS and
L(C)=L(G)ft =

— i‘\:

2 N

Figure 3

Each contamer 15 essentially a separate (non-trusted)
database that stores a copy of all the data whose class 1s
domunated by that of the database, i.e., for allxe D, a copy
of x 1s contained m G ff L(x)< L(G) The copy of xin
G 1s denoted x

The Trusted Computer Base (TCB) is a trusted tran-
saction interface for the entire system. The functionality of
the TCB 15 defined in the next subsection.

t This 1s not impractical since most defense apphcations need
to support only two or three security classes [17]
¥ For a setX, card (X)) denotes its cardinality

43. The Transaction Model

We define a database transaction as a sequence of
atomic operations on data elements. An operation on a
data element 1s either a Read (returns the value of the ele-
ment) or a Whte (updates the element with a speafied new
value) For smphaty, we assume that every transaction
can read and wnte any data element at most once (Note
that this 15 not really a limiting assumption.) Then, for any
transaction 7, and data element x, 7 [x] denotes a Read
executed by 7/ onx. Simularly, ;[ x] denotes a Wnite exe-
cuted by 7/ onx In general, a transaction does not have to
be a totally ordered sequence. When two operations are
not ordered relative to each other, 1t means that they can
be executed in any order A Read and a Write on the same
data element, however, always must be ordered.

Definition 1. A transaction T, 1s a partially ordered
set with ordering relation <; such that
@) T € {r[x] xe D}u {w([x]} xe D},
® for allxe D, if r[x]e T, and w[x)e T, then

ather;[x] < w[x]orw[x] < r[x].O

To model the distribution of updates produced by a
given transaction to other containers, we need some more
definitions.

Definition 2. A set U = {w[x]. w[x]e T} is
called an update projection of transaction 7, 7, 1s called a
parent transaction of . 0

Definition 3. An update report R, on transaction T,
by container G is an ordered parr (4, G). O

Update projections and update reports are used to
propagate updates among containers. Having executed
transaction 7/, container G constructs an update projection
U and sends the update report R, = (U, G) to the TCB
The TCB subsequently distributes U to all containers that
are permitted to see it, i.e, all contamers G withL (G) >
L(G). Each{ is executed at a G just like a regular tran-
saction.

We will see that the exact order in which the distri-
bution occurs is cruaal to the correctness of the protocol
and will be described n the next section.

In the rest of this paper, when no ambiguity can
arise, we wll refer to the set of transactions and update
projections exccuted at a given contamer, collectively as
transactions.

44. Cotrectness Criteria for Replicated Architecture

We begin by outhning the senalizability theory for
replicated data. Our discussion is adapted from [4]

In what follows we will use the notation g to denote
an operation of a transaction T/, 1€, q is either; orw

To execute a transaction on replicated data, we must
first translate every operation on a data element to an
operation on one (in the case of a Read) or several (in the
case of a Wite) operations on copies of that element. Let
h be a translation function, 1€, let h (7 [x]) = {r[x]} and
h(wix]) = {wlx,} . wix]}, where x,%,, ., %, are
copies of x Thus, the translation of a given operation on a
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data element 1s a set of operations on copies (a singleton in
the case of a Read) To simphfy notations, let h(T)
denote the union of translations of all the operations in 7,
te, h(T)=, U . h(alxD) Abo, let A(T)=_u_
h(T)

Definition 4 Two operations q[x] and g[%]
conflict with each other if they are on the same copy of a
data element () and at least one of them 1s a Whte O

Definition 5. A replicated data history H over a set of
transactions 7 1s a partial order with ordering relation <
such that

@
@

H =h(T),

for any TeT and all x, y such that

i[xhwlyle T, if zlx]<w[y] and

(%] winle H, thenr[x] <y w[n],and

all pairs of conflicting operations n H are

orderedby <5 O
Informally, a (rephcated data) history is a partially
ordered set of operations on copies that is consistent with
the order of operations wathin transactions (condition (2))
In addition, since a history 1s intended to model a particular
execution of a set of transactions on replicated data, it
should order all conflicting operations (condition (3))

Definition 6. Given a rephcated data history H over
a set of transactions T and transactions T, 7, € T, we say
that T readsxfrom T if w[x,]e H, 5[x.]€eH,
W[%:] <a 5[%s], and exists no k such that
w[%] <u wl%] < r[%].0

Definition 7. Two replicated data histories over
transactions Ty, T;, , T, are said to be equwalent if they
have the same read-from’s, 1 e., if 7 readsw-from 7' m
one hstory, then this relationshup holds in the other history
aswell. O

Definition 8. A senal ustory H is a totally ordered
rephcated data history such that for every pair of transac-
tions 7, and 7, m H, either all of 7, ’s operations precede
all of 7, “s or vice versa. O

Definition 9. A senial history H 1s a one-copy serial
hustory if for all 1, , and x in H, of 7, reads-x-from T, then
T, is the last transaction before 7; to wnite into any copy of
x.0

&)

Definition 10. We say that a replicated data history
18 one-copy senalizable 1f it 1s equivalent to a one-copy serial
history O

Thus, in our model, an execution of transactions is
correct if 1t 15 equivalent to a serial execution of the same
transactions on a single copy database. Therefore, one-
copy senahzable histones hide all aspects of data replica-
tion from user transactions and give transactions onc-copy
view of the database

To test for one-copy senalizability of a history, one
usually makes use of a replicated data senalization graph,
defined as follows.

Definition 11. A senalization graph for history H is a
directed graph G ( H) whose nodes are transactions in T
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A (directed) edge T— 7T, is m G(H) iff for some x m D
and integer k, aq[x]eT, qg[x]leT, a[x]eH,
o[x]eH, a[x] < g[x], and a[x] conflcts wth
glx] o

Informally, an edge T — 7, is included m G (H) of
T and T have confhcting operations such that the opera-
tion of 7; precedes that of 7, 1n history

Let v and w be nodes of a a directed graph G If
there is a path from v to w we denote thus fact by v—— w.

Definition 12. A data senalzation graph
(RDSG) for history H is a directed graph whose nodes are
transactions in 7 and whose (directed) constitute a
superset of edges of G( H) such that for all xe D the fol-
lowing conditions hold:

6)) if w[x]JeZ and w[x]e T, then either
7;—»—»7; (]‘T;—v—bz',
2] if 7; readsx-from T;, w.[x]eT; for some k
& £, k £j),and T+— T, then T»— T, O
Note that according to Definition 12, an RDSG
(unlike its non-replicated counterpart) is not necessanly
unique for a given history H [4]

Theorem 1 [4]. Let H be a rephicated data history.
If H has an acydic RDSG, then H is one-copy serializable.
o

To specify the proposed protocol i Section 4, we
need one final definition.

Definition 13. Let ¥/ denote a transaction or update
projection executed at contamer G The senalization order
on V’s is a bi relation O defined as follows.
(W, V.)e G iff a[x}e V] confhcts with g.[x]e Vi for
somexandq[x] <¢ a[x] ie, ¥ and }; have conflicting

ons such that the operation of ¥/ 1s scheduled at G
ahead of that of ¥, O

Obviously, for all correct local schedulers, the seriali-
zation order must be a partial order

5. Two Simple Approaches That Do Not Work

In this section, we give two simple algorithms and
show that they do not work, albeit for different reasons.
The first algorithm always produces one-copy scrializable
histories; however, it is not secure since it uses a commit
algonthm for update propagation, which introduces a
covert channel. secure, the second algonthm,
which has beea used in [17,23], does not always produce
one-copy serializable executions, hence 1s incorrect.

5.1. A Solution Using Two-Phase Commit

One way to aclieve one-copy seriahizability is by
making the transaction executions atomuc across security
dlasses using a protocol similar to the distributed two-phase
commit protocol {11] as follows. For each transaction T,
the TCB becomes the transaction coordinator and all con-
tainers G with L( G)2> L(T,) act as the participants  Let
Pdenote the set { G : L(G) > L(T)} When the TCB
recerves a transaction 7 waith L (7)) = §, it sends 7] to the
container G such that L(G) = § If G can successfully



execute T, 1t sends to the TCB the update projection f;
however, G does not commut the parent transaction 7, at
this time Upon receving the update projection U from
G, the TCB imtiates the first phase of the protocol by
sending U to all participants i P. Upon receipt of U, a

apant G executes  hke a local transaction, but does
not commut it If G can successfully execute U, G sends
the update report R, = (U,G) to the TCB If the TCB
receives an update report from all the partiapants, it
mstructs all participants in P together with contaner G to
commit the transaction, otherwse, it instructs everyone to
abort the transaction.

Although 1t insures one-copy serializability, this solu-
tion has a senous flaw in that 1t introduces a covert channel
as follows [22]- A high-level participant by not sending an
update report can cause abort messages to be sent to all
other participants. A high-level particapant is thus capable
of sending mformation to lower-level nodes by selectively
causing transaction aborts.

52. A “Primary Copy” Solution

Another possible strategy might be to identify for
each secunity class S, the container G as the primary con-
tamer and to designate all other containers G with L(G)
> § as secondary contamners. A transaction 7, 1s directed
to the primary contamer at the security dass of 7. If 7, 1s
executed (and commutted) successfully, the primaxycon-
tainer forwards any updates (the update projection) to the
TCB, which 1n turn propagates these updates to all secon-
dary contamers.

Thus strategy does not preserve one-copy serializabal-
ity as the following example shows.

Example. Suppose that the database system consists
of three secunity classes S, = (Confidential, {Conven-
tional}), S, = (Secret, {Conventional}), and S; = (Secret,
{Nuclear, Conventional}). Thus §; < S; < S;. Further-
more, suppose that the database consists of two elements x
andywith L(x) = S, and L(y) = S,. Now, consider the
following transactions.

T =w[x], L(T) = §
T, = nlxlwlyl, L(T) = &
L = nlxlnlyl L(B) = 5

Suppose now that the transaction T; 1s executed first at G .
Then at C,, the update projection Uj is executed followed
by T,, while at G,, U, is executed first followed by T; and

then U; (so the update dispatches by the TCB occur in the
order U 10 G, U; to G, and U; to GG) Thus, the repli-

cated data hustory is given as follows.
AtG w [x]
AG wxn]nln]wly)

AtG  wnlnlxlnlnlms]
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Since the serialization graph given in Figure 4 has a
cyde, the replicated data serialization graph has a cyde as
well, and so the history given above 1s not one-copy senaliz-
able

T )

Figure 4

6. Protocol for Transaction Processing

In a nutshell, our transaction processing protocol
works as follows. When a new transaction 1s submitted to
TCB, the latter sends it for execution to the container of
the same security dass as that of the transaction. Upon
executing (and commiiting) the transaction, the contamer
returns to TCB a list of the resulting updates (the update
projection), which TCB subsequently distributes to all
other containers that are allowed to see them, i.e., the con-
tainers of higher security classes. An update report is sent
by a container to the TCB after the corresponding transac-
tion commits. The update report contains, 1n addition to
the update projection, the name of the contamer from
which the report onginates. Thus the mutual consistency
of copies of the same data is preserved. To gnarantee that
correctness of concurrent transaction execution on repli-
cated data is also preserved, the propagation must occur
precisely in a specified manner detailed later in this section
m Protocol A.

There are two important things which must be kept
m mund. First, an update projection whose parent transac-
tion was executed at container G can be executed at con-
tainer G much hke a regular transaction but with one
difference. Namely, the effect of a transaction execution on
the database depends on the transaction itself (i.e., on its
operations and their order) and on the state in which it
finds the database (i.e., the values it reads) The effect of
an update projection execution, on the other hand, does
not depend on the current state of the database, but rather
on the state of the database as seen by the corresponding
parent transaction. Thus an update projection can only be
defined (and executed) after its parent transaction was exe-
cuted.

Second, our solution does not utilize a commt pro-
tocol when executing a transaction and 1its update projec-
tions, i.e., in our protocol the parent transaction commits
wntlnutwamngforltsprqedlonstocomnut Infact,pro—
jections are dispatched to TCB for propagation to other
containers only after the parent transaction commuts. Com-



mutting transactions independently at a single contamer 1s
possible because there should be no reason to permanently
abort an update projection once 1ts parent transaction has
successfully committed. That 1s so because a permanent
abort (as opposed to an abort out of concurrency control
considerations, say mn timestamp ordering protocol, when
the projection may be resubmitted at a later time) is usu-
ally caused by either a run-time error or violation of
mtegnty constraints. However, since executing an update
projection nvolves no computations, a run-time error can-
not occur, Furthermore, since the transaction has
commutted, 1t must have been considered safe from the
mtegnty point of view, and since the update projection only
mumics its parent transaction’s update activity by writing
the same values mto copies of corresponding data ele-
ments, the projection cannot violate any integrty con-
straints either

The transaction processing protocol is speafied
below.
Protocol A.

AtadlCe C

Each transaction 7; and each update projec-
tion U recelvedfrmn'ICBaremhmttedto
the local scheduler Actions on every ele-
ment x specified by the transaction (or
update projection) are translated nto the
corresponding actions on copyx .

For all U and U such that U] 1s received at
G before U and has an operation
conflicting with one of the {}’s operations
(which can occur only f L(T)) = L(T)),
U is seriahized by the local scheduler before
U

(an

a2)

(A3) For each commuitted transaction 77, an
update report R, is sent to TCB Slmﬂarly
for each commutted update projection U
(executed at (), an update report
R, = (U, G) 1s sent to TCB  The update
reports are dispatched in the order con-
sistent with the senalization order of locally
executed transactions and update projec-
tions. That s, if ¥/ 1s senalized before ¥;,
then&,lssentto'ICBbeforeR\, T and
A arenotm‘deredbythcschcdtﬂerwth
rwpecttoeachothcr(notethatthlsmn
occur only if they do not have any confhcting
operations), then 7; and T, can be sent to
TCB 1n an arbitrary order

At TCB

Each transaction 7, submitted to TCB is
sentforexewﬁontocontamer(,‘mchthat
L(T)=L(G)

Aqueuerfupdaterepmsismaintamed
by TCB Each newly received report R, 1s
appended to the end of Q. Whenever TCB
1s ready to send an update projection to a
contamer, the first update report

(A9

(A5)
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R = (U, G)

is removed from Q and U], is sent to G, such
that L ( G, ) immedately follows L(G) m a
fixed topological order imposed on the secu-
rity class lattice. That 15, G, 1s such that
L(G,) is the lowest numbered (in the topo-
logical order) class that strictly dominates
L(QG). If such a contamer cannot be found,
then R, 1s discarded.

Protocol A describes the functionality of TCB as well
as the interface between TCB and the individual con-
tainers. Note that the implementation of part A3 of the
protocol is not obvious. Therefore, we should briefly dis-
cuss the issue of implementation. Since most of the com-
monly used schedulers are based either on two-phase lock-
mg [4] or timestamp orderng [4], we limit our discussion
to these two basic techniques.

Schedulers can easily produce an exphat senaliza-
tion order needed in part A3 For instance, schedulers
based on timestamp ordering order transactions according
to thewr (unique) mtiation times, wiile two-phase locking
schedulers order transactions by the time of the first lock
release. However, the complication anses when the order
of transaction commut times is not the same as their seriah-
zation order That leads to the question of how to deade
when to send a given update report to TCB Because of
the possible discrepancy between the commut-time order
and the serialization order, wewnnotverymlldlspatchan
update as soon as its transaction commuts
(for there may be a stll active transaction that will be put
before the commutted one in the final serialization order)
A simple method to resolve this difficulty would be, in the
case of a timestamp ordering, to postpone sending the
update report for a committed transaction while there are
still active transactions at that contamer which have lower
timestamps. Similarly, in the case of a scheduler based on
two-phase locking, the update report is being withheld until
there are no more active transactions with earkier first
lock-release times than the one that just commutted.

Part A5 is crudial to the protocol, for it speafies the
order in which update projections are directed to the con-
taners that are supposed to see them. Note that TCB does
not ship any given update projection to all the relevant con-
tainers as soon as it receives the first update report that
ocontains the projection. Instead, it selects the next con-
tainer to receive the projection based on the structure of
the security class lattice. Upon executing the projection,
that container submts to TCB a report consisting of the
same projection and the contamer’s identity (see part A3).
Only after that (and after the report advances through Q)
does TCB determine the next destination for the projection
1n question, and so on.

Thus, there is constant passing back and forth of the
update projection between TCB and contamers until all the
contaners that are supposed to get this projection have a
chance to execute it. Notice, however, that the information
always flows from lower to higher databascs, never from
higher to lower ones.



1t 1s possible to have optinmzations of the protocol,
which will reduce message traffic between TCB and con-

tamers and also, in many cases, make the update projec-
tions available to contaners more promptly The details
are discussed in [18]

We note that the propagation disapline used in part
A5 1s similar to the techniques used m Bakwun data net-
works {19], where the objective is to balance concurrency-
control requirements against availabality requirements for
distributed databases with data replcation in the face of
communication failures. One notable difference 1s that in
our architecture for secunty there is a centralized module
~ TCB - that controls the propagation.

6.1. Recovery Under Our Protocol

In thus subsection, we show what TCB must do 1n the
event of failures. For recovery purposes, the only thing that
the TCB needs to do 1s to ensure that the queue Q consist-
mg of all update reports can be reconstructed after a
falure Thus can be accomphshed very simply as follows.
Every time the TCB receives an update report from a con-
tamner, a log record containing this fact is written onto the
stable storage In the event of falures, the TCB can use
these records to reconstruct the required queue Q.

From time to time, the TCB can take a checkpoint
for the purpose of hmuting the number of log records which
must be scanned during a restart. Since the TCB no longer
needs to keep track of an update projection origmated at a
container G once this projection has been seen by all con-
tainers G such that L( Q) strictly dominates L( G), the
checkpomt record consists of the addresses on the stable
storage of all update projections which have not been seen
by all required containers. In this way, the TCB can reduce
the size of log records which must be searched dunng a
TEcovery.

Since the TCB has very hmuted responsibility, the
code to accomplish this will be small and hence, easy to
verify correct

6.2. Correctness of the Protocol.

In this subsection, we argue briefly that our protocol
is correct since 1t always yields one-copy serializable his-
tortes. In order to do this, we will need the following two
lemmas. We omit their proofs in this paper; the detals are
available from the authors [16]

Lemma 1. Let H be a replicated data hstory over a
transaction set 7" produced by protocol A. Then G(H) 15
anRDSGfor H O

Lemma 2. Let H be a rephcated data history on a
transaction set T produced by protocol A. Let G € Cbe
such that L(G)<L(Q) for all Ge C(r~q), and
L(T) <L(G)forall T (af such G does not exist, we can
always conceptually add it to C for the purposes of the
proof) Suppose that there are no transactions of dass
L(G)mT. Let << be a binary relation defined on T as
follows. T, << T, iff U 1s reccived at G before . Then
T << T, for all T and 7, such that T—-T, is an edge in
G(H) o
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Using these lemmas, we can prove that our algo-
nthm is correct.

"Theorem 2. Any history H produced by protocol A 1s
one-copy serializable

Proof. To prove the theorem, we demonstrate that
RG(H) 1s acychc (see Theorem 1) Assume to the con-
trary and let 7, —»— ;- T, beacyde nRG(H) It s easy
to see that the relation << is a total order In particular, it
1s transitive, Therefore, bylemma2 7; << T; But << s
also wreflexive. Hence, we arnve at a contradiction and
have to concdlude that RG ( H) 1s acychic. O

7. Condusion

In recent years, there have been many efforts to
build secure relational database management systems that
are capable of protecting data with a vanety of
dassification levels from users with different clearances.
Since there were many securnity related obstacles which had
to be overcome, the issue of performance in these systems
has been relegated to a secondary role. However, much
progress has been made in recent years, and we expect that
such systems will start appearing in the market place m a
few years. The users are sure to demand acceptable perfor-
mance of these systems, making the issue of performance
most relevant The performance 1ssue 1s espeaally impor-
tant in secure DBMS’s since many of them will be used 1n
military applications having real-ume performance require-
ments.

It is our view that replicated DBMS’s offer a poten-
tial for substantial performance improvement over the ker-
nelized systems. However, to make thus architecture work,
it 15 crucial to have a secure synchronization mechamism
which not only database consistency, but does not
have to be trusted at the same time. Our transaction
management algonthm meets both these goals. We have
shown that it yields one-copy serializable histones, hiding
all aspects of data replication from transactions, and there-
fore, the replicated DBMS behaves like a single copy data-
base. Our protocol is secure since information always flows
only in one direction—from lower to higher databases.
Finally, we have shown that our scheme can be imple-
mented in such a way that the TCB can rely for the most
part on the individual databases for the concurrency and
recovery Since the TCB has very limited responsibilities,
the code needed to accomplish them wall be very small and
would not be difficult to verify correct
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