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In a multdevel secure database management 
systembasedonthereplrcaiedarchtechne, 
thereIsasi+aratedatabasemanaggmentsys 
temtomanagedataatarbelowea&sxuMy 
lever and lowz level data are replxated in all 
databases contaming hgher level data. In this 
paper,uneaddrestheopensueofccm- 
currencyccmtrolmsuchas@n. bkgxa 
seulreprotocolthatguarant~onecopyseal- 
allzhhty of amcurrellt tl-amaaoll execu- 
tmnsandcanbelmplementedmsuchaway 
thattheslzeofthetrustedcode(includulgt.he 
coderequlredfor conanrencYi=l-l 
lssmall. 

1. Introd~on 
A ma~onty of databaw m the Department of 

Defense (DoD) and the mtekgence community contam 
datathatareclassfiedto~~erentsecvntylanels. All 
databaseuse~arealsoasgnedsecwtycl~and~t 
stheresponsiihtyofa~databasmanagmentsys 
tem(DBMS)toassurethataUuserswllha\neacasto 
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~tlyxeyxem~ch they lye been granted a clear- 
cmmerad DBMS’s prow-k some 

formofdataseumty,theyQsobycontrollingmodesof 
access privileges of users to data. (See, for example [l3] ) 
‘Ihese,~called~-COlltrO~QllOtp~ 
v&adequatemedx&msforprexntmguna~ 
dtsclosure of information. Far example, they cannot 
prevent Zlvjan km+ attacks Therefore cummerual 
DBh&‘s are not suttable for use in mihtary s@sms. Mih- 
taIysystems~additiollal- for enforcmg 
i?w&tq(ornatdrscreaanmy)~eontrols~thatare 
baE!dOnSEUlitylewlsalldCl~~~aIlassuranCe 
thatthesystemisfreeofancxt&mnels!Asaconse 
~databawco&nhgsensltrvedataareoperatedm 
as@4wh$amodezeuxyuserisckaredtose43allthe 
mfomutionstoredmthedatabase Notonly~stixs 
llpoadlexpenslw(snce~~onsare 
quite axtly), but it haeases StXlUi~liSklllSO(Sill~the 
number of users hawng the hghest possible &wince 
~needlessllarge). 

Motivatedbythese coxems,U S AxForceorgan- 
lzedashulygroupwinchamwnedmJuly,l982atWoods 
HoIe,Maswbe&toexambemultilewlsecuntymthe 
clatabecontext. Thelrl-epo&commonlyknownasthe 
Wixuls Hale Report [l], considered d&zrent archtechues 
far budding secure multilewzl DBM!% from exstmg 
untrusted DBM!?s. Under the assumlhon that a user 
ahvays sees a logically integrated multdebel database, the 
study derid three interesting arhtq dependmg on 
hmv the mult.d& data are phpcally stored [1, pp 21-221 

+ A Trojan horse LS a mahnous piece of code which ts 
hldden anthm a program and leaks information to 
unauthorized users As an example, an mnocuous-lookmg 
sort routme may hax hrdden m it a Tqan horse such that 
whenewx a user makes the sort routme, m addrtion to 
accessmg the user’s file to be sorted, It accesses other files 
belongmg to this user and copxs them mto files belongng to 
some unauthorized user 

t Mandatory access controls prowde protecbon agamst 
Trojan horses !!iee Se&on 2 

i Covert channels are paths not normally meant for 
information fknv that could newxtheless be used to leak 
information from high to low subjects 
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Illthefirstarchitecture,calledthe~ DBMS, the 
multkvel datatwe is parbtiotxd into singlelewl data- 
basesticharethenstoredsqarately (SeeF~l.) 

I 
r-l DBMS 

t 

trustedsynchronizatonmc&msm,hower,thecodeto 
lmplementsuchamAanismwuldbelaqe,andthere 
fore, diflicult to veritjl+ 

Figun 1 

lllesecolldartitechne,which~referto~the~- 
cated DBI@usesaseparatedatalxs~sys- 
temto~dataatorbeluweachsecuntylewI,adata- 
baseatasecmityclassamtainsalliufurmatianatitsclas 
and below, and therefore, lowx level data are replicated in 
alldatabamamtaihghigherleddata (SeeFp2) 
‘l%ethudar&xtureIsbasedonthemtegntylockte&- 
~W~~ther$ore,~~==bP9pmnt 
DBW ar~e@yZuckDBMS 

l%eshldyfoulld~emswtheachafthetllree 
archttectur~ (SeeScction3faramaredetaileddiscus- 
smu) Acwrdmgtotheshdy,inareplicatedDBM!$any 
changcsinalowdatabasecammtbepropa@edtothe 
hlgherdatabctseshythelmtrustedlowQtabasesncethls 
could corrupt the hgher datak& Smularly, auychaages 
tothelowdatamah&databascarmotbepropa@edto 
the1owerdatabascsbytbeuntrustedhqhdatabasesince 
othemk~ha~alllllegalillformationtran$erfromhigh 
tolowxdatabase& Therefare&zrepoltconcl~the 
cbangesmustbepropagatedacrosvariousdatabsesbya 

’ Perhapsporntroned DBMS would be more appropriate m 
ps paper 

Called&mb#ed DBMS III [l] 
f Ths LS an mtegnty flaw, not a secunty one Whde mtegnty 
flaw IS undesnable, tt is an unavxdable consequence of any 
architecture that rehes on untrusted DBMS’s 

Figure 2 

Illthispaper,wepMduceevidence 

- 

to the amtraly 

l%elxs&derofthepaperls~asf0ll~ 
Mkbegmm!kctiuu2tithabriefh&malonthemdkuy 
sfzmitycoaQpts Ill!ihxiiotl3,~agaitldiscussthethrec 
secWeDBhJSiWcllit~pointoUttheproblemSunth 
thekeanekdaadint~tylockar&tectur~and~~a 
moredct.aded,butinbrmaldcscnptianofasecureDBMS 
basedmthereplcated~tectllre In!kxtim4,w 
preaentanabstractmodelthatisolateathe~ctloIlpre 
cesing aspects of the replicated DBm arckxture and 
defines what it means far such a system to function 
corredy. InSectiau5,ulegwstw0simplealgonthmsthat 
atthefifitglanceseemtowxlcandshowwhytheydonot 
WAC. In Etkdion 6, w-2 deaaibe our protocol for transac- 

t The DOD Trusted Computer System Evaluahon Cntena [2] 
reqwres a formal top-lewl spectficahon of the system and a 
demonstrahon that the tmplemented system H consistent 
wtth the spectftcahon Unfortunately, It ts impractical to 
perform the latter task rtgorously for large programs 
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ttonprocessmgandprowthatltIscotxct Mkalsocon- 
stderthekueofrecowxyand&owhowthedatabixecan 
bebroughttoaconustentstateafterfail~ Thecot& 
slonlsglV5lmthelastsLXtloil. 

2. Basicconceptsofh,IllIt.ildseaoity 
Belowv+egweabriefdcsaiptionoftherelevant 

secmtyconcepk Foramoredctailcddkusxm,~refcx 
the reader to [q or [21] 

‘Ihewayiawh&asecureD~controkaccess.to 
datanknownasthesystem’ssaaMtypokcy Intheamtext 
ofm&uydatabases,asccureDBMSmustenforceasuit- 
able mterprehhon of the DOD security policy (mandatwy 
access cords), and a wll-accepted interpreMon is based 
on the Bell-LaPadula model [3] ‘Ihis model is stated in 
termsofscrb/ectsandub~ec& Ano&ctisundeastoodtobe 
adatafde,record,orafield&hmarecord. Asubjects 
anacti~prooxthatcanrequ&accesstoobjeck Evxy 
~cctIsawgnedaclas&catmn,andewxysubjectadcar- 
an= aasvficattons and dexances a=- 
referredtoassecwztyc&w(orlev&) Asecwitycks 
consUoftwcomponenkahxxarducal~ 
(usuauy, TOP s-3 -9 b.9 and -w, 
mthts~der)togetheaunthaset(passiblyempty)ofnon- 
hierardncal categones (eg, NM0 or Nuclear) Secnnty 
dasscsarepaltiallyorderedasfollowx Giwnhwsecuity 
daaesG andc;,~~c;~thehuxaxhicalaomponent 
OfG lsgreaterthanDreqllaltothatofc; andthe 
categorieain~ containtboseinc;. sillcethesetindu- 
sionisnotatotalorder,neitheris2. 

nrollgholltthispaper,weusethetermshgFalld 
&wtorefertotwseumtyckcssuchthattheyareconk 
parableandtheformerisstr&IyhigherthanthelatSerin 
the~order 

‘Ihe Bell-Lapadula model imposes the following res- 
trictxmsonalldataacsessex 
(a) ZkSwpleSeuzty~ Asubjcctisaknwda 

readaccesstoanobjectonlyiftbeformer’sdear- 
allceAs1dentlcalt0orhigbet(imthepartlalorder) 
than the latteZs dass%cation. 

(b) lhe *-Bqerfy (pr- “the star pqedy”). A 
subjcctnallowedawiteaccesstoanobjectonlyif 
the formetis dcarance is identxal to or lov+er than 
the latter’s da&k&m. 

llleabcmbclrestrlctlonsareintendedto-that 
thereIsnoflowofinformationfromhighobjedStolaw 
subjects. For othe- (since subjects can represent 
user#)abreachofse&tyoccurswhereinawergts 
accesstoinformationforwh&hehasnotbeendearcd. 

Smcetheabowzrestri&nsaremandatCxyand 
enford automatically, the system checks scckty dasscs 

* It s a mistake, however, to completely ldenbfy subjects wth 
users Whde the users may be trusted not to dnwlge 
knowingly classified data to uncleared users, SubJcctS 
(procesxs) runnmg on behalf of the users cannot be trusted 
to enforce secunty properly For example, subjects may 
contam Trojan horses 

ofallreadsandwrit~whichplwi~protectiollfrom~e 
janhors 

Asanexampl~asubjectwithaSacredearance,can 
readStw@,Uass$edandCJ&ss@dit~whdeitcan 
titeto&x.MandT~SaaeSkms. 

1thmlsoutthatthesystemmaynotbesecureewn 
lfitahmyse!alforcesthe~Bell-LaPadularestrictions 
comedy Asecuresysttxnmustguardagamstnotonlythe 
diredrevelatalofdatablltalsotiolati~thatprodnce 
ill~mfDrmatiollflawsthroughmdlrectmeans c?ilwf 
channekfallint0thatcategolyoftiolati~ Theyprovlde 
il.ldkdmeansbywhichinfofnlatlollathighsecurltydasses 
canbepasseddawntosubje&atlowersecurityclasses To 
dl~~supposetbedakbaseuscsatwkphasecommit 
protocoltoaamMatramadion. Fkther,supposethata 
certainMnsactionrequksa~respome 
fmmbothaSacnelaswllasanLklawfiedpr~t0 
commitit;otbetuisethetmnsa&nisaborted. Froma 
purelydatabkwperspective,theredocsnotappfzartobea 
probl~but~ase4x&yviewpo&thisIssutlicientto 
compmmkseanity. sincethesaaetprocesscansendone 
bitofinformatialby&agreeingarnot~to 
commitatranwtian,both~and&Iass$~ 
-~Ycooperateto wmpromksecmityasfoll~ 
TbeUnckwjied~generatcaanumberoftransac- 
ti~itahx+agreestocommttatransactmn,butthe 
swf?fprocessbysel~causingtransactionabortscall 
&ablishacowxtchanne4totheUnckLFsrfiedprocess (See 
PI far ~ examples) 

%reisoneot.heraspe&ofsecureDBh4S’s~4~& 
me need to mentioll. To lmxt DOD requirements [2], lt 
mustbepokbleto demo&mtethattheDBMSissccure 
Ibthisend,t.hesecureDBMSd&gnersfollowtheconcept 
ofabu@dcun@ingb (JIVB),anapproachconceiwxl 
bysrhell,whichisnxponsiieforallsecurityrelevant 
actionsofthesystem. (Sce[u,pJ54]) n=B medlatesall 
databae-andcalmotbebypassed,itissmall 
t3lOUghZUldsimple~SOltCallbed~thatlt 
v+tnks~,andltlsisolatedfromtherestofthesys- 
temsoitistampe?aoof. 

As~mu&nedmtheintroducti~theWoods 
Hole Report idenhfii three in&Ming architectures for 
buildingsecuremultik4DBM!7sfromcxistmguntrusted 
DBMS’s depex&g on how the multkwl data 1s ph&xlly 
stored [1, pp. 2l-221. In the lzmehzd DBMS, the mul- 
tild databse is partltiofled into smgle-levea databases 
that are stored separate&. (See F- 1) The repkated 
DBk5usesaseparatedatabwx~systemto 
managedataatorbeloweachsecuritylew&adak-&ueata 
sewritydassawainsallinf~onat~tsclasfandbelow. 
(SeeF~2)‘Ibethudarchitedure1sbascdonthe 
inkglty lode technology. 

SincetheVkodsHoleRepoatraisedseriousam- 
cernsabouttbenzphcatedarchw%ureandittumedout 

t AJso known asseauuy kemel orreference monuor 
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that the mtegnty lock ardntecture Is vulnerable to lbjan 
~~~(see,f~example, w,PP 65661),-of 
theresearchmsecuredatabaseshasbeenfocusedonthe 
lcerllehzed ardlltecture [7, Q14,17,?3] As has been 
polntedoutm[~~9,1O],systenrsbasedontbe~~ 
ardlltecture may .!+u.Eer fkml poor performance 
severalreasonsforthts F~piu-t.b~~ 
wJlwhendatabasequeriesim&edataonlyatasmgle 
lew&however,anyquerylrmdvlngmultievzldatamustbe 
dWXUpSdllltOSUlgl~ldqueneSlUld~~from 
eachsingl&3eldatabasemustbebulkredandthencom- 
bmedtosabsfythequery llGsmeansthatsat@ingmul- 
tkvelqueriesmlvestalcingrepeatednaturaljcnnsofrela- 
tmqandti~w%amwnthatnaturaljoinisan~ 
operatioll. secon~theusual a==r-Y~* 
nthms are no longer applicable in a lwnelkd DBMS (for 
emmpl~lodcmgcannotbeuse43smceah@tmnsac4an 
w&mgtoreadalowdataitemormotkeepaIcwtransac- 
tmnfromwritingthatitembyplacingareadlodcuuit), 
andaschemewkhusesaimplecountermustbeused 
mstead (see [14, pp 114-1251 or [24, pp lZ@121]). We 
beheve that thts sunple counter scheme will impose an 
intolerable overhead and most likely wll not be appropn- 
ate for enforcing mutual ez&sion in a da&we system? 
Fdy, kernehzed DBMS’s require that it&z must be 
stored as multiple files which may also habe an adwrse 
mlpact al the performanm [9,101 

Illviewoftheseperformance mncerns,tl==J= 
been a -on of rephcated ardutecture. lNsch13 
andMeadowsm[8]propaseusmga general-purpose 
parallel machme (BBN’s Butte) to build a secure 
DBMSwhichhasthepate&ialfarsub&&alperformance 
m~prowment relative to the kerneked architecture (See 
F-2) lkreaatrustedibknd(TCB)~chmedi- 
atesallaccessestothedat&ase Auserwkhingtoaccess 
thedatabaserequestsaseswmatacertamsecu@class 
Iftheuserisdearedtothatck,theTCB&gnstheuser 
tot.heapproprmtedatabase,andanyuserqueriesand 
updates are sulxquently due&d to that sin@e-dass data- 
base Whenauservishestoupdatethedatabase,theKB 
automabcallyawgnsthesecuMyclassoftheuse?ssession 
totheupdate Smcethe1owrdataisreplicatedath@zz 
levels, the KB broadcasts the update to all dabbaws 
whosesecuntylevelsdommatethesecwtylanelafthe 
update Ekctlyhowtlusbroadc&isaccomplishedma 
securefashionIsleftasanopenp&lem. 

Iti!wlsytose&latthereplitiedar~~in 
F~2addressesthesewityconazns speclfiedillthe 
Wuods Hole report Since a user’s query and updates are 
alwa~assigwdtoadatabaseatas@esecmitydass,all 
coved channels a.sxxxted wth multilebel qufzies are ehm- 
mated. Smce there are no mandatory secwity amsidera- 

t Database folklore suggests that 20% of the data items are 
accessed 80% of the time Smce certain items are hkely to 
be very heawly accessed, the hkehhood of transacbons havmg 
to abort and retry the read accesses becomes large, and m 
the worst tax, the number of hmes transacttons may have to 
abort and retry has no upper bound, creatmg a lwlock 
srtuation [4] 

tl~whichneedtobetaliellmtoaccount,thedlallengeis 
tommeupwthasecure~ to me updates 
aaosstious~thatllotonly~~database 
ccmslstency,blltdoeanot~tobetruste4latthesame 

‘Ibe Secure Dstrhted Data Management (SDDh4) 
system [17l and the Secure D&riiuted DBMS (SD- 
DBMS) [23] developed by the Umsys Defense System also 
all4 far the pa&b&y of a complete repl~catmn of 
km data at higher levels Unforhmately, then synchrom- 
z.atmnalgarithm,whichisaucialtotherephcatedar~ec- 
turqisinaxred ?healgarithmtheyuseisbwedonaprk 
maqcopysdeme OnceanupdateIssucxxddyper- 
fcamedantheprimarycopy,anychangesarethenpr~ 
pagatedtoapprop&ecopi~ Inthispaper,\kneshowthat 
this~unmustoccuranlyinaparticularorde~oth- 
==Gh -oftIle colxmatexeulttollsd 
tfansahons cannot be guaranteed. (See section 5.2) 

Inthispaper,v3egkatransa&on~alge 
rithminasystembasedantherephcatedarditecturein 
F-2 Ourprotocolhasmanydesuableproperties. We 
h-2 r protocol guarantm onecopy wwlizable 

cxmammttransa~ons. timeansthatan 
don of tramadons m the replicated database 1s 
equivaleMtoaserialexecutionofthesametransactionson 
a-da&w. second,ouralgor&mIssecurein 
thesensethatthemfolmatioIlflowalwaysoccursmolle 
dlllxtioll-liwn low3 databes to hlgher databases. 
F~,wwelyfarthemostpartawherecoverymanager 
ofeachsingleleve4dakbasefarthepurposeofglobal 
lxz%mwy. nlelllDmtionbehmdthisobjecti~lsthat~ 
wishtokeeptheamountoftrustedaKlewthinthe~as 
smallasp&i. ‘Ibecodefor~maDBMS,on 
theotherhand,isusuallyquitelarge,andmoreaverthis 
codeisveryhardtotite[5j Asanexample,accordmgto 
[X2], about 10?6 of the system R code is devoted to 
recowryi andwitmgcodeforareww3ableactionis% 
harderandrequka%morecodetbanforanonrecow- 
able action. 

4TlfeMockl 

41. soausty MOQL 
‘lksysteanamsistsofasetDofobjecrs(dataele 

men@, a set T of subp% (transatio~~~), and a partblly 
arderedsetSaf~ckzwwthordermgrelabon < A 
das$ isadtobeibnwted 
(denoted$I$)lfl =jars <q. 

by=)tl=rd=$ 

l’hereisamappingLfromDu TtoS,i.e.,forewvy 
xcD,L(x)ES,andforevery~ET,L(I;)ES Inother 
~~~&~tig*~tran=~~h= 

Thesystemisamsidered~onlylfthefoll~ 
tmamditiollsaresatisfiedatalltunes 
(1) lbnsacbanT Isnotallowedtoreaddataelementx 

unlmL( ‘1;)> L(x). 

+ The figure for IMS ts cvtn larger [S] 
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(2) Transachn q IS not all4 to wnte data element x 
llnlmL(x) = L( ?;) 
Intuhvely, adherence to the abow tuFD amdWms 

guarante4sthatthereIsnomfonnatmntranskrfrom 
obje&(ie,dataelements)withhghersecimtylevelsto 
subjects (i.e , transadons) with lcnhw levels 

Property (2) 1s a restncted VersloIl of the *-property 
7keorgnal*-prope1ty[3]allows~towritexwhen 
L(T)IL(x) Inthedatabas~howw,awrite 
up,ie,thestuat1on*nL(1;)cL(x),1~~e 
formtegrlty- Namely,~theupdatethat~intends 
tomake tox~uldwolateaninte@yamshnt, ‘I should 
normallybeabortedHoww,ifaboxtsforthereasonaf 
mtegrltyvlolatlollsonhtghdata~all~thenall 
untrustedtransachonmanagerwuldbemapo&onto 
openupacovertchanneltolowbansach~bymakmg 
&&we aborts. lhl& out of security ccX&lderatl~ such 
aborts should be prohbted 

42. Repkated Anzhitmtum ModeI 
Our model of the rephcated architecture fair mul- 

t.1levelsecuredatab~systemsislllustratedinF~3 It 
con&sofasetCofcontmners,oneforeachswmtydasj 
Le, ~(c)=card(Sj (C={G,G, .,Gl). Vt-k 
generahizthedef~tmnofLtomakeitamappmghm 
DuTuC to S ‘Ihen, for all (;EC, L((;)cS and 
L(C) =L((;W =I 

trans tralm tram 

Figure 3 

Each contamer 1s esentially a separate (non-trusted) 
databasethatstcuesacopyofallthedatawho6ecks 
dommatedbythatofthedabbas,i.e.,forallx~D,acnpy 
0fxIscontaklmC; dfL(x)LL(C) ‘Ibecopydxin 
c; ls&noted~ 

%eTrustedComputerBase(WB)isatrustedtran- 
sactionmterfacefortheentire@Xn. l%efunctionalityof 
theWBIsdefiimthewktsubsechon. 

t Thus LS not unprachcai nnce most defense appircahons need 
to support only hvo or three secunty classes [17J 
* For a setX, cmd(X) denotes its cardmaitty 

43. llfelhfnsadoflModel 
Wkdefiiadatabasbuwaakw asaguenceof 

atomiCopemtionsoadatadements. Anoperabnona 
dataekmentIseitberaRead(rehunsthevalueoftheele 
ment) or a Mte (updates the element with a spechd new 
value) Far smphaty, w assumethatevelytrallsaction 
canreadandwnteanydataelementatmostonce (Note 
thatt.lusIsnotreaUyalimhngzsumpbon.) -forany 
tmnsadonT anddataelementx,I;[x]denotesaRead 
executedbyTonx. !hmdarly,~[x]denotesaWntee~~ 
cutedby’I;onx Ingeaeralatrawcticmdoesnotha~to 
beatotallyorderedseqwnce. Whentw~operationsare 
notorderedrelativetoeadlother,lt-thattheycall 
beexecutedinanyorder AReadandaWiiteonthesame 
dataeleme&howewr,alwajsmustbeordered 

IMdtlon 1. A bwvackm T IsaparMlyordered 
settithordermgr~ sudlthat 

(1) T’c {‘i [xl XE Dlu {w [xl’= Dl, 
(2) forallx~D,ifr;[x]E’I;andy[x]E~,then 

*r;[xl’; w[xl orw[x] 5 I;[x]. 0 
Tomodelthediskhtionofupdatesproducedbya 

~trawuii~tootheramtaioefi,ueneeds<rmemore 
deibitim 

Ddnith~~ 2. A set 4 = (~[x]. W[X]E r} is 
calledant4pf.&epolecftanof~on~ ‘Iscalleda 

btamadhof~.o 
DeiInltlollnAllupdaterepovt, olltransactloll~ 

by-q ~~~pau(4,c;). q 

Update projections and update reports are used to 
~~Pd-.~eootainas. Having-4 

f2oamer q consaws all update ~OJechan 
4andsemiil1eupdaterepart~, =(4,(;)totheTcB 
The~sybsequentlyQsbitxltesytoallcontainersthat 
arepermittedtoseeit,i.e,all -$k Wt.hL(G)’ 
L(C;). Each4isexecutedataG jwithkearegkutram 
saction. 

W&GllSt%thTtttheCXl3CtOdXillWhidlt.ht3dlStri- 
butiolltxcursisauctaltothecorrectness of the protocol 
andwillbedekbedmtheniztsectmn. 

Inthereatofthispaper,whennoamblguity~ 
arise,~wlIrefertotbesetuftransactionsandupdate 
pqzdkm e+xixuted at a gown contamer, collectively as 
tlanwtion5. 

44 cOwXbss<LiteriaforReplicatedArchi~ 
I&ihglnby~the~~~theolyf~ 

replicateddata ourdlscmsionisadaptedfrom [4] 
Inhtfollos5wzwdlusethenotationq todenote 

anoperatmafatransadauT,ie,s iseitberr; orw 
Toexcuteatrausadononrephcateddata,uemust 

f~trawhteeveryoperabononadataelementmtoan 
operab~anane(inthecaseafaRead)arseveral(mthe 
caseofaMhte)operabansancoplesofthatelement. Let 
hbeatrmtslalran funchw le, leth(r;[x]) = {<[~I) and 
h(wcl[xl) = ~Wcr[~,l, 3 Yt14,Ih *TJJl~ -3% are 
copes 0fx Ihq the translation of a gwen operaton on a 
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data element 1s a set of operatmns on aqnes (a an#eton in 
thecaseofaRead) Tosimphfynotatians,leth(~) 
denotetheunionoft,ransMonsdalltheoperationsin~, 

h(Q[Xl) Alsq lei h(T) = u 
TI ET 

Ih?fhlition 4 lb0 operations q[4] and (j[&] 
c4m.ultheachotherIftheyarecmtbesame~ofa 
dataelement&)andatlestaneofthemIsaWnte q 

MitionS.Aqnbted&ah&nyH~asetaf 
~&~Trapa&al&\mthorderiqrelaban<x 

(1) H=h(T), 
(2) for any TET ad all x, y suds that 

I;[Xl,W[YlE T, if I;[xl< Wcr[Yl and 
I;[~I,YM~H,~~[~I (H w[YI,=~ 

(3) allpausofconflictingoperatiomzmHare 
aderedby~ cl 

Informally, a (rephcated data) h&q is a m 
orderedsetofoperatlonson~eathatiscalsistelltwth 
the order of operations wthin tllmaaials (collditioll(2)) 
Inadd&oqs.nceahistgrIsmtendedtomodelapMblar 
exe4!&ionofatioftransac&ansonreplicatedda@it 
should order all confhctmg opemtbs (caxht~an (3)) 

IM%&ion6Givenarephcateddatah&nyHover 
asetoftransactmnsTandtraasachons T*TET==Y 
that T m&-x-~ T if wj[a]~H, c[&]EH, 
~jM+,r;[~l, and t/-me - no k such that 
~[%Pll%N[~l%c[~l.~ 

Ikfhlitioll7. lb replicated data histaiea owx 
--To,%, ,T, aresaidtobeeq&btIfthey 
haw the same read-from’s, L e., if T reads-x&m T m 
~l5$t~thmthlS~alShlphOl~htbe~h~ 

Mtition8. AssraltioryHisatotallyardered 
rephcateddatahistorysuchthatfar~piuroftransac- 
tmnsTandT, mH,edherallafT’saperabonsprecde 
allof~‘savlce~o 

IkfMion9. AsenalhistqHIsaunecopyserial 
tioiyifforallr,j,andxi.nH,If~ reads-x-fbmT,then 
~isthelasttransact~onbefore~ townteintoanycqyof 
x. 0 

Ikfiition 10. We say that a rephcated data hLst0ly 
a~pysznabblebit~equivalenttoaone-aqy~ 
hl-l.Yo 

llll@llOWlllOdd$alleJpecvtionOftransactiollsk 

ccmediftiIsequivalenttoase&lexecutionofthesame 
t.ransa&onsonasmglecopydataba= ‘Ihereforem 
copysenahzblehistoneshideallaspectsofdatarepliCa- 
bon fbn user transactIons and gM? trans&ioIls Onecow 
viewofthedatabase 

To test for one-copy senalizabiltty of ? history, ane 
usuallymakesuseofareplrcated~#q% 
defined as follows 

Defilticm 11. A stn&akm @forhistoryHisa 
dmzctedgraphG(H)whosenodesaretranstionsinT 

Infonnally,an~edge+ T isindudedmG(H)If 
~and~halecaltllctillgDpesatlcmssudltJlattheopera- 
t.nmfQ~~~A~thataf~ mhistqH 

LetvandwbenodesofaaduectedgtaphG If 
thereisapathfromvtow~denotethlsfa~by~~w. 

DI!fMtiOll12.A?@C@dddatasenaluaaactgRZph 
(RD!Z)fcrhistqHisadire&xlgraphwhosenodesare 
transa&ansinTandwbafe(directed)edgesamstitutea 
~t~&~(H)sudbtfor~x~Dthef~- 

. 

(1) if W[X]E T& and Mj[X]E 5, then either 
++‘I; aq++T, 

(2) if ‘I; reads-x-from T, W[X]EZ for some k 
(kpl, kPj),and7++%,thenI;-*+T, q 

Note that accahj~ to Deftition l& an RDSG 
(ulllike its Ma-replicated colmtelpalt) is not lleceady 
uniquefaagiwnbistonyH[4] 

‘bon~111 [4]. LetHbearephateddataiust~. 
IfHhasanaqdicRDSG,thenHisomaqyseridizable. 
0 

Tospeci@thepqmcedprotocolmSection4,we 
llelxl cla fitlal defiitian. 

lkBnitionl3.Let~denoteatransactmnorupdate 
projectionexecutedat-q mes-rider 
on y’s is a binary relation Cj defined as follows 
(kf,q)Eq itTq[x]Ev contllctstitha[x]E~ fa 
-=-f-w151 <tr 441, i.e?vandandy hakcconfhctmg 
oJnx$l~~dat~~~mof~ lssdleduledat ct 

Obviously, ia all atrrect local scheduerq the seriali- 
zatmnardermustbeapartialader 

5.1. A!SolutionUsi&IbPhast!Crmmit 
orlewaytoachleve~seli~tyisby 

making the tl-amadofl executions atomic aaass sf2alliQ 
dasesusingaprotocolsimilartotbedst.riiuted~phase 
commit protoad [ll] as follm Fa each transaction T, 
tbexBbecomfsthe-afl~~~alldallcon- 
tainersc; withL(~)2L(T)actasthepmaczpmtts Let 
Pdenotetheset{(j :L(q)>L(T)} WhentheXB 
nzcensatransa&an~HnthL(II;) =$,tisendsT tothe 
conta&rG swhtbatL(G) =$ IfG cansuccesrfully 
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ezcecute~,rtsendstotheTCE+theupdateprojection~; 
howevx,(;doesnotcommtttheparent~on~at 
tbistime Uponre4wingtbeupdateprojectian~from 
G,tbe’KBimtiatesthefvstphaseoftheprotocolby 
send1ng4 toallpartiapantsmP. Uponreuqtofy,a 
~apantCjexecutes~hkealocaltramac&aqbutdaes 
ncta3mmdit IfCj cantamxddyexecute~,(j sends 
theupdatereptntI$ = (~,~)totheTC5 IftheKE 
recewsanupdatereportkmallthe~apan&it 
mitrudsall~dpant.sinPtogetherwthcont~G to 
comnutthetransactmqotherwqitin&uctseveryaaeto 
abortthetlalsaaoll. 

52. A “lWnmy Copf Solution 

Another poaiile strateg might be to identify fa 

tamerandtodeqnateallotheramtanws 
~-WW=-G~~~q~(~ 
>$ assscondarycont- Atrawctian’1;sdirected 
totheprlmalyamtamer atthesecvritydassafT. IfTls 
t2ZUlttXl(andCQUUlUtted)successfully,the~primaty 
tainer forwards any updates (the update projection) to the 
Kl$whichmtumpropagatestheseupdatestoallsecon- 
dalycontamex 

%sstrategydoesnotprewzaawopy&ahzab& 
tty as the followng example shaws 

E&ample. suppalse that the database SJstem ccm&ts 
ofthreesecurqdasesSl =(Cunfi~(~ 
balm), s2 = (secret, m@=-Qa, and s, = (W 
{Nudear, Convewonal}). Thus S, 5 S, 5 s,. Fwther- 
more+pposethatthedatabaseamsastsof~demefltsx 
andytithL(x) = S, andL(y) = S,. Now, ansiktbe 
followmg transactions. 

6 = r[xl, L(F) = Sl 

T? = ~2[xlw2tYl, LW = s2 

TJ = f3[Xlf3[Yl, UT,) = s, 

Supposenowthatthetransa&an~ IseXecutedftiatG. 
‘Ihenat~,tbeupdateprqectmn~ iseJrealtedfolluwd 
byT,,whileatC;,l.& isexecutedfirstfolloWdby~ and 
thenL$ (sotheupdatedspatchesbytheTCBoccurmthe 
order& toC;,U2 toC;,and4 toG) ‘l’hustherepli- 
cated data tiory 1s gwen as follows. 

At Cl wIx11 

MC;’ Y[xz1~2[x21Y[Y21 

AC; ~b~~~~~r3b3~~~~l 

SincethewiaktmngaphgiveninF~4hasa 
cyde,thereplicateddatasekkationgaphhasacydeas 
bsdl+dsothehistaygi\ren~l3notollea)pysellahz- 
able 

6.IMocolforaansadion~ 
In a nut&$ our tranwtion processiq protocol 

wrksasfdl<nws WhenanewtransactionIssubmittedto 
K&thelattersendsitfa~cmtothew&ainerof 
tllesamesecmitydassasthatofthetransactlon. upon 
tEXCUhg(dCUUlmi~thetransaction,theC#ltatner 
returnstoKY3alistaftheresultmgupdates(theupdate 
proJectial), whldl m sllbsquelltly dlstliiutes to all 
otherco&nersthatareall~toseetheqi.e,thearn- 
taineaofhigherseanitydasses Anupdatereportissent 
byaaWainertotheTCBatkrtheanreqondingtransac- 
tion commits ‘Ibe update report contaiq m ad&bon to 
theupdateprojedioqthenameoftheamtamerfkom 
whichtherepatcnginatea ThusthemutuaIconsstency 
ofcopiesafthesamedataisprewedToguaran&that 
CorrednessCIf--CfleXeCUtiionOllrepli- 
cateddataisalsopresetved,the~onmustoccur 
ss;“p”“f”d mannerdetailedlaterinthissection 

l%erearetulohqatant~wh&mustbekept 
mmmd. F~anupdateprajectmnwhoseparenttransac- 
tiouvmexeaatedat~Gcanbebeedatcon- 
tainerC; mwhhkearegulartranstionbutwthone 
dikeme. NameIy, the elfed of a transaction execution on 
thedatabwedepea&ontheWins&mnitself(i.e,onti 
aperatioasandtheirarder)andonthestatemwh&it 
findstbedatabas(i.e.,theval~itreads) Theeffedof 
anupdatepmjedionexecuti~ontheotherhan~does 
notdepeadcmtbecllrrentstateofthedatabase,butrather 
cnthestateafthedatabawasseenbythecorr~dmg 
parenttrausidou. Tlmsanupdatepqectmcanonlybe 
defined(andexecuted)afteritsparenttransactionwase3re 
alted. 

Secax&oursol~andoesnotutdizacomm&prck 
toa3lwhenexecu&gatransa&anandItsupdatepro~ec- 
tioll&i.e,inourprotdthepareattrallsactloncommits 
Gtho&&tingfatipraject.ionstocomrmt InfaCr,prc+ 
jfxtious are dispatched to WI3 fa propagation to other 
ccmtainers only&~ the parent transaction comnuk Com- 
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mtting tratasa~ons mdependently at a slagle amtamer 1s 
pasiile because there should be no reason to permane&y 
abOltallupdateproJe4ilOllonceltsparenttraosactionhas 

successfullymtted. ThatIssobecauseapermanent 
abort(asopposedtoanabortoutof -=Y@ 
cxmsdemq say m time&amp o&ring protoa$ &en 
theproJectton~yberesubmittedatalatertrme)Isusu- 
ally caused by either a run-tinx errcc a violatum of 
l%wY co- However,sinceexe&mganupdate 
pro~aim mvoks no computtim a run-tune errcc can- 
notoccur. Fbrthermore,smcetheparenttranstionhas 
comnntt~itmustbavebeznconsderedsafefromthe 
mtegntypomt ofvxw, and since the update pro~eztianpfhl 
mmncs 1t.s parent transadds update actiyty bzz 
theSameVd~lUtOCOpl~Of~ 

melltq the ~OJeCtlOll cannot date any lntegrlty am- 

straints either 
l%e transition prlxehg protad is speufied 

below. 
RWX4?ZA 

AtdGEC 

W) Eaehtransaction~ andeachupdateprojee 
tiony re&xdfromKBaresubmittedto 
thelocalsddulerActi~oneveryde 
mellt x tspeaed by the tl-amadon (a 
Update ~OJ&lOZl) alt? tlXl&itd lUt0 the 

~=p=llQg~C==OpjT. 

ForallL+d~suchthatthaf~recekdat 
c; before L& and has an ojxratm 
COllfltCtlllgWlthoOeOfthe~‘SoperatOllS 

(whdl call oamr only IfL(T) =L(Z)), 
y isse~bythelocalschedulerbefore 
9 
For each axmmtted transxbon q, an 
updatereport& issenttoTCB Simdarly, 
far each comnutted update projectian Y 
(executed d Cl, a~ update report 
I$,, =(U,G)IssenttoTcB ‘Iheupdate 
repoltsaredlspat~intheaderale 
SSteIltWithtiEWlabtiOnordetOfloCally 
exfxuted transadm and update projec- 
tions. natlsJl+Isbeforey, 
then% lssenttolrBbehre&.If~ and 
T,arellotadedbythe~erHith 
respect to each other (note that t.h~~ can 
occUrOlll~lftheydOllOthiM:~~~ 
operatlons),thellplld~canbesentto 
XBmana&.raryorder 

AtTcB 

(A4 Eadltransactioll~ submittedtomis 
sentforexecutiontoco&ntxGsuchthat 
L(T) =L(G) 

(0 AqueueQofupdatereportsisnktamed 
byn=s Eadlnewlyrecel~report~, 1s 
appendedtotheendofQ. Whenevtx’ICB 
Isreadytosendanupdateprojectiontoa 
contamer, the fvst update report 

% =(U,G) 

isremovcdfromQand~ issenttoC such 
thatL(~)immed~&elyfollowsL(C;)ma 
fuGBd tapologuzal order imposed on the secu- 
litydasslattlce. lllatl$ct, lssudlthat 
L(C) isthebxstnumbered(inthet0~ 
logical order) class. that strbly dominates 
L(C). Ifsuchacontamercannotbefound, 
then& lsdiscadd 

ROtOCdAdt!SCriithefUllCtlOMh~Of~llS~ 
as the interface be&een Xl3 and the mdwidual con- 
tainersNotethattheimpbentatmnofpartA3ofthe 
protocol is not obvious ‘Ikefore, w should bnefly ds- 
a~~theimeofimplemedation. Smcemostofthecom- 
lIKX@USfXlSdldUl~~basedeitherOll~p~lork- 
mg [4] a t&stamp cxdfxmg [4], ~;cle hmit our discus~on 
tothesetwbaslctedmiquea 

sdledulmcalleasilyproduceanexphatserlaliza- 
tmn order needed in part A3 For instance, schedulers 
bi3SdOlltllll&amporderingorder~CtlOllS~dlllg 

to then (unique) m~tiatmn m &le -phase locking 
schedulersardertransactiansbythetimeofthef~lock 
release. I-Iowxr, the complication ares when the order 
oftlamadialcommlttimeaisllotthesameastheiiserlall- 
zatmnarder ‘IIatleadstothequesbonofhowtodecxle 
whentosenda*updatereporttoTCB Becauseof 
the posiie dkaepaq ~I~SWSI the co-t-time ader 
andthe~ollorda,wcalmotveIywlldispatdlall 
updatereportassoonasitspamttransactioncomrmts 
(fatheremaybeastdlactn+ctmnsacbonthatwillbeput 
beforethecammtkdoaeinthefinalser&W3norder) 
AslmplemethodtoresohcthsdiEcultywouldbe,inthe 
caseofatnne&mpaa&aingtopostpcmesendmgthe 
updatenzpatfaaa3mmittedtranstionwhdethereare 
stlllact.lket.ram&ionsatthat~ ldlidl ham? 1M 
tmdampk !$miMy,intheca5eofaschedulerbasedon 
hs@aselodcingtheupdatereportisbemg~thhelduntil 
tbere are no mae actne tlansadolls with earher fifit 
lock-releasetimesthantheonet.batjustccrmmttted. 

F%rtA5isaucialtotheprotoco~foritspeuCesthe 
orderinwhichupdateprojecb~aredirectedtothecon- 
tanxssthataresuppaxdtoseethem.NutethatTCBdoes 
notshlpanygknupdateprojectiontoalltherekvantcon- 
tainersassoanasitreaks the fti update report that 
amtainstbepro~ectia~. Inst~itselectsthenextcon- 
tainertoreceivetheprojecticdlbase4lollthestructureof 
thf&q b h.t~cc. UpOa ==-8 t& FOJ-‘S 

amtamersubnntstoKBarepartconsstmgofthe 
salE~~Onandtbe-sl~ty(seepaltA3). 
CMyafterthat(andatIertherepoftadvancesthroughQ) 
does TCB determine the next de&x&m for the proJection 
mquesti~andsoon 

‘Ilms,thereisc&antpassmgbackandforthofthe 
updateprojectmnbetxen’KBandcontamersuntdallt.he 
amtamersthataresupposdtogetthtsproJecbonhavea 
chanoztoexxuteit. Not~~howewx,thatthemformabon 
ahva@loW5fromloWertohigherdatabs&ne~fiom 
higherto1oWrone& 
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Itspowbletohaveophvationsoftheprotocol, 
whldlwlllreduce~traffc~TcBalldcon- 
tamersandalso,inmanycases,maketheupdateprojec- 
tions a&able to ammersmorepromptly Tbedetails 
arec-Jlsmdill[l8] 

WenotethatthepropagaMndw@meusedinpart 
A5asumlartothete&niquesusedmBakunutdatanet- 
lmdis[l9],whaetheobjectlveistobalance~ 
control reqmrements agamst avaihbdity reqwements fa 
dlstriiuted databases wth data replication ill the face of 
commumcat~on fahres. One notable chfference 1s that m 
ourardutixiureforsecuntythereisaaMral&dmodule 
-TCB-thCttcontrolsthepropagatOll. 

6.1. I4emvequndel.ourRotol!d 
Itlthlssubseca~~showwhatTCBmustdomthe 

ewntoffadunx Forrecowypwpows,theai@tbin@at 
the’KBneedstodoIsto~thatthequeueQccmU- 
mgofallupdatereportscanberecoastructedaftera 
falluR llllscanbe~llshedvelysimplyasfoll~ 
Eve~tunetheXBrecenvsanupdatereportfrumacon- 
t~r,alog~dcontainingthisf~isulittenoototbe 
stablestorage Intheeventoff~~tbeTcBcanuse 
theserecordstoreconstructthere&redqueueQ. 

Fromtunetotune,theXBcantalceachec@N 
forthepurposeoflmutmgthenumberoflogrecordswhiCh 
mustbescanneddurmgarestart. SmcetheTfBnolanger 
needstokeeptrackofanupdateprojectionorigulatedata 
containerGon~tlusproj~onhas~seenbydcon- 
tainersc; suchthatL(c;)strictydominat~L(~),the 
che&omtrecordcowstsoftheaddressescmthestable 
storageofaUupdateproje&ms&ichhavenotbeenseen 
byallrequiredccmtarners IllthlSWay,thetheTcBCan 
thesueoflagrecadswhchmustbeseardwidwmga 
recovery. 

SmcetheKBhaswylmutednxponsii,the 
a3detoaccomplishthswillbeanallandhence,easyto 
verlfycarect 

62. fiTmv&lessoftheprdocd 
Inthtssubse&o~~arguebrieflythatourprot0col 

is correct smce It always yields onexopy serhhble hs- 
torles. Inordertodothl&w3wllneedthefollowing~ 
lemmas. Weomithxrproofsinthispaper,thedetadsare 
avahble from the authors [16j 

hmmal.LetHbearephateddatahtst~owra 
&=sf$HTn@=d by protocol A ‘Ihen G(H) 1~ 

J.~mma2. LetHbearephteddatahistoryona 
traosactionsetTprod~byprotocolA LetS~Cbe 
such that L(C) <L(C) for all (;cC(rFq), and 
L(I;) <L(~)forall~(lfsuch~ doesnoteJ&~can 
ahwysamceptuallyadd~ttoCforthepurp0seSofthe 
proof) sllpposethatthereareno~onsofdass 
L(q)mT. Let <<beabmarydabm&fdanTas 
fol.hm.T<<qIff4Isreceived&qbefareq.’Ihen 
~<c~forallTand~suchthat~~‘I;is~medge 
G(H) 0 

usmgthesel~~can~tbatour~ 
rlthmiscorred. 

llxoremUt@storyHprod~byprotocolAts 
one-copy- 

Proof.Toprowtbetheorem,~demonstratethat 
RG(H)~~acycbc(seeTbeareml) fhumetothecon- 
traryandletT,++T,-,Tl beaqclemRG(H) ItIseasy 
toseetbattherelatmu~cisatotalorder Inparticular,ti 
~~t.ran&~‘Ibesefore,byLenrma?,~ <CT, But<<~s 
alsouxilexi~ Heace,~amvcatacuntra&ctmnand 
hawocondudethatRG(H)Isac@tco 

7. cmdllsloIl 
I.nrecentyeafi,the~havebeenmanyeffortsto 

buildsecurerelationalda&asemanagementsystemsthat 
are capable of protecting data vvlth a vanety of 
clasification lewls from users wt.h Merent dearanax 
Smcetberewremanysecuntyrelatedobstadeswhxhhad 
tobeauercome,theissueofpelfamanceinthesesystems 
hasbeenrelegatedtoasecothyrole. However,much 
progesshasbewna&mrecentyeafi,andwxpectthat 
swhsystemswillsttiappeahginthemarketplacema 
few- The users are sure to demand acceptable perfor- 
manceaftheaesyst~maldngthekueofperformallce 
mostrelevallt m.lepeffamance uue IS espeaally unpor- 
tantinsecureDBMS’ssancemanyofthemwllbeusedm 
militalyapplicationshavmgreal-tmlepelfolman~require 

It is our view that replicated DBM!3’s offer a poten- 
tialfashta&Iperfczmance mlpr~ntovertheker- 
l.leh!d system!i I-Iowm, to make thtfarehitm twrk 
itIsauaaltohw4xsasecuresphomdonmechmsm 
whi&notadypresxwsdatabsamsstency,butdoesnot 
havetobetlustedatthesametime. ourtransactioll 
nmmgmedalga~thmmeetsboththesegoals. Wehaw 
shownthatityiekistnuxnpyserializablehtstones,hdmg 
all~ofdatareplicatianfromtransactious,andthere 
fare,thereplicatedDBh4Sbehawzldceasinglecopydata- 
base. Ourprotocolisseairesinceinfo~onalwaysflows 
onlyinonetion-froml~tohlgherdatabases 
Fhally,‘~~iwwhowatbatourschemeonbeimple 
nx3tedinsuchawdythattheKBcanrelyforthemost 
partontheindividualda&xeafortheconcurrencyand 
recavery Siwxthe’KBhaswrylimitedres~b&xs, 
thecodeneededtoarmmplishthemdbeveryslnanluld 
wuldnotbediihlttoveri&correct 
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